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ital material has very dangerous environment.

yption

rties :

iImperceptibility

iInseparability

undergo the same transformations as the Works
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1. Signatures

2. Fingerprinting

3. Authentication

4. Copy control or Device control
5. Secret communication



problems :

Craver, “Resolving Rightful Ownerships with Invisible
termarking Techniques:”, 1998

it of the capacity of invisible watermarking
es to resolve copyright ownerships

le claims of rightful ownerships

e signatures
, "Undeniable Signatures”, 1989

nable to distinguish between valid and
marks
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logical means in order to protect rightful
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Digital Watermark

lS paper : one instance of ownership verification and
fication of rightful owner(s)

prable to the deliberate attempts to forge, remove, or
watermark

g to the obtained content is vulnerable to the
d attack.

otection : undeniable verification of original
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Watermark Mechanism

undeniable watermark

fw,w,,L,w ) : watermark
watermarked image

P(W), P : indicating function of presence of wm
D), f,(),L , f. (I)} :derived feature



¢ overall embedding and recovery mechanisms
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Watermark Verification

GEN_KEY

asymmetric watermarking scheme
mmetric watermarking scheme
keyed watermarking scheme

9kdet)

d detection vs. blind detection



¢ three watermarking mechanisms for digital data D’
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Attack & Its Solution

atermarking Attack

can we decide the original watermark?

an we decide which watermarked version of an
e truly watermarked version in circulation?

o failing scenarios of resolving rightful ownerships
on-invertible watermark

jgest the concrete protocol

ome unsolved problems
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Solution : Undeniable Verification

Aply solved if we consider undeniability in watermark
ation process

le Property of Digital Watermark

prification property

process with original watermarker

able scheme in the watermarking process
echanism : designated verifier certificate

ntents company for instant proof of product
heir buyers

wishes to sign a data anonymously
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New Verification Mechanism
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Designated Verification for
Undeniable Watermark

ted Verifier

. a protocol for Alice to prove the truth of the
watermark to Bob



Commitment Scheme

com,open)

pm(m,par_com)

En(com,par_com,sk_com)

ity requirements

g(committing) & hiding(secrecy)

IC property
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pvealing additional information about the contents of
& com(m_2).

additional
commitme
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Trap-Door Commitment

trap-door primitives : c is trap-door commitment scheme
nd only if followings hold

ial-time machine can, giveny i, find a multiple (w_1, r_1),
thatc(y i,w 1, r 1)=c(y_i,w_2,r _2).
-time machine can, giveny_iand c(y_i, w, r), output w.

omial-time machine that, given any quadruple (x_i,
e set of possible quadruples, finds r 2 such that
y_i,w_2, r_2)for the public key y i corresponding to



¢ simple trap-door commitment scheme

ret extracting (decryption) scheme from watermarked data :
embedding (encryption) scheme for watermarked data :
pmmit to : w in Range(E).

t: Alice randomly selects r in Range(E). And Alice
mitment c = E(w)+E(r), where + is a combiner

t: Alice sends Bob (w; r).

how to chan(
for undeniabld

undeniable
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Qdeniable Verification with Commitment

open) : secure commitment scheme
EY,GEN_W, E,D) : undeniable proof protocol between P &

puts of P & V : I"W, com(l), com(W), com(k_w)
t of the prover :

AW _com, skl _com , sk*kw _com )

poolean value to the verifier
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Discussion :
of of Ownership and Zero-Knowledge

[able verification procedure

copyright or ownership of some resources by T or CA
er of a work I' iff the following conditions hold

lously registered a new work |’ on the trusted

I’, and
gistered work to which | is similar.

ge watermark verification

ling any information about the watermark, the
, and the detection key
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Practicability of Our Scheme

t al.’s scheme

p Of the watermark : i.i.d in N(0,1), {-1,1}*n

king procedure : spread spectrum — the n highest
 DCT AC values

d extracting the watermark : v'=v(1+ax), a : scaling

e similarity of watermarks :
X X
VXXX

*,X) =
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qcticability of our scheme

=X X* : retrieving watermark
= (+ 1119 _ N(0,]) X : original watermark

(X, X)
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similarity

recovery rate

31.6 100%
13.4 71.2%
22.8 86%
13.9 72%
14.6 73.1%




|derat|on of computation recovery rate & size of
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Conclusion

e multiple watermarking problem as we consider it by
ksignated verification process.

are multiple watermarked image, the original
AN cooperate with its verification process.

undeniable verification scheme in the
Ing process on network-based secure contents

esignated verifier proof schemes, watermark
iled by commitment methods.

IINGIEEAelid . zcro-knowledge based designated
echanism
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