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Abstract

Semantic�le systemsenableusers to search for �les basedon attributesrather than just pre-assignednames.This paperdevel-
opsand evaluatesseveral new approachesto automaticallygenerating �le attributesbasedon context, complementingexisting
approachesbasedon contentanalysis.Context capturesbroadersystemstatethat canbeusedto providenew attributesfor �les,
andto propagateattributesamongrelated�les; context is alsohowhumansoftenrememberpreviousitems[ 2], andsoshould�t
theprimary role of semantic�le systemswell. Basedon our studyof tensystemsover four months,theadditionof context-based
mechanisms,on average, reducesthenumberof �les with zero attributesby 73%. This increasesthe total numberof classi�able
�les byover25%in mostcases,asis shownin Figure 1. Also,onaverage, 71%of thecontent-analyzable�les alsogainadditional
valuableattributes.
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1 Intr oduction

As storagecapacitycontinuesto increase,thenumberof �les belongingto anindividual userhasincreased
accordingly. Already, storagecapacityhasreachedthepoint wherethereis little reasonfor a userto delete
old content—infact, the time requiredto do so would be wasted. A recent�lesystem study [10] found
thatboththenumberof �les and�le lifetime have increasedsigni�cantly overstudiesconductedduringthe
previous20 years.Thechallengehasshiftedfrom decidingwhat to keepto �nding particularinformation
whenit is desired.To meetthis challenge,usersneedbettertoolsfor personal�le organizationandsearch.

Most �le systemstodayusea hierarchicaldirectorystructure.Althougheasyto reasonaboutat small
andmediumscales,hierarchiesoften do not scaleto large collectionsandthe �ne-grainedclassi�cations
that result. In particular, asthe hierarchy grows, eachpieceof datais increasinglylikely to have several
differentclassi�cations,but canonly have onelocationwithin thehierarchy. To �nd the�le later, theuser
mustremembertheoneclassi�cationthatwasoriginally chosen.

Tohelpalleviatethisproblem,severaldifferentgroupshaveproposedsemantic�le systems[13, 14, 30].
Thesesystemsassignattributes(i.e., keywords)to �les, providing theability to clusterandsearchfor �les
by theirattributes.Thekey challengeis assigninguseful,meaningfulattributesto �les.

Most semantic�le systemsrely upontwo sourcesof �le attributeassignment:userinput andcontent
analysis.Althoughusersoftenhave a goodunderstandingof the�les they create,it canbetime-consuming
andunpleasantto distill that informationinto theright setof keywords.As a result,many usersareunder-
standablyreluctantto do so. On theotherhand,contentanalysisautomaticallydistills keywordsfrom the
�le contents,takingnoneof theuser's time. Unfortunately, thecomplexity of languageparsing,combined
with the large numberof proprietary�le formatsandnon-textual datatypes,restrictsthe effectivenessof
contentanalysis.And, moreimportantly, it fails to capturean importantway that usersthink abouttheir
data:context.

Context is de�ned by the Merriam-Websterdictionary [27] as “the interrelatedconditionsin which
somethingexists or occurs.” Thus,the context of a �le refersto any informationexternalto the contents
of the �le thatmaybepresentwhile the �le is beingcreatedor accessed.Examplesof this might include
active applications,otheropen�les, thecurrentphysical locationof theuser, etc. Context is oftentheway
thathumansrememberthings,suchasthelocationof a previously stored�le; a recentstudyof usersearch
behavior foundexactly this tendency: usersusuallyusecontext to locatedata[2].

This papermakesthe casefor context-basedattribute assignment,introducingapproachesfrom two
categories:applicationassistanceanduseraccesspatterns.Applicationassistanceusesapplicationknowl-
edgeof userworkloadsto provide informationabouttheuser's currentstate.For example,a webbrowser
canusuallyprovideinformationaboutdownloaded�les. Useraccesspatternsindicateinter-�le relationships
thatcanthenbeusedto propagateattributesamongstronglyrelated�les. This paperalsointroducesa new
content-basedapproach,contentsimilarity, thatpropagatesattributesbetween�les with similar content.

Figure1 summarizesthebene�tsof combiningexisting contentanalysiswith thethreenew categories
of �le attributeassignmentexaminedin this paper. Themulti-partbaron the left shows thataddingthese
schemesallows the systemto automaticallyclassifyan additional33% of the user's �les, taking the total
from 65%to 98%. Thefour single-category barson theright show thatmany of theclassi�cationschemes
overlap,resultingin moreattributesfor each�le. By gatheringmoreattributesfor more�les, we believe
thatsemantic�le systemswill providemoreusefulandaccurateresultsto users.

Theremainderof this paperis organizedasfollows. Section2 discussesexisting searchandorganiza-
tional tools. Section3 outlinesthespaceof automatedattributeassignment.Sections4, 5, and6 describe
our threenew attributegenerationtoolsandevaluatetheir merits.Section7 discusseshow existing systems
will needto changegiventhesenew tools.Section8 concludes.
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Figure1: Breakdown of classi�cations. This �gure shows thebene�ts of combiningcontext- andpropagation-basedattribute
generationschemeswith existing contentanalysisschemes.We ran the schemesover the four month“donut” tracedescribedin
Section4. By combiningschemes,it is possibleto classifymore�les thanany individualscheme.Theoverlapof classi�cationsby
differentschemesalsoprovidesmoreattributesto eachof theclassi�able�les thanany individual scheme.

2 File organizationand search

Whensearchingfor recentlyaccessed�les, or within a smallcollection,userscanoften�nd what they are
lookingfor. However, whensearchingfor older�les, or within alargecollection,usersoftenforgetthename
or locationof particular�les, makingthemdif�cult to �nd. Mostpeoplehavestoriesof wasting10minutes
or moresearchingthroughtheir �les to �nd aspeci�c, importantdocument;asauser's �le collectiongrows,
this problembecomesworse.This sectiondescribesexisting tools for �le organizationandsearch,aswell
asadditionalrelatedwork from outsidetherealmof �le systems.

2.1 Dir ectories

By far, themostcommonorganizationalstructurefor �les is thedirectoryhierarchy. Thedirectoryhierarchy
reliesentirely uponuserinput to provide useful classi�cationsto �les, in the form of a pathname.The
advantageof userinput is thatany providedclassi�cationshouldcloselymatchhow theuserthinksabout
the�le, andoftencombinesbothcontentandcontext attributes.Unfortunately, theseattributesbecomefar
lesseffectiveasthenumberof �les grows.

Therearefour factorsthat limit the scalabilityof traditionaldirectoryhierarchies.First, �les within
the hierarchy only have a singlecategorization. As the categoriesgrow �ner, choosinga singlecategory
for each�le becomesmoreandmoredif�cult. Although links (giving multiple namesto a �le) provide a
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mechanismto mitigatethis problem,thereexists no convenientway to locateandupdatea �le' s links to
re�ect re-categorization(sincethey areunidirectional).Second,muchinformationdescribinga �le is lost
withoutawell-de�nedanddetailednamingscheme.For example,thenameof a family picturewould likely
not containthenamesof every family member. Third, unlessrelated�les areplacedwithin a commonsub-
tree,their relationshipis lost. Fourth,becausetheentirepathnameof the �le is requiredto retrieve it, the
usermustremembertheexactcategorizationfor adesired�le.

Usersarenow facedwith a dilemma: eitherorganize�les into detailedcategoriesandrememberthe
exactsetandorderof attributesfor each�le, or do not organizebut facethedif�culty of locatinga single
�le within aseaof �lenames.Clearly, usersrequirebetterorganizationandsearchmechanisms.

2.2 Indexing and search tools

Today, many usersrely uponindexing andsearchtools to help �nd �les lost in their directoryhierarchy.
Toolssuchas�nd /grepandGlimpse[24] usetext analysisand�le pathnamesto providesearchableattributes
for �les. Others,suchasMicrosoftWindows' searchutility, use�lters to gatherattributesfrom well-known
�le formats(e.g.,Word documents).Recentsystems,suchasGrokker [18] andFractal:PC[12], layernew
visualizationsoverexisting indexing technologiesin anattemptto helpuserslocateandorganize�les.

Theadvantageof thesetools is that they requireno additionaluseractionto provide bene�t. Instead,
they useexistingdirectoryinformationandcombineit with automatedcontentanalysis.Unfortunately, these
toolswork bestfor �les with well-understooddataformatsthatcanbereducedto text, leaving a largeclass
of �les with only theoriginalhierarchicalclassi�cation.

2.3 Semantic�le systems

To go beyond the limited hierarchicalnamespaceof directories,several groupshave developedsystems
thatextendthenamespacewith attribute-basedindexing. BeFS[13] providesanadditionalorganizational
structurefor indexing �les by attribute. The systemtakesa setof hkeyword, �le i pairingsandcreatesan
index allowing fastlookupof a keyword to returntheassociated�le. This structureis usefulfor �les that
haveasetof well-known attributesonwhich to index (e.g.,hsender, emailmessagei ).

The SemanticFile System[14] providesa searchablemappingof generichcategory, valuei pairings
to �les. Theseattributesareassignedeitherby userinput or by anexternalindexing tool. Theseindexing
tools,referredto astransducers,traditionallyperformcontentanalysis,but couldprovide any attributethat
canbe extractedautomatically(suchascontext information). Onceattributesareassigned,the usercan
createvirtual directoriesthatcontainlinks to all �les with aparticularattribute.Thesearchcanbenarrowed
by creatingfurthervirtual sub-directories.

Severalgroupshaveexploredotherwaysof merginghierarchicalandattribute-basednamingschemes.
SechrestandMcClennen[30] detaila setof rulesfor constructingvariousmergingsof hierarchicaland�at
namespacesusingVenndiagrams.Gopal[16] de�nes � ve goalsfor merging hierarchicalnamespaceswith
attribute-basednamingandevaluatesasystemthatmeetsthosegoals.

By assigningmultiple attributesto a single�le, the informationavailableto searchtools is increased
dramatically. Unfortunately, althoughthesesystemsgenerallymakeno limitationson themethodsfor gath-
eringattributes,previousexamplesof suchsystemsuseonly contentanalysisto provideadditionalattributes,
makingthemnomoreeffective thanexistingsearchtools.

2.4 Additional relatedwork

This sectiondiscussesadditionalwork from outside�le systemsresearchthat is relatedto gatheringand
usingcontext for �le organizationandsearch.
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Web search engines: Over the last 10 years,a large numberof web searchengineshave comeinto
existence[1, 15, 23, 34]. Earlywebsearch-engines,suchasLycos[25], relieduponuserinput (usersubmit-
tedwebpages)andcontentanalysis(word counts,word proximity, etc.).Althoughvaluable,thesuccessof
thesesystemshasbeeneclipsedby thesuccessof Google[6].

To provide bettersearchresults,Googleutilized thetext associatedwith a link to decideon attributes
for the linked site. This text providesthe context of both the creatorof the linking site andthe userwho
clicks on the link at thatsite. Themoretimesthata particularword links to a site, thehigherthatword is
rankedfor thatsite.

Recently, Googleannouncedtheir intent to develop a local �le search;however, their approachfor
rankingwebpagesdoesnot translatedirectly into therealmof �le systems.The links betweenpagesthat
areinherentin the web do not exist between�les. As such,it is likely that their initial tools will instead
leveragetheirextensiveknowledgeof text analysisandindexing.

Impr oved interfaces: The Haystackproject [28] aims to improve the organizationof userdataby
providing improved interfacesthatmanipulatedatausingopen,well-annotated�le formats.By easingthe
methodsfor usersto input information into the system,Haystackcangathermoreusefulattributesthan
mostexisting systems.Combininga user-interfacesuchasHaystackwith automatedmethodsof attribute
assignmentandpropagationcouldprovide theuserwith anevengreaterability to locateinformationthan
eithersystemalone.

Mobile cachehoarding: As distributedanddecentralizedsystemshavebecomemoreprevalent,many
groupshave examinedtheideaof automaticallyhoardingnetworked�les locally on mobilenodes[19, 20,
33]. The Aura project hasexaminedschemesfor allowing usersto specify hoarded�les by specifying
tasks[31], a setof applicationsand�les thatmake up a particularcontext. Assumingthatusersarewilling
to provide this information,it couldalsoprovidecontext hintsto theindexing system.

Networkedattrib utes: Researchershaveexploredtheproblemof providing anattribute-basednames-
paceacrossa network of computers.Harvest[5] andtheScatter/Gathersystem[8] provide a way to gather
andmergeattributesfrom a numberof differentsites.TheSemanticWeb[4] proposesa framework for an-
notatingwebdocumentswith XML tags,providing applicationswith self-describingattribute information
for each�le, andits dataformatis thebasisfor muchof theHaystackwork describedabove.

3 Sourcesof attrib utes

Webelievethatthereis abroadarrayof automatedattributeassignmentapproachesthatcanbeexploitedfor
semantic�le systems.We separatetheminto two groups—directandindirect—basedon how theattributes
areassigned.Direct assignmentapproachesprovide attributesto �les at creationor accesstime. Indirect
assignmentapproachespropagateattributesfrom a �le to othercloselyrelated�les. This sectiondescribes
content-andcontext-basedapproachesthatfall into thesetwo groups.

3.1 Dir ectattrib ute assignment

Although signi�cant potentialexists for a variety of attribute generationschemes,existing systemshave
only usedthreeparticulardirectassignmentschemes:userinput,contentanalysis,and�le systemattributes.
Thissectionoutlinestheseexistingschemes,aswell asthreenew schemesthatusecontext information.

3.1.1 Existing schemes

User input : Themostcommonform of attributeassignmentis userinput. Althoughusersareoftenunwill-
ing to providedetailedattributesfor each�le, thehighaccuracy of theseattributesmakesthemanimportant
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partof attributeassignment.Attributesfrom userinput includethe �lename, thepathname,any additional
hardandsoft links, andany keywords(in systemsthatacceptthem).

Content analysis: Contentanalysisusesan understandingof a �le' s format to extract keywords to
useasattributesfor the �le. Themostcommonform of this is text analysis,usedby mostof thesystems
describedin Section2. Somesystems,suchasMicrosoft Window's searchutility, usetheir knowledgeof
certain�le formats(e.g.,Wordor PowerPoint)to reduce�le contentsinto raw text, allowing text analysisof
thecontents.Researcherscontinueto work on contentanalysisof music,images,andvideo�les [7, 9], but
this remainsacomplex problemthatis far from solved.

File systemattrib utes: Most �lesystemsstoreasmallsetof context attributeswithin each�le' smeta-
data,suchastheownerof the�le andthecreationtime. This informationis oneway thatausermaysearch
for a �le, andis oftenusedto enrichthesetof searchableattributesin existing searchtools. Goingfurther,
theLifestreamssystemusesthis context informationasa �rst-class entity, providing a stream-like view of
all documentsbasedon accesstime [11]. Theutility of thesefew context attributessuggeststhatadditional
context informationcouldbequitehelpful to theuser.

3.1.2 Context-basedschemes

Application assistance: Althoughpersonalcomputerscanprovideavastarrayof functionality, mostpeople
usetheir computerfor a small setof routine tasks. Most of thesetasksareperformedby a small setof
applications,that in turn accessand createmost of the user's �les. Theseapplicationscould explicitly
provide attributesfor these�les basedon their knowledgeof the user's context. For example,if a user
executesa web searchfor “chessopenings”andthendownloadsa �le, the browsercannotethat this �le
probablyrelatesto “chessopenings.” It could alsoextract keywordsfrom the web address,the hyperlink
text, otherinformationon thelinking page,andotherpagesaccessedrecently. Theevaluationin Section5
exploresthespeci�c caseof context-basedattributesthatcanbeprovidedby webbrowsers.

User feedback: Many searchtoolsgatherinformationabouttheir resultsfrom eitherdirector inferred
userfeedback.Similarly, anattribute-basedsearchtool canobtaininformationfrom userqueries.If a user
initially queriesthe systemfor “semantic�le system”andchoosesa �le that only containsthe attribute
“semantic,” thentheadditionalterms“�le” and“system”couldbeappliedto that �le. Also, if thepossible
matchesarepresentedin theorderthatthesystembelievesthemto bemostrelevant,having theuserchoose
�les further into the list may be an indicatorof successor failure. Also, as is donein someweb search
engines,asystemcouldelicit feedbackfrom theuserafteraqueryhascompleted,allowing themto indicate
thesuccessof thequeryusingapre-de�nedscale.

Although this particularform of context is effective for web searchengines,it is unlikely to be as
effective for user�le systemsfor two reasons.First, user�le collectionsarerarely sharedamongusers,
reducingthe amountof feedbackprovided for eachcollection. Second,becauseuserscangenerally�nd
recentlyaccessed�les, they generallyonly searchfor old �les, making�le searchesfar lessfrequentthan
websearches.

External context: Therealsoexistsasigni�cant amountof context thattheusermayhavefrom events
occurringoutsideof the system. For example,the physical locationof the user(e.g.,at the local coffee
shop,in ascheduledmeeting),theweather, signi�cant newsevents,recentphonecalls,etc.,mayall beclues
thattheuserwould like to useto �nd a particular�le. Althoughthis informationis not directly availableto
the system,it may be possibleto gathersomeof this informationfrom externalsources,suchascalendar
programs,web searches,wirelessnetwork roamingservices,phonerecords,etc. We view suchexternal
context sourcesasaninterestingareafor futureexploration.
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3.2 Indir ectattrib ute assignment

Until now, theareaof indirectattributeassignmenthasbeenleft entirelyunexplored.This sectionoutlines
two schemesfor propagatingattributesamong�les foundto berelated:onethatusescontext andonethat
usescontent.Sections4 and6 explorethesein moredetail.

Useraccesspatterns: As usersaccesstheir �les, thepatternof theiraccessesrecordsasetof temporal
relationshipsbetween�les. Theserelationshipshavepreviouslybeenusedto guideavarietyof performance
enhancements(e.g.,prefetching,cachehoarding[21, 26, 32]). Anotherpossibleuseof this informationis
to helppropagateinformationbetweencontextually related�les. For example,accessing“SemanticFS.ps”
and“Gopal98.ps”followed by updating“related-work.tex” may indicatea relationshipbetweenthe three
�les. Subsequently, accessing“related-work.tex” andcreating“osdi-submit.ps”may indicatea transitive
relationship.

Content similarity : Evenwithin asingleuser's �le space,theremaybemultiplecopiesor versionsof
a single�le. For example,beingunableto �nd a particular�le, a usermay re-downloadthe �le from the
webto a new location.Eachtime theuserre-downloadsthe�le, heis likely to provide a differentcontext,
andthusa differentsetof attributes.By relatingthesecopiesof the �le, theattributesfrom eachcopy can
beshared,hopefullymakingthe�le easierto locatethenext time theusersearchesfor it.

4 Propagatingattrib utesusingaccesspatterns

As userswork, their patternof �le accessesrepresenttemporalrelationshipsbetweentheir �les. These
relationshipsform apictureof theuser'scontext, capturingconcurrentlyaccessed�les asasinglecontextual
unit. Usingtheseconnections,thesystemcanshareattributesamongrelated�les, allowing classi�cationof
previouslyunclassi�able�les.

This sectionevaluatesalgorithmsfor context-basedattributepropagation.Therearethreegoalsof this
evaluation.The�rst is to quantifythepotentialof theseschemesto classify�les, by measuringtheincrease
in classi�cationsoverdirectassignmentusingidealcontentanalysis.Thesecondis to measuretheeffectof
varyingeachaspectof thealgorithm.Thethird is to getafeel for theaccuracy of theserelationshipsthrough
aby-handexaminationof thegeneratedrelationships.

4.1 Algorithm design

A numberof existing projectshave extracted�le inter-relationshipsfrom accesspatternsto provide �le
prefetchingandhoarding[3, 20, 22]. Thesealgorithmsconvert the�le systeminto a graph,with �les at the
nodesandeachrelationshipspeci�edasaweightedlink betweennodes.Theweightof a link is thenumber
of timesthat the relationshipis seen,where“relationship” is traditionally de�ned asan accessto the two
�les in sequence.

To betterexplorethespaceof options,our tool generalizesexistingalgorithmsinto onealgorithmwith
� ve componentparts:a graphstyle,a setof operation�lters, a relationwindow, a streamextractor, anda
weightcutoff. A graph-generationalgorithmis formedby choosingapointalongeachof these� veaxes.

Graph style: The“graphstyle” speci�eswhetherrelationshiplinks in thegrapharedirectedor undi-
rected.Thedirectionof a link indicatesthe�o w of attributesduringindirectassignment,andis speci�edby
theoperation�lters. Undirectedlinks allow attributesto �o w in bothdirections.

Operation �lters : This componentspeci�esthesetof �le systemoperationsconsideredwhengener-
ating the relationships.The �lter speci�esoperationsasinput, output,or both. Input operationsindicate
the�les thatarethesourceof a relationship,while outputoperationsindicatethe�les thatarethesink of a
relationship.
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make

cc1

g++ g++ ld

test.c test.s test.s test.o bar.c bar.s bar.s bar.o test.o bar.o a.out

as cc1 as

TIME

Figure2: Accesstr ee.This graphicillustratestheparent/childprocesstreeand(alongthebottom)theassociated�les accessed.
In this example,a userrunsmake from thecommandline. This processthenspawnsa numberof sub-processesthat thenaccess
�les. Theadvantageof thisschemeoverasimplePID-basedschemeis thatrelationshipsacrossrelatedprogramsarenow captured.
For example,“test.s” is accessedby both“cc1” and“as” andsotherelationshipbetween“test.c” and“test.o” is captured.

Thetool providesthreemain�lters andalayerable�lter thatis usedin concertwith oneof themain�l-
ters.Theopen�lter treatsopencallsasbothinputsandoutputs.Theread/write�lter treatsread operations
asinputsandwrite operationsasoutputs.Thecomplex �lter treatsall accessoperationsasinputs,including
mmap, open, read, stat , andthesource�le from adup, link , or rename. It treatsall outputoperationsas
outputs,includingwrite , mknod, andthedestination�le from a dup, link , or rename. Thelayerableuser
�lter discardsall operationsthatdonotactona �le ownedby theuserperformingtheoperation.

Relationwindow: Therelationwindow tracksthecurrentsetof input�les. Whenaninput�le is passed
from theoperation�lter , it is placedinto thewindow. Whenanoutput�le is passedfrom theoperation�lter ,
it becomesrelatedto the�les in thewindow. Thewindow sizeis de�nedaseitheranumberof �les (managed
in LRU order)and/orasetperiodof time.

Streamextractors: This componentseparatesindependentstreamsof requestsfrom the trace. Each
streammaintainsa separaterelationwindow, meaningthat operationsfrom onestreamwill not affect the
relationshipsgeneratedby anotherstream.

The tool currentlysupportsthreestreamextractors. The Simpleextractortreatsthe traceasa single
streamof requests.The UID extractorcreatesa separatestreamof requestsfor eachuserID in the trace.
The AccessTreeextractor [22] createsa streamof requestsbasedon the �le operationsperformedby a
parentprocessandall of its sub-processes(asillustratedin Figure2). Therootof anaccesstreeis aprocess
spawneddirectly by the useror the system,and is currentlyde�ned asany processspawnedby a user-
interface(suchasX-windowsor bash)or init.

Weight cutoff: Oncethe graphis generated,the link weightsdeterminewhich relationshipsprovide
indirectassignment.A simplescheme,suchasfollowing every relationship,is unreasonable,becausethe
result is a large numberof falsepositives(i.e., relationshipswith little contextual value). Unfortunately,
cuttingthelinks usinga �x edweightis alsoproblematic,becauseimportantrelationshipsto lessfrequently
accessed�les are lost. For example,if a �le is downloaded,printed,andthennever accessedagain, the
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Machine Unique Content-
Name FilesWritten Classi�able
bliss 11963 58%
cloudnine 2147 74%
donut 1618 65%
gar�eld 1035 78%
glee 6959 71%
merriment 2424 49%
nirvana 1180 98%
odie 1928 54%
rapture 1498 51%
sylvester 6984 98%

Table1: File systemtraces.This tablelists characteristicsof eachof theten�le systemtraces.

singleweightlinks from that�le would likely becut,makingit impossibleto locatethat�le later.
Oursolutionis to only considerlinks whoseweightmakesupmorethanacertainpercentageof a �le' s

total outgoingor incomingweight. In this manner, lightly weightedlinks comingfrom or to �les with few
totalaccessesstill receive indirectassignments,but only themostheavily weightedlinks areconsideredfor
frequentlyaccessed�les. Thispercentageis referredto astheweightcutoff.

4.1.1 Summary of graph-generationalgorithms

Usingthese� vecomponents,wecancapturethebehavior of variousexistingcachehoardingandprefetching
tools.For example,themodelexaminedby Grif�oen andAppleton[17] usesadirectedgraphstyle,theopen
�lter , a �x edwindow sizeof 2, thesimplestreamextractor, anda 0% cutoff. Themodelexaminedby Lei
andDuchamp[22] usesa directedgraphstyle, the open�lter , a �x ed window sizeof 1, the accesstree
extractor, anda0%cutoff.

Thegoalof thiswork is notto capturetheexactnext accessgivenaparticular�le, but rather�nd several
relationshipsthatmaybeof use.Assuch,modelsthatuseverystrictcutoff rules,suchaslast-successor, �rst-
successor, andNoah[3], cannotbecapturedby ouralgorithms,althoughmany of theunderlyingtechniques
arethesame.

4.2 Experimental setup

As astartingpoint for evaluation,weassumethatthereexistsaperfectcontentanalysistool thatcanprovide
usefulattributesfor all ASCII text (suchassourcecode,html, raw text, etc.),Postscript,andPDF�les. Our
tracesandexperimentsareon Linux systems.On MS Windows systemsonewould assumethetool could
alsoclassify�le formatslikeWordandPowerpoint.Basedonthis,wepartition�les into content-classi�able
andcontent-unclassi�able.

4.2.1 Traces

To captureuseraccesspatterns,ten researchersran a specializedLinux kernel moduleon their desktop
machinesfor a periodof four months. On startup,the moduledumpsthe stateof all processesandopen
�les, andduringoperationit tracksall �le systemandprocessmanagementcallsmadein thesystem.Each
entryin thetracekeepsenoughinformationto maintainthestateof theentiresystemthroughoutthelifetime
of thetrace.Table1 showsasummaryof thetentraces.
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4.2.2 Assumptions

Unlessotherwisenoted,all �gures show only datafor �les ownedby users.This is becausewe believe that
theaverageuseris only interestedin �nding �les createdby himselfor otherusers,andhave little interest
in �les createdby thesystem(suchassystemlogs,hardwarecon�guration �les, etc.). An examinationof
theresultsfor all �les, asopposedto only theuser�les, showedslightly lower increasesin thepercentage
of classi�able�les. This is becausethesystemgenerated�les make up mostof these�les, andlessoften
haveusefulcontext.

Also, except in the casesof undirectedlinks, only those�les that aremarked asoutput �les by the
operation�lter areconsideredwhencalculatingthenumberof classi�ableandunclassi�able�les. At some
point during the lifetime of the system,each�le musthave beenusedasan output,andthusif the traces
wereavailablefor that time period,they couldhave potentiallybeenclassi�ed. Consideringthese�les in
thecalculationwithout this informationwouldbeunfairly biasedagainstthesealgorithms.

Oncea graphis generated,attributesarepropagatedalongthelinks to related�les. Often,theconnec-
tion betweentwo �les in a sub-graphis throughother�les (i.e., “foo.c” to “foo.o” to the“foo” executable).
To capturethis, attributesmay be propagatedmorethanonestepfrom a classi�able �le. By taking extra
steps,it is possibleto classifymoreandmoreof the �les within a sub-graph,until theentiresub-graphis
classi�ed.Our �gures eitherplot thestepstakenalongthex-axis,or useaspeci�ednumberof steps.

4.2.3 Metrics

We considerthreemetricswhenevaluatinga graph-generationalgorithm. First is the numberof content-
unclassi�able�les thatnow receive attributes. Secondis thenumberof content-classi�able�les thatnow
receiveadditionalattributes.Third is theaccuracy of thegeneratedrelationships.

To geta feel for theaccuracy of thegeneratedrelationships,we examinedthe“donut” tracein detail1.
Although not an exact science,this subjective evaluationprovidescritical insight into the successof the
differentalgorithms.

4.3 Overall effectiveness

After exploring a largecross-productof differentalgorithmcomponentvalues,we founda default scheme
that consistentlyperformedwell basedon our threemetrics. The default schemeusesthe UID extractor,
directedgraphstyle,read/write+user�lter , two minutewindow, anda1%cutoff.

Figure3 shows the percentageof content-unclassi�able�les that canbe classi�ed using the default
schemeandtakingup to two steps(in the�le relationshipgraph)from content-classi�able�les for eachof
thetentraces.Thebene�t is clear:morethan40%of all content-unclassi�able�les canbeclassi�ed in all
cases,andmorethan80%in half thecases.

Although the percentageincreasein classi�able �les is high, in two of the traces(“nirvana” and
“sylvester”)a largepercentageof the �les werealreadyclassi�ableusingcontentanalysis.In thesecases,
attribute propagation still providesbene�t, by addingadditionalattributesto �les. Figure4 shows the in-
creasein attributesfor content-classi�able�les for eachof thetentracesusingthedefault algorithm.With
theexceptionof onetrace(“glee”), morethan70%of content-classi�able�les receiveextraattributes.

Examiningthe generatedrelationshipsshows mostof themto be valid anduseful. Although source
codeis generallywell-structured,compiledsourcecodewasrelatedto thegenerated“.o” andprogram�les.
For example,thecodefor the traceanalysistoolswasrelatedto the tool itself. More importantly, the tool
becamerelatedto its generatedoutput (suchas log �les), which wereusuallystoredin a lessstructured

1This machinewas usedby oneof the authors,allowing a detailedunderstandingof both the �les and the accuracy of the
generatedrelationships.
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Figure3: Newly classi�ed �les. This �gure showsthepercentageof content-unclassi�able�les thatcanbeclassi�edby context-
basedpropagation for eachof the ten traces.The “rapture” and“glee” tracesobserved the smallestincreasein classi�able �les,
becausetheir usersregularly downloadedpicturesfrom their digital cameras(anactionwith no connectionto content-classi�able
�les).

fashion. Also, additionalcopiesof the tool createdfor separatesimulationrunswerealsorelatedto the
sourcecodethroughtheoriginal copy of thetool. Otherexamplesof usefulrelationshipswe saw included
instantmessagelogsto �les downloadedfrom links sentby friends,PDFsof relatedwork to the�les making
upapaperbeingedited(andviceversa),andvarious�les to old versionsandbackups.

4.4 Exploring the algorithms

To explorethetrade-offs involvedwith eachof thecomponentsof thegraph-generationalgorithms,we ran
experimentsvarying eachcomponentof the default scheme.We presentthe resultsof the “donut” trace,
aswe have thebestunderstandingof theaccuracy of therelationshipsgeneratedby this trace,althoughthe
presentedresultsaresimilar for eachof theotherninetraces.

4.4.1 Weight cutoff

Figure5 shows theeffectof varyingthecutoff percentageon the“donut” trace.As expected,increasingthe
cutoff percentagedecreasesthenumberof classi�able �les, however, all cutoffs smallerthan2% perform
extremelywell, classifyingover30%of thecontent-unclassi�able�les.

In additionto cuttingsome�les off from classi�cationaltogether, increasingthecutoff percentagealso
makestheremainingsub-graphsmoresparse.As a result,some�les within largesub-graphsgrow further

10



�

���

���

���

� �

�

�

	
�

�

�

���


��

�����

��� ���

�

�

���

�����

�
�

�

�

�

�

���

���! 

"

�

�
�

�

�

�

�

�

#

�

 

 

�

#

�

�

�

�

�

 

$

�

�

�

�

�

�

�

 

�!%

�

�

 

�

�

&

�

$

�

�

�

�

 

')(
*,+.-0/213/4(,561

7 89

:

8

;

< =

>

> ?@

8

A

:

@

B

A

A

?

> ?

8

C

Figure4: Additional attrib utes. This �gure shows thepercentageof content-classi�able�les that receive additionalattributes
from attributepropagation for eachof the ten traces.The“glee” tracehadthe fewestadditionalclassi�cationsbecauseit hadthe
smallestamountof tracedata;thatuserperformedasigni�cant amountof hiswork onanuntracedlaptopmachinewhile travelling
duringthefour monthsof tracing.

away from thecontent-classi�able�les, andthusit takesmorestepsfor theattributesto bepropagatedto
them. This canbeseenby thedifferencein themaximumnumberof stepstakenbetweenthe2% and5%
cases:3 and6 respectively.

Evenat a 0% cutoff therearestill someunclassi�able�les. These�les arecreatedby programsthat
generatedatawithout usingexisting �les as input. Examplesof this kind of dataareweb log �les, �les
transferedfrom anothermachine,or imagesretrievedfrom a digital camera.Althoughit would bepossible
to generaterelationshipsfor these�les usinga larger relationwindow, theserelationshipswould likely be
invalid. For example,if a userhasn't usedhis computerfor morethananhour, andthendownloadsimages
from a digital camera,it is quiteunlikely thatthework doneanhouragois relatedto theimages.Usingan
undirectedgraphstylemayhelpto classifysomeof these�les, however, mostof these�les areeithernever
accessed(suchastheweb logs),or only accessedasa group(examiningthe imagesfrom a trip) andthus
have no outgoinglinks. Themostlikely way to provide attributesto these�les is throughotherassignment
schemes,suchasapplicationassistance.

For eachcutoff percentage,weexaminedthesetof unclassi�able�les andcomparedit to theunclassi-
�able �les from thenext smallestcutoff (i.e., comparingthe2% cutoff to the1% cutoff). This allowedus
to seeexactly which relationshipswerecut betweendifferentvaluesof thecutoff. In our by-handanalysis,
we foundthat thatusinga cutoff higherthan1% startsto give a largenumberof falsenegatives(removing
�le connectionsthatarevalid). We foundthatmostof theconnectionsbetween�les at this cutoff appeared
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Figure5: Trade-off of the cutoff percentage.This �gure shows thepercentageof classi�ed �les usinga varietyof cutoff per-
centages.Thex-axisshows thenumberof stepsfrom acontent-classi�able�le, where0 indicates�les thatarecontent-classi�able.
Thisgraphwasgeneratedfrom thetraceof the“donut” desktopmachine.

valid,but thatverylow cutoff valuesresultedin many falsepositives.Wealsofoundthatinvalid connections
becomeweakerasmoredatais gathered(i.e.,astracelengthgrows)becauseby theirnaturethey will occur
lessfrequently.

4.4.2 Operation �lters

Figure 6 shows the effect of the different operation�lters on the “donut” trace. Although thereare six
possibleoperation�lters, Figure6 only reportsthe resultsfor four of them. This is becausethechoiceof
�lter hasa largeaffecton thenumberof links created,andthustheamountof memoryrequiredto storeand
analyzethe results. Using the openandcomplex �lters alone,eachresultedin closeto 100 million links
between�les over thefour monthtrace,requiringmorethanthe3 GB of memoryavailableto processesin
Linux. We arecurrentlyexaminingschemesto eitherreducethememoryrequiredto examinethetracesor
storeportionsof thedataout-of-core.

Thefour schemesshown in Figure6 all performwell in termsof quantitative classi�cation,increasing
thenumberof classi�able�les by 25–30%,with theread/write�lters performingthebest.A by-handexam-
inationof theclassi�cationsgeneratedby theread/write�lters alsoshow themto bethemostaccurate.The
open�lter makesnodistinctionbetween�les openedfor writing, and�les openedfor reading.Because�les
openedfor writing hadfar fewerconnections,many of theconnectionsoutgoingfrom these�les wereinac-
curate.Thecomplex �lter providedverysimilar resultsto theread/write�lter , however, �les accessedusing
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Figure6: Trade-off of the �lter scheme. This �gure shows the percentageof classi�ed �les usingeachof the six �ltering
schemes.The x-axis shows the numberof stepsfrom a content-classi�able�le, where0 indicatesthat �les that are content-
classi�able.Thisgraphwasgeneratedfrom thetraceof the“donut” desktopmachine.

thestat syscallwereoftenunrelatedto �les written laterin thewindow, resultingin invalid connections.
An examinationof theread/writeandread/write+user�lters shows that they producenearlyidentical

classi�cations. In a desktop's single-userenvironment,it is rare that a useraccessesanotheruser's �les
(generallyonly the“system”userduringbackgroundtasks).Theresultis thattheseinfrequenteventshave
little effectonclassi�cation.

4.4.3 Graph style

An examinationof the ten tracesfound that therewereno casesof directedlinks from unclassi�ableto
classi�able�les. Theresultis thatchanginglinks from directedto undirectedhasnoaffectonthenumberof
classi�able�les. Usingundirectedlinks, it is possibleto passadditionalattributesamongalreadyclassi�able
�les, althoughin all tentraceslessthan25%of theclassi�able�les receivedextraattributes.

4.4.4 Streamextractor

Figure7 shows theeffect of thedifferentstreamextractorson the“donut” trace.Theaccesstreeextractor
classi�esfewer �les thantheothers,becauseusefulconnectionscanalsobeformedamong�les from differ-
entapplications.Thesimpleanduserextractorsperformidentically. This is becauseadesktop'ssingle-user
workloadresultsin no extra relationshipsbeingformedbetween�les of differing users.Backgroundtasks
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Figure7: Trade-off of the chosenstream extractor. This �gure shows the percentageof classi�ed �les usingeachof the
threestreamextractors. The x-axis shows the numberof stepsfrom a content-classi�able�le, where0 indicates�les that are
content-classi�able.Thisgraphwasgeneratedfrom thetraceof the“donut” desktopmachine.

accessing�les concurrentlywith the useroccur infrequentlyenoughthat suchlinks are ignored(due to
weightcutoff).

4.4.5 Relation window

Figure8 shows the effect of varying window sizeson the “donut” trace. The interestingaspectsof this
graphareat thetwo extremesof thewindow sizes.Thelargestwindow sizes(5 and10minutes)classifythe
fewest�les. This is becausethe increasednumberof links areeventuallycut asinvalid by the1% weight
cutoff. At the smallestwindow size,10 seconds,the �rst stepof classi�cation provides fewer attributes
thanthe1, 2, and3 minutewindows. This is becausethewindow providesso few connectionsasto limit
even potentiallyvalid direct connectionsbetween�les. Taking additionalstepscanrenew someof these
connectionsby steppingthroughanintermediary�le, however, a comparisonof theremainingunclassi�ed
�les for the10 secondand2 minutewindows shows thattakingadditionalstepsdoesnot alwayscreatethe
sameclassi�cations.Instead,becausethe10 secondwindow doesnot have enoughinformation,it creates
andfollows links betweenlessstronglyconnected�les. As aresult,awindow sizebetween1 and3 minutes
appearsto mostaccuratelycapturethesetof �les thatmakeup theuser's context at thattime.

14



 0

 10

 20

 30

 40

 50

 60

 70

 80

 90

 100

 0  1  2  3  4  5

P
er

ce
nt

 o
f f

ile
s 

cl
as

si
fie

d

Steps from a content-classifiable file

10s
1m
2m
3m
5m

10m

Figure8: Trade-off of the window size.This �gure showsthepercentageof classi�ed�les usingavarietyof window sizes.The
x-axisshows thenumberof stepsfrom a content-classi�able�le, where0 indicates�les thatarecontent-classi�able.This graph
wasgeneratedfrom thetraceof the“donut” desktopmachine.

5 Application assistanceusingwebbrowsing

Becausemost applicationsare designedfor speci�c tasks,they are uniquely suitedto provide attributes
describingwhat their useris currentlydoing. An examinationof the tracesindicatesthatweb-browsing is
oneof themostfrequentlyperformeduseractivities. As such,it haspotentialto gatherasigni�cant amount
of usercontext. We examinetwo methodsof gatheringcontext informationfrom a webbrowser:gathering
thecontext of downloaded�les from recentuseractivity, andmarkingperiodsof time with thecontext of
theuserusingrecentlybrowsedpages.

5.1 Algorithm design

As a userbrowsestheweb,thepageshevisits form treesof activity, with attributesaddedalongeachlink.
Pagesthatareaccesseddirectly (e.g.,bookmarks,directentry, externalprograms)actasroot nodes.Each
pagerequestgeneratedfrom a givenpage(eitherthrougha hyperlink or form) actsasa child to thatpage.
The link betweena parentandits child is marked with the attributesof the request:eitherthe text of the
hyperlink or the submittedform data. The attributesfor a given pagearedeterminedby tracingthe links
from thepageto theroot andgatheringall of theattributesalongthepath.Downloaded�les aretreatedas
leavesin thetree,andassuch,areassignedattributesby following thepathto theroot.

Periodsof browsing activity aremarked usinga windowing schemesimilar to the relationwindow
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describedin Section4. Whena pageis accessed,its attributesareplacedinto the window. Output �les
(asspeci�edby thesystem's operation�lter) accessedwithin this window areassignedall attributesin the
window.

5.2 Experimental setup

To gatherthe informationaboutuserwebactivity, we instrumenteda modulefor theMozilla webbrowser
to keepa traceof webactivity. Oneof the tenresearchers(theuserof the“donut” system)ranthe tracing
tool for two of thefour monthsof �le systemtracing.

To makeuseof moreof theavailabledata,wecomparedthesetof downloaded�les from thewebtrace
againstthesetof �les createdby Mozilla in the�le systemtracefor thosetwo months(not includingthose
�les createdin thebrowser-speci�c “.mozilla” directory),andfoundanexactmatch.Wealsocon�rmed that
no �les in the web traceweredownloadedwithout the userhaving �rst clicked on at leastonehyperlink.
As such,we considerit safeto assumethatany such�les createdin any of the �le systemtracescouldbe
considered�les downloadedby Mozilla, andwouldreceiveadditionalattributesfrom applicationassistance.

5.3 Overall effectiveness

To evaluatethe effectivenessof the downloadingschemewe ran the tool over four of the ten �le system
traces2. To evaluatemarkingperiodsof webactivity, wecombinedtheexistingwebtracewith thematching
two monthsof �le systemtracing.

5.3.1 File downloads

Figure9 providesa summaryof the downloaded�les for four of the tracedmachines.It shows the total
numberof �les downloadedover the four month period, as well as a breakdown of the �le type of the
downloaded�les. Thisbreakdown is basedona�le' slikelihoodof beingcontent-classi�able;text, Postscipt,
andPDF�les areconsideredcontent-classi�able,while “unclassi�able” includesall remaining�les, mostly
consistingof images,video,music,andcompressedarchives.

Onedisappointingaspectof thisdatais thatfew of the�les createdby theusersweredownloadedfrom
theweb. However, the�les downloadedoff thewebareoftensomeof theleastwell organizedin theuser's
system. An examinationof the pathnamesof downloaded�les found that between40% and95% of the
�les downloadedwereplacedinto a singledirectory, often eitherthe user's homedirectoryor a personal
directorycalled“downloads”or “tmp.” This indicatesthattheadditionalattributesgeneratedby application
assistancecouldbequitevaluableto theuserlaterwhenperformingasearch.

Although these�les make up a small fraction of the created�les, their application-appliedattributes
couldbepropagatedto many additional�les via theinter-�le relationshipsgeneratedby useraccesspatterns.
Figure10 shows thepercentageof �les classi�edby combiningtheseschemes.Althoughcombiningthese
extra attributeswith content-basedattributeshaslittle effect on thetotal numberof classi�able�les, it can
increasethe numberof usefulattributesper �le. This representsan addedbene�t of applicationassisted
attributes.

Finally, by-handexaminationof theseassignmentsshows themto bequiterelevant. For example,one
�le savedto a user's homedirectorynamed“KA2.mpg” wasgiventheattributes“Hondacarcommercial.”
Another�le saved to thehomedirectorynamed“gw.zip” appearedto be relatedto both “guild wars” and
“demo.” Althoughunableto rememberthecontentsof either�le initially, whenpresentedwith thekeywords,
theuserwasableto indicatethatthey werequiteaccuratein bothcases.

2Theusersof theothersix tracedmachinesdownloadedno�les usingtheMozilla web-browser. Someusedotherbrowsers,and
someperformednodownloading.
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Figure9: Web downloads. This �gure shows a countof �les downloadedon four differentdesktopmachinesover a periodof
four months.The“text” and“ps or pdf” barsfor eachmachineshows thenumberof downloaded�les thatcanbeclassi�edusing
traditionalcontentanalysisschemes.The“unclassi�able” barsaretheremaining,unclassi�ed�les thatweredownloaded.

5.3.2 Webactivity

By markingperiodsof web activity with context attributes,it waspossibleto classify53 �les, including
36 previously unclassi�able�les. Figure11 shows the resultof combiningthis schemewith useraccess
patternpropagation over the two monthsof availabletraces.Similarly to the propagation of downloaded
�le attributes,combiningthis small setof �les with indirect attribute assignmentprovidesa large setof
classi�able�les.

Unfortunately, unlikepreviousschemes,many of theclassi�cationsmadeby thisschemeseeminaccu-
rate.This appearsto stemfrom theuser's behavior of browsingthewebduringprogramcompilations.The
result is that many sourceandprogram�les becomeassociatedstronglywith a variety of news websites.
Onewayto try andpreventthis is to classifytheuser'swebsitesinto categoriesbasedonusagepatterns.If a
userfrequentsaparticularwebsiteduringavarietyof activities, thenit is probablynot tied to any particular
oneof these.However, if a userperformsa directedsearchor visits a websiteonly in correlationwith a
particulartask,thenthey couldbestronglyconnected.Experimentswith this heuristic(andothers)will be
ausefuldirectionfor futurework.
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Figure10: Attrib ute propagationfr om webdownloads.This �gure shows theeffectof combiningtheattributesgeneratedfor
downloaded�les with useraccesspatternpropagationfor thefour machinesshown in Figure9. They-axisshows thepercentage
of �les classi�edandthex-axisshows thenumberof stepstakenfrom adownloaded�le.

6 Propagatingattrib utesusingcontentsimilarity

To geta feel for thepotentialof relationshipsformedby contentsimilarity, we rananexperimentto �nd all
duplicatecopiesof �les ownedby theuserof the“donut” desktopsystem.To do so,we generatedanmd5
checksum[29] of all �les ownedby theuserandthenfoundduplicatechecksumsthatalsohadidentical�le
sizes.Althoughpossible,thelikelihoodof acollisionbetweentwo different�les is extremelylow.

Theexperimentlocated2,644setsof identical�les, with anaveragesetsizeof 4.54�les. Usingthese
additionalconnections,it waspossibleto classifyanadditional2% of �les beyondthoseunclassi�ableby
content,applicationassistance,or useraccesspatterns,advancingthetotalclassi�cationto 97%(from 95%).

The largestsourcesof duplicate�les camefrom duplicateor versionedsourcetrees,CVS generated
duplicates,andapparentlyre-downloadedor handcopied�les. Thislastsetof �les is of particularinterest,as
these�les are“organized”by theuser. An exampleof this is two identical�les wefoundin theuser'shome
directory, “submit.ps”and“usenix.�nal.ps,” thatwerecreatedapproximatelytwo hoursapart.Interestingly,
whenaskedaboutthe �les, theuserwasableto rememberthecontext in which the �les werecreated,but
wasunableto recalltheexacttitle of thepaperin question.
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Figure11: Dir ect attrib ute assignmentbasedon concurrent web browsing. This �gure shows the effect of combiningthe
attributesgeneratedfrom concurrentwebbrowsingwith useraccesspatternpropagationusingthe“donut” trace.They-axisshows
thepercentageof �les classi�edandthex-axisshows thenumberof stepstakenfrom adownloaded�le.

7 Systemarchitecture

This papertakes a critical �rst steptowardsthe useof automatedcontext-basedattribute assignmentin
semantic�le systems,by developingandevaluatingalgorithmsfor doing so. The next stepis to deploy,
andgain realuserexperienceswith, suchattributesin a realsemantic�le system.Thissectiondescribesthe
architectureof suchasystemandhow thetoolsdescribedin Sections4, 5, and6 �t into it.

7.1 Extensionsto traditional semantic�le systems

Figure12a shows thebasicdesignof mostsemantic�le systems(simpli�ed from [14]). Thesystemtraces
applicationrequeststo watchfor �le updates,andpotentiallyto overlayits indexing systemon theexisting
�le systeminterfaceby extendingthe namespace[14, 16]. Whena �le is updated,the tracernoti�es its
transducer, which readsthe �le andupdatesits attributesin the index. Applicationsquerythe index using
eitheraseparateinterfaceor anamespaceextension.

Figure12b showsadiagramof aprototypesystemfor indexing andsearchingattributeinformationthat
incorporatesthevarioustoolsfor automaticattributeassignmentdescribedSections4, 5, and6. As before,
applicationrequestsareroutedthroughthetracer, but arenow passedbothto thedirectassignmenttools(to
notate�le updates)andto theindirectassignmenttools(to traceuseraccesspatternsandnotify thecontent
similarity tool of updates).Applicationsmayalsoprovide attributesthroughapplicationassistanceor user
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Figure12: Systemdesign. This �gure shows both the traditionaldesignof semantic�le systems,andthe designof our new
prototypesystem.Thekey differencein our prototypesystemis the introductionof thenew attributeassignmenttoolsdescribed
in Sections4, 5, and6. Thesetoolsfall into thetwo categoriesof indirectanddirectassignment,andtheir differentpropertiesalso
affect thedesignof theindexing database.

feedback.Thesepartsof the systemmapdirectly onto the tools describedin this paper, andmake up the
bulk of theprototypesystem.

The databasemaintainsthreeseparateindices. The direct index storesdirect attribute assignments,
while the indirect map storesthe inter-�le relationships. The main index storesthe combinedattribute
assignmentsafterapplyinginter-�le relationshipsto thedirectattributeassignments.

Although not discussedin our evaluation,thereare both computationaland memoryoverheadsfor
runningthesetools, mostsigni�cantly for the tools that generateinter-�le relationshipsfrom useraccess
patterns.A single4-monthsimulationtakesapproximately2 hoursandrangesbetweenusing1 and3 GB of
memory. However, this is not representative of how a systemwould usethesetools. More likely, indexing
would beperformedeachnight,andrelationshipswouldbestoredout-of-corein thedatabase.Runningthe
tool over a singledayof tracesrequiresonly a few minutes,andtakesvery little memory(dependentupon
the amountof activity performedduring that day, but generallylessthan100MB). The result is that the
performanceoverheadsof thesetoolsarelikely to beaslittle or lessthancurrentcontent-basedindexing.

7.2 Challengesand trade-offs

The additionof so many andvariedattribute generationschemesintroduceschallengesto the designof a
completesystem.Mostsigni�cant aretheincreasein availableattributesfor all �les, andtheintroductionof
attributepropagationschemes.This sectiondiscusseshow thesechangesaffect theunbuilt portionsof the
system:thesearchinterfaceandtheattributedatabase.

7.2.1 Search interfaces

In mostexisting �le searchsystems,whena usersearchesfor a particularkeyword, he is presentedwith
a list of all matching�les. With a dramaticincreasein the numberof attributesassignedto each�le, �le
searchtoolswill bepresentedwith a problemsimilar to thatof websearchtools: too many results.To deal
with this problem,web searchtools assignweightsto the keywordsfor eachpage. File searchtools will
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requireasimilar solution,allowing theuserinterfaceto ordersearchresultsby weight.
Theadditionof weightsintroducestwo secondaryproblems.First,theweightsgeneratedby anattribute

assignmenttool must be normalizedagainst the other tools in the system,to prevent a single tool from
overriding the attributesgeneratedby other tools. This normalizationcould be agreedupon in advance
by all tools,or it could be managedby the systemusingthe averageweightingof eachtool. Second,the
databasemustmaintainaseparateweightby tool for eachhattribute,�lei pairing,simplifying normalization
in thecaseof morethanonetool generatingthesameattributefor a �le.

7.2.2 Managing indir ectattrib utes

Thekey challengeof indirectattributeassignmentis to avoid re-propagation. For example,if anattribute
is passedalongtwo stepsof a sub-graphfrom �le “A” to �le “B” duringtheindexing phase,it mustnot be
re-propagatedtwo stepsfrom �le “B” during a later indexing phase(andthus4 stepsin total). To avoid
this, the databaseshouldmaintaina separatemappingfor indirect attribute assignment.This canthenbe
re-combinedwith any directlyassignedattributesduringanindexing phase.

This separateindirect map hastwo potential implementations:either the map storesthe attributes
propagatedat the time the relationshipis generated,or the mapstoresthe relationshipbetweenthe �les
andre-gathersthe propagatedattributesduring eachindexing phase.Eachapproachhaspotentialmerit.
By storingthe attributes,the mapcapturesthe context relationshipbetweenthe �les at the exact time the
relationshipwasformed. By storingthe relationship,themapmaycapturenew attributesthatarevalid to
both�les with additionaldirectattributeassignments.Comparingthesetwo schemesis anareaof ongoing
work.

8 Conclusion

The additionof context-basedattributescanmake semantic�le systemsmoreeffective, by tackling their
primary shortcoming:the unavailability of quality attributes. Context attributescapturethe stateof users
while they accessingtheir �les, a key way thatusersrecallandsearchfor data[2]. Combiningcontext and
contentattributeswith attributepropagationincreasesboththenumberof classi�able�les, andthenumber
of attributesassignedto each�le. The result is a more informedsystemthat hasa far betterchanceof
successfullyhelpinguserslocatespeci�c �les whendesired.
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