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Abstract

Versioning�le systemsretainearlierversionsof modi-
�ed �les, allowing recovery from usermistakesor sys-
tem corruption. Unfortunately, conventionalversioning
systemsdo not ef�ciently recordlarge numbersof ver-
sions. In particular, versionedmetadatacan consume
asmuchspaceasversioneddata. This paperexamines
two space-ef�cient metadatastructuresfor versioning
�le systemsanddescribestheir integrationinto theCom-
prehensiveVersioningFile System(CVFS),whichkeeps
all versionsof all �les. Journal-basedmetadataencodes
eachmetadataversioninto a singlejournalentry;CVFS
usesthis structurefor inodesandindirectblocks,reduc-
ing theassociatedspacerequirementsby 80%.Multiver-
sionb-treesextendeachentry'skey with atimestampand
keepcurrentandhistoricalentriesin asingletree;CVFS
usesthis structurefor directories,reducingthe associ-
atedspacerequirementsby 99%. Similar spacereduc-
tionsarepredictedvia traceanalysisfor otherversioning
strategies(e.g.,on-closeversioning).Experimentswith
CVFSverify thatits current-versionperformanceis sim-
ilar to thatof non-versioning�le systemswhile reducing
overall spaceneededfor historydataby a factorof two.
Althoughaccessto historicalversionsis slowerthancon-
ventionalversioningsystems,checkpointingis shown to
mitigateandboundthis effect.

1 Intr oduction

Self-securingstorage[41] is a new usefor versioning
in which storageservers internally retain �le versions
to provide detailedinformation for post-intrusiondiag-
nosisandrecovery of compromisedclient systems[40].
We envision self-securingstorageserversthat retainev-
ery versionof every �le, whereeverymodi�cation (e.g.,
a WRITE operationor an attribute change)createsa
new version.Suchcomprehensiveversioningmaximizes
the information available for post-intrusiondiagnosis.
Speci�cally, it avoids pruningaway �le versions,since
this might obscureintruder actions. For self-securing
storage,pruning techniquesare particularly dangerous
whenthey rely on client-provided information,suchas
CLOSE operations— theversioningis beingdonespecif-
ically to protectstoreddatafrom maliciousclients.

Obviously, �nite storagecapacitieswill limit theduration

of time over which comprehensive versioningis possi-
ble. To beeffective for intrusiondiagnosisandrecovery,
thisdurationmustbegreaterthantheintrusiondetection
latency (i.e., thetime from anintrusionto whenit is de-
tected).We referto thedesireddurationasthedetection
window. In practice,the durationis limited by the rate
of datachangeandthe spaceef�ciency of the version-
ing system.Therateof datachangeis aninherentaspect
of a given environment,andan analysisof several real
environmentssuggeststhatdetectionwindowsof several
weeksor morecanbeachievedwith only a 20%costin
storagecapacity[41].

In a previouspaper[41], we describeda prototypeself-
securingstoragesystem. By using standardcopy-on-
write anda log-structureddataorganization,the proto-
type provided comprehensive versioningwith minimal
performanceoverhead( � 10%)andreasonablespaceef-
�ciency. In that work, we discovered that a key de-
sign requirementis ef�cient encodingof metadataver-
sions (the additional information requiredto track the
dataversions). While copy-on-write reducesdataver-
sioningcosts,conventionalversioningimplementations
still involve oneor morenew metadatablocksper ver-
sion.On average,themetadataversionsrequireasmuch
spaceastheversioneddata,halvingtheachievabledetec-
tion window. Evenwith lesscomprehensiveversioning,
suchasElephant[37] or VMS [29], themetadatahistory
canbecomealmost( � 80%)aslargeasthedatahistory.

This paperdescribesandevaluatestwo methodsof stor-
ing metadataversionsmore compactly: journal-based
metadataandmultiversionb-trees.Journal-basedmeta-
dataencodeseachversionof a �le' s metadatain a jour-
nal entry. Eachentry describesthe differencebetween
two versions,allowing thesystemto roll-backto theear-
lier versionof themetadata.Multiversionb-treesretain
all versionsof a metadatastructurewithin a singletree.
Eachentry in the treeis markedwith a timestampindi-
catingthetimeoverwhich theentryis valid.

Thetwo mechanismshave differentstrengthsandweak-
nesses.We discusstheseanddescribehow both tech-
niquesare integratedinto a comprehensive versioning
�le systemcalledCVFS.CVFSusesjournal-basedmeta-
data for inodesand indirect blocks to encodechanges
to attributesand�le datapointers;doing so reducesthe
spaceusedfor theirhistoriesby 80%.CVFSimplements



directoriesas multiversionb-treesto encodeadditions
andremovals of directoryentries;doing so reducesthe
spaceusedfor their historiesby 99%. Combined,these
mechanismsnearly doublethe potentialdetectionwin-
dow over conventionalversioningmechanisms,without
increasingtheaccesstimeto currentversionsof thedata.

Journal-basedmetadataandmultiversionb-treesarealso
valuable for conventional versioning systems. Using
thesemechanismswith on-closeversioningand snap-
shots would provide similar reductions in versioned
metadata.For on-closeversioning,this reducesthe to-
tal spacerequiredby nearly35%, therebyreducingthe
pressureto prune version histories. Identifying solid
heuristicsfor suchpruningremainsan openareaof re-
search[37], andlesspruningmeansfewer opportunities
to mistakenlypruneimportantversions.

Therestof thispaperis dividedasfollows.Section2 dis-
cussesconventionalversioningandmotivatesthis work.
Section3 discussesthetwo space-ef�cient metadataver-
sioning mechanismsand their tradeoffs. Section4 de-
scribestheCVFSversioning�le system.Section5 ana-
lyzestheef�ciency of CVFSin termsof spaceef�ciency
andperformance.Section6 describeshow our version-
ing techniquescould be appliedto othersystems.Sec-
tion 7 discussesadditionalrelatedwork. Section8 sum-
marizesthepaper'scontributions.

2 Versioning and SpaceEf�ciency

Every modi�cation to a �le inherentlyresultsin a new
versionof the�le. Insteadof replacingthepreviousver-
sion with the new one, a versioning �le systemretains
both.Usersof suchasystemcanthenaccessany histori-
cal versionsthatthesystemkeepsaswell asthemostre-
centone.Thissectiondiscussesusesof versioning,tech-
niquesfor managingthe associatedcapacitycosts,and
our goal of minimizing the metadatarequiredto track
�le versions.

2.1 Usesof Versioning

File versioningoffersseveral bene�ts to both usersand
systemadministrators. Thesebene�ts can be grouped
into threecategories: recovery from usermistakes, re-
coveryfrom systemcorruption,andanalysisof historical
changes.Eachcategory stressesdifferentfeaturesof the
versioningsystembeneathit.

Recovery fr om usermistakes: Humanusersmakemis-
takes, suchas deletingor erroneouslymodifying �les.
Versioningcanhelp [17, 29, 37]. Recovery from such
mistakes usually startswith somea priori knowledge
aboutthenatureof themistake. Often,theexact�le that

shouldbe recoveredis known. Additionally, thereare
only certainversionsthatareof any valueto theuser;in-
termediateversionsthatcontainincompletedataareuse-
less.Therefore,versioningaimedat recovery from user
mistakesshouldfocuson retainingkey versionsof im-
portant�les.

Recovery fr om system corruption : When a system
becomescorrupted, administratorsgenerally have no
knowledgeaboutthe scopeof the damage.Becauseof
this, they restoretheentirestateof the �le systemfrom
somewell-known “good” time. A commonversioning
techniqueto helpwith this is theonlinesnapshot. Like
a backup,a snapshotcontainsa versionof every �le in
thesystemat a particulartime. Thus,snapshotsystems
presentsetsof known-valid systemimagesat a set of
well-known times.

Analysis of historical changes: A history of versions
can help answerquestionsabouthow a �le reacheda
certainstate.For example,versioncontrolsystems(e.g.,
RCS [43], CVS [16]) keepa completerecordof com-
mitted changesto speci�c �les. In addition to selec-
tive recovery, this recordallows developersto �gure out
whomadespeci�c changesandwhenthosechangeswere
made. Similarly, self-securingstorageseeksto enable
post-intrusiondiagnosisby providing a recordof what
happenedto stored�les before,during,andafter an in-
trusion.Webelievethateveryversionof every�le should
be kept. Otherwise,intruderswho learn the pruning
heuristicwill leveragethis informationto pruneany �le
versionsthat might disclosetheir activities. For exam-
ple, intrudersmay make changesand then quickly re-
vert themoncedamageis causedin order to hide their
tracks. With a completehistory, administratorscande-
terminewhich �les werechangedandestimatedamage.
Further, they cananswer(or at leastconstructinformed
hypothesesfor) questionssuchas “When andhow did
theintrudergetin?” and“What wastheir goal?”[40].

2.2 Pruning Heuristics

A true comprehensive versioningsystemkeepsall ver-
sionsof all �les for all time. Sucha systemcould sup-
port all threegoalsdescribedabove. Unfortunately, stor-
ing thismuchinformationis notpractical.As aresult,all
versioningsystemsusepruning heuristics. Theseprun-
ing heuristicsdeterminewhenversionsshouldbecreated
andwhenthey shouldberemoved.In otherwords,prun-
ing heuristicsdeterminewhichversionsto keepfrom the
total setof versionsthatwould beavailablein acompre-
hensiveversioningsystem.
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2.2.1 CommonHeuristics

A commonpruningtechniquein versioning�le systems
is on-closeversioning.Thistechniquekeepsonly thelast
versionof a �le from eachsession;that is, eachCLOSE

of a�le createsadistinctversion.For example,theVMS
�le system[29] retainsa �x ed numberof versionsfor
each�le. VMS'spruningheuristiccreatesaversionafter
eachCLOSE of a �le and,if the�le alreadyhasthemax-
imum numberof versions,removes the oldestremain-
ing versionof the �le. The more recentElephant�le
system[37] alsocreatesnew versionsaftereachCLOSE;
however, it makesadditionalpruningdecisionsbasedon
a setof rulesderivedfrom observeduserbehavior.

Versioncontrol systemsprunein two ways. First, they
retain only those versionsexplicitly committed by a
user. Second,they retainversionsfor only anexplicitly-
chosensubsetof the�les onasystem.

By design, snapshotsystems like WAFL [19] and
Venti/Plan9[34] pruneall of theversionsof �les thatare
madebetweensnapshots.Generally, thesesystemsonly
createanddeletesnapshotson request,meaningthatthe
system'sadministratordecidesmostaspectsof theprun-
ing heuristic.

2.2.2 Inf ormation Loss

Pruningheuristicsact as a form of lossy compression.
Ratherthanstoringevery versionof a �le, theseheuris-
tics throw somedataaway to save space.The result is
that, just as a JPEG�le losessomeof its visual clar-
ity with lossycompression,pruningheuristicsreducethe
clarity of theactionsthatwereperformedon the�le.

Although this loss of information could result in an-
noyancesfor usersandadministratorsattemptingto re-
cover data, the real problemariseswhen versioningis
usedto analyzehistoricalchanges.Whenversioningfor
intrusion survival, as in the caseof self-securingstor-
age,pruningheuristicscreateholesin theadministrator's
view of the system. Even creatinga versionon every
CLOSE is not enough,as malicioususerscan leverage
this heuristicto hide their actions(e.g., storing exploit
tools in an open�le andthentruncatingthe �le to zero
beforeclosingit).

To avoid traditional pruning heuristics, self-securing
storageemploys comprehensive versioningover a �x ed
window of time, expiring versionsonce they become
olderthanthegivenwindow. Thisdetectionwindow can
be thoughtof astheamountof time thatan administra-
tor hasto detect,diagnose,andrecoverfrom anintrusion.
As longasanintrusionis detectedwithin thewindow, the
administratorhasaccessto theentiresequenceof modi-
�cations sincetheintrusion.

2.3 LosslessVersionCompression

For a systemto avoid pruning heuristics,even over a
�x edwindow of time,it needssomeform of losslessver-
sioncompression.Losslessversioncompressioncanalso
be combinedwith pruningheuristicsto provide further
spacereductionsin conventionalsystems.To maximize
thebene�ts,asystemmustattemptto compressbothver-
sioneddataandversionedmetadata.

Data: Data block sharingis a commonform of loss-
lesscompressionin versioningsystems.Unchangeddata
blocksaresharedbetweenversionsby having their indi-
vidualmetadatapoint to thesamephysicalblock. Copy-
on-write is usedto avoid corruptingold versionsif the
block is modi�ed.

An improvementon block sharingis byte-rangediffer-
encingbetweenversions.Ratherthankeepingthe data
blocksthathavechanged,thesystemkeepsthebytesthat
havechanged[27]. This is especiallyusefulin situations
wherea small changeis madeto the �le. For example,
if a single byte is insertedat the beginning of a �le, a
block sharingsystemkeepstwo full copiesof theentire
�le (sincethedataof everyblock in the�le is shiftedfor-
wardby onebyte); for thesamescenario,a differencing
systemonly storesthesinglebyte thatwasaddedanda
smalldescriptionof thechange.

Another recent improvement in data compressionis
hash-baseddatastorage[31, 34]. Thesemethodsrec-
ognizeidenticalblocksor rangesof dataacrossthesys-
tem andstoreonly onecopy of the data. This method
is quite effective for snapshotversioningsystems,and
could likely beappliedto otherversioningsystemswith
similar results.

Metadata: Conventionalversioning�le systemskeepa
full copy of the�le metadatawith eachversion.While it
simpli�es versionaccess,this methodquickly exhausts
capacity, since even small changesto �le data or at-
tributesresultin anew copy of themetadata.

Figure1 showsanexampleof how thespaceoverheadof
versionedmetadatacanbecomea problemin a conven-
tional versioningsystem.In this example,a programis
writing small log entriesto theendof a large�le. Since
severallog entries�t within a singledatablock,append-
ing entriesto theendof the�le producesseveraldifferent
versionsof thesameblock. Becauseeachversioneddata
block hasa different locationon disk, the systemmust
createa new versionof theindirectblock to track its lo-
cation. In addition,thesystemmustwrite a new version
of theinodeto trackthelocationof theversionedindirect
block. Sinceany dataor metadatachangewill alwaysre-
sult in anew versionof theinode,eachversionis tracked
usinga pointerto that version's inode. Thus,writing a
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Figure1: Conventional versioning system.In this example,a sin-
gle logical block of �le “log.txt” is overwritten several times. With
eachnew versionof thedatablock, new versionsof the indirectblock
andinodethatreferenceit arecreated.Noticethatalthoughonly asin-
gle pointerhaschangedin both the indirectblock andthe inode,they
mustberewritten entirely, sincethey requirenew versions.Thesystem
trackseachversionwith apointerto thatversion's inode.

singledatablock resultsin a new indirect block, a new
inode,andanentry in theversionlist, resultingin more
metadatabeingwritten thandata.

Accesspatternsthat createsuch metadataversioning
problemsare common. Many applicationscreateor
modify �les pieceby piece. In addition,distributed�le
systemssuchas NFS createthis behavior by breaking
largeupdatesof a �le into separate,block-sizedupdates.
Sincethereis noway for theserver to determineif these
block-sizedwritesareonelargeupdateor severalsmall
ones,eachmustbetreatedasaseparateupdate,resulting
in severalnew versionsof the�le.

Again, thesolutionto this problemis someform of dif-
ferencingbetweentheversions.Mechanismsfor creating
andstoringdifferencesof metadataversionsarethemain
focusof this work.

2.4 Objective

In a perfectworld we couldkeepall versionsof all �les
for an in�nite amountof time with no impact on per-
formance. This is obviously not possible. The objec-
tive of this work is to minimize the spaceoverheadof
versionedmetadata.For self-securingstorage,doingso
will increasethe detectionwindow. For otherversion-
ing purposes,doingsowill reducethepressureto prune.
Becausethis spacereductionwill requirecompressing
metadataversions,it is also important that the perfor-
manceoverheadof bothversioncreationandversionac-
cessbeminimized.
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Figure2: Journal-basedmetadatasystem.Justasin Figure1, this
�gure shows a singlelogical block of �le “log.txt” beingoverwritten
several times. Journal-basedmetadataretainsall versionsof the data
block by recordingeachin a journal entry. Eachentry pointsto both
the new block and the block that was overwritten. Only the current
versionof theinodeandindirectblock arekept,signi�cantly reducing
theamountof spacerequiredfor metadata.

3 Ef�cient Metadata Versioning

Onecharacteristicof versionedmetadatais that the ac-
tual changesto the metadatabetweenversionsaregen-
erally quite small. In Figure1, althoughan inode and
an indirect block arewritten with eachnew versionof
the�le, theonly changeto themetadatais anupdateto a
singleblockpointer. Thesystemcanleveragethesesmall
changesto provide muchmorespace-ef�cient metadata
versioning. This section describestwo methodsthat
leveragesmallmetadatamodi�cations,andSection4 de-
scribesanimplementationof thesesolutions.

3.1 Journal-basedMetadata

Journal-basedmetadatamaintainsa full copy of thecur-
rent version's metadataand a journal of eachprevious
metadatachange.To recreateold versionsof the meta-
data,eachchangeis undonebackwardthroughthe jour-
naluntil thedesiredversionis recreated.Thisprocessof
undoingmetadatachangesis referredto asjournal roll-
back.

Figure2 illustrateshow journal-basedmetadataworksin
theexampleof writing logentries.Justasin Figure1, the
systemwrites a new datablock for eachversion;how-
ever, in journal-basedmetadata,theseblocksaretracked
usingsmall journalentriesthattrackthelocationsof the
new andold blocks. By keepingthe currentversionof
themetadataup-to-date,thejournalentriescanberolled-
backto any previousversionof the�le.

In additionto storingversioninformation,thejournalcan
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Figure3: Multi version b-tr ee. This �gure shows the layout of a multiversionb-tree. Eachentry of the tree is designatedby a � user-key,
timestamp� tuplewhich actsasa key for theentry. A questionmark(?) in thetimestampindicatesthat theentryis valid throughthecurrenttime.
Differentversionsof anentryareseparateentriesusingthesameuser-key with differenttimestamps.Entriesarepacked into entryblocks,which
aretrackedusingindex blocks.Eachindex pointerholdsthekey of thelastentryalongthesubtreethatit pointsto.

be usedas a write-aheadlog for metadataconsistency,
just as in a conventionaljournaling �le system. To do
so, the new block pointermustbe recordedin addition
to the old. Using this, a journal-basedmetadataimple-
mentationcansafelymaintainthecurrentversionof the
metadatain memory, �ushing it to disk only whenit is
forcedfrom thecache.

3.1.1 Spacevs. Performance

Journal-basedmetadatais morespaceef�cient thancon-
ventional versioning. However, it must pay a perfor-
mancepenaltyfor recreatingold versionsof the meta-
data. Sinceeachentry written betweenthe currentver-
sion andthe requestedversionmustbe readandrolled-
back, thereis a linear relation betweenthe numberof
changesto a �le andtheperformancepenaltyfor recre-
atingold versions.

Onewaythesystemcanreducethisoverheadis to check-
pointafull copy of a�le' smetadatato thediskoccasion-
ally. By storingcheckpointsandrememberingtheir loca-
tions,asystemcanstartjournalroll-backfromtheclosest
checkpointin time ratherthanalwaysstartingwith the
currentversion.Thefrequency with which thesecheck-
pointsarewritten dictatesthe space/performancetrade-
off. If the systemkeepsa checkpointwith eachmodi-
�cation, journal-basedmetadataperformslike a conven-
tional versioningscheme(usingthemostspace,but of-
fering the bestback-in-timeperformance).However, if
no checkpointsarewritten, theonly full instanceof the
metadatais the currentversion,resultingin the lowest
spaceutilization but reducedback-in-timeperformance.

3.2 Multi versionB-trees

A multiversionb-treeis a variationon standardb-trees
thatkeepsold versionsof entriesin thetree[2]. As in a
standardb-tree,anentryin amultiversionb-treecontains
a key/datapair; however, thekey consistsof botha user-
de�ned key andthetime at which theentrywaswritten.
With the addition of this time-stamp,the key for each
versionof anentrybecomesunique.Having uniquekeys
meansthatentrieswithin thetreearenever overwritten;
therefore,multiversionb-treescanhave the samebasic
structureandoperationsasa standardb-tree. To facil-
itate currentversionlookups,entriesaresorted�rst by
theuser-de�ned key andthenby thetimestamp.

Figure 3a shows an exampleof a multiversionb-tree.
Eachentry containsboth the user-de�ned key and the
timeoverwhichtheentryis valid. Theentriesarepacked
into entryblocks,whichactastheleaf nodesof thetree.
Theentryblocksaretrackedusingindex blocks,just as
in standardb+trees.In this example,eachpointerin the
index block referencesthe last entry of the subtreebe-
neathit. So in thecaseof the root block, the � subtree
holdsall entrieswith valueslessthanor equalto � , with

�

����������� asits lastentry. The � subtreeholdsall entries
with valuesbetween� and � , with

�

���! ������ asits last
entry.

Figure3b shows the treeaftera remove of entry " and
anupdateto entry � . Whenentry " is removedat time

#

, theonly changeis anupdateto theentry's timestamp.
This indicatesthat " is only valid from time � through
time

#

. Whenentry � is updatedat time $ , a new entry
is createdandassociatedwith the new data. Also, the
old entry for � mustbeupdatedto indicateits bounded
window of validity. In this case,the index blocksmust
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also be updatedto re�ect the new stateof the subtree,
sincethelastentryof thesubtreehaschanged.

Sinceboth currentandhistory entriesarestoredin the
sametree,accessesto old andcurrentversionshave the
sameperformance.For thisreason,largenumbersof his-
tory entriescan decreasethe performanceof accessing
currententries.

3.3 Solution Comparison

Bothjournal-basedmetadataandmultiversionb-treesre-
ducethe spaceutilization of versioningbut incur some
performancepenalty. Journal-basedmetadatapayswith
reducedback-in-timeperformance.Multiversionb-trees
paywith reducedcurrentversionperformance.

Becausethe two mechanismshave differentdrawbacks,
they eachperformcertainoperationsmoreef�ciently . As
mentionedabove,thenumberof historyentriesin amul-
tiversionb-treecanadverselyaffect the performanceof
accessingthecurrentversion.This emergesin two situ-
ations:linearscanoperationsand�les with a largenum-
berof versions.Thepenaltyon lookupoperationsis re-
ducedby thelogarithmicnatureof thetreestructure,but
largenumbersof historyentriescanincreasetreedepth.
Linearscanningof all currententriesrequiresaccessing
every entry in the tree,which becomesexpensive if the
numberof historyentriesis high. In bothof thesecases,
it is betterto usejournal-basedmetadata.

Whenlookupof a singleentry is commonor historyac-
cesstimeis important,it is preferableto usemultiversion
b-trees.Using a multiversionb-tree,all versionsof the
entryarelocatedtogetherin thetreeandhavelogarithmic
lookuptime(for bothcurrentandhistoryentries),giving
aperformancebene�t over thelinearroll-backoperation
requiredby journal-basedmetadata.

4 Implementation

Wehaveintegratedjournal-basedmetadataandmultiver-
sionb-treesinto acomprehensiveversioning�le system,
calledCVFS.CVFSprovidescomprehensiveversioning
within our self-securingNFSserver prototype.Because
of this, someof our designdecisions(suchas the im-
plementationof astrictdetectionwindow) arespeci�c to
self-securingstorage.Regardless,thesestructureswould
beeffective in mostversioningsystems.

4.1 Overview

Sincecurrentversionsof �le datamustnot beoverwrit-
tenin a comprehensiveversioningsystem,CVFSusesa
log-structureddatalayoutsimilar to LFS [36]. Not only

doesthis eliminateoverwriting of old versionson disk,
but it also improvesupdateperformanceby combining
dataandmetadataupdatesinto a singlediskwrite.

CVFSusesboth mechanismsdescribedin Section3. It
usesjournal-basedmetadatato version�le datapointers
and�le attributes,andmultiversionb-treesto versiondi-
rectoryentries.We chosethis divisionof methodsbased
on theexpectedusagepatternsof each.Assumingmany
versionsof �le attributesanda needto accessthemin
their entiretymostof the time, we decidedthat journal-
basedmetadatawould bemoreef�cient. Directories,on
theotherhand,areupdatedlessfrequentlythan�le meta-
dataanda large fraction of operationsareentry lookup
ratherthanfull listing. Thus,the costof having history
entrieswithin thetreeis expectedto belower.

Sincethe only pruningheuristicin CVFS is expiration,
it requiresa cleanerto �nd and remove expired ver-
sions. Although CVFS's backgroundcleaneris not de-
scribedin detailhere,its implementationcloselyresem-
bles the cleanerin LFS. The only addedcomplication
is that, whenmoving a datablock in a versioningsys-
tem,thecleanermustupdateall of themetadataversions
that point to the block. Locatingand modifying all of
thismetadatacanbeexpensive. To addressthisproblem,
eachdatablock on the disk is assigneda virtual block
number. This allows usto move thephysicallocationof
thedataandonly haveto updateasinglepointerwithin a
virtual indirectiontable,ratherthanall of theassociated
metadata.

4.2 Layout and Allocation

Becauseof CVFS's log-structuredformat,disk spaceis
managedin contiguoussetsof disk blocks called seg-
ments. At any particulartime, thereis asinglewrite seg-
ment. All datablockallocationsaredonewithin thisseg-
ment. Oncethesegmentis completelyallocated,a new
write segmentis chosen.Freesegmentson thedisk are
trackedusinga bitmap.

As CVFS performsallocationsfrom the write segment,
theallocatedblocksaremarkedaseitherjournalblocks
or datablocks. Journalblockshold journal entries,and
they containpointersthatstringall of thejournalblocks
togetherinto a single contiguousjournal. Data blocks
contain�le dataor metadatacheckpoints.

CVFS usesinodesto storea �le' s metadata,including
�le size,accesspermissions,creationtime,modi�cation
time, and the time of the oldestversionstill storedon
the disk. The inodealsoholdsdirect and indirect data
pointersfor theassociated�le or directory. CVFStracks
inodeswith a uniqueinodenumber. This inodenumber
indexesinto a tableof inodepointersthat arekept at a
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Entry Type Description Cause
Attribute Holdsnew inodeattributeinformation Inodechange
Delete Holdsinodenumberanddeletetime Inodechange
Truncate Holdsthenew sizeof the�le File datachange
Write Pointsto thenew �le data File datachange
Checkpoint Pointsto checkpointedmetadata Metadatacheckpoint/ Inodechange

Table1: Journal entry types. This tablelists the � ve typesof journalentry. Journalentriesarewritten wheninodesaremodi�ed, �le datais
modi�ed, or �le metadatais �ushed from thecache.

�x ed locationon thedisk. Eachpointerholdstheblock
numberof themostcurrentmetadatacheckpointfor that
�le, which is guaranteedto holdthemostcurrentversion
of the �le' s inode. The in-memorycopy of an inodeis
alwayskept up-to-datewith the currentversion,allow-
ing quick accessfor standardoperations.To ensurethat
the currentversioncanalwaysbe accesseddirectly off
thedisk,CVFScheckpointstheinodeto disk ona cache
�ush.

4.3 The Journal

The string of journal blocks that runs throughthe seg-
mentsof the disk is called the journal. Each journal
block holdsseveral time-ordered,variably-sizedjournal
entries. CVFS usesthe journal to implementboth con-
ventional�le systemjournaling(a.k.a.write-aheadlog-
ging)andjournal-basedmetadata.

Eachjournalentrycontainsinformationspeci�c to asin-
gle changeto a particular �le. This information must
be enoughto do both roll-forward androll-back of the
metadata.Roll-forwardis neededfor updateconsistency
in thefaceof failures.Roll-backis neededto reconstruct
old versions.Eachentryalsocontainsthetime at which
theentrywaswritten anda pointerto thelocationof the
previous entry that appliesto this particular �le. This
pointer allows us to trace the changesof a single �le
throughtime.

Table 1 lists the � ve different typesof journal entries.
CVFSwritesentriesin threedifferentcases:inodemod-
i�cations (creation,deletion,andattributeupdates),data
modi�cations(writing or truncating�le data),andmeta-
datacheckpoints(due to a cache�ush or history opti-
mization).

4.4 Metadata

Therearethreetypesof �le metadatathatcanbealtered
individually: inodeattributes,�le datapointers,anddi-
rectoryentries.Eachhascharacteristicsthatmatchit to
a particularmethodof metadataversioning.

4.4.1 Inode Attrib utes

There are four operations that act upon inode at-
tributes: creation, deletion, attribute updates,and at-
tributelookups.

CVFS createsinodesby building an initial copy of the
new inodeand checkpointingit to the disk. Oncethis
checkpointcompletesandthe inodepointer is updated,
the �le is accessible. The initial checkpointentry is
requiredbecausethe inode cannotbe readthroughthe
inode pointer table until a checkpointoccurs. CVFS's
default checkpointingpolicy boundsthe back-in-time
accessperformanceto approximately150msas is de-
scribedin Section5.3.2.

To deleteaninode,CVFSwritesa“delete” journalentry,
whichnotestheinodenumberof the�le beingdeleted.A
�ag is alsosetin thecurrentversionof the inode,spec-
ifying that the �le wasdeleted,sincethe deletedinode
cannotactuallyberemovedfrom thediskuntil it expires.

CVFS storesattribute modi�cations entirely within a
journalentry. This journalentrycontainsthevalueof the
changedinodeattributesbothbeforeandafter themod-
i�cation. Therefore,anattributeupdateinvolveswriting
a single journal entry, andupdatingthe currentversion
of theinodein memory.

CVFS accessesthe currentversionof the attributesby
readingin thecurrentinode,sinceall of theattributesare
storedwithin it. To accessold versionsof theattributes,
CVFStraversesthejournalentriessearchingfor modi�-
cationsthataffect theattributesof thatparticularinode.
Onceroll-backis complete,thesystemis left with acopy
of theattributesat therequestedpoint in time.

4.4.2 File Data Pointers

CVFS tracks �le data locationsusing direct and indi-
rectpointers[30]. Each�le' s inodecontainsthirty direct
pointers,aswell asonesingle,onedoubleandonetriple
indirectpointer.

When CVFS writes to a �le, it allocatesspacefor the
new datawithin thecurrentwrite segmentandcreatesa
“write” journal entry. The journal entry containspoint-

7



ers to the datablockswithin the segment,the rangeof
logical block numbersthat the datacovers,the old size
of the �le, andpointersto theold datablocksthatwere
overwritten(if therewereany). Oncethejournalentryis
allocated,CVFSupdatesthecurrentversionof themeta-
datato point at thenew data.

If a write is larger than the amountof datathat will �t
within thecurrentwrite segment,CVFSbreaksthewrite
into severaldata/journalentrypairsacrossdifferentseg-
ments.Thiscompartmentalizationsimpli�es cleaning.

To truncatea �le, CVFS �rst checkpointsthe �le to the
log. This is necessarybecauseCVFS must be able to
locatetruncatedindirect blocks when readingback-in-
time. If they arenot checkpointed,thenthe information
in themwill belost duringthetruncate;althoughearlier
journalentriescouldbeusedto recreatethis information,
suchentriescould expire and leave the detectionwin-
dow, resultingin lost information. Oncethecheckpoint
is complete,a“truncate”journalentryis createdcontain-
ing botha pointerto thecheckpointedmetadataandthe
new sizeof the�le.

To accesscurrent�le data,CVFS�nds themostcurrent
inodeandreadsthedatapointersdirectly, sincethey are
guaranteedto be up-to-date. To accesshistorical data
versions,CVFSusesa combinationof checkpointtrack-
ing andjournal roll-back to recreatethedesiredversion
of therequesteddatapointers.CVFS'scheckpointtrack-
ing andjournal roll-backwork togetherin thefollowing
way. Assumea userwishesto readdatafrom a �le at
time � . First, CVFS locatesthe oldestcheckpointit is
trackingwith time ��� suchthat ������� . Next, it searches
backwardfrom thatcheckpointthroughthejournallook-
ing for changesto the block numbersbeing read. If it
�nds anolderversionof a block thatapplies,it will use
that.Otherwise,it readstheblockfrom thecheckpointed
metadata.

To illustratethis journal rollback, Figure4 shows a se-
quenceof updatesto block3 of inode4 interspersedwith
checkpointsof inode 4. Eachblock updateand inode
checkpointis labeledwith thetime � that it waswritten.
To readblock 3 at time �	��
���
 , CVFS �rst readsthe
checkpointat time ��
��

#

, thenreadsjournal entriesto
seeif a differentdatablock shouldbeused.In this case,
it �nds thattheblockwasoverwrittenat time ��
���� , and
so returnsthe olderblock written at time ��
���� . In the
caseof time ���	
�� , CVFSstartswith thecheckpointat
time ��
�� , andthenreadsthe journalentry, andrealizes
thatnosuchblockexistedat time ��
�� .

4.4.3 Dir ectory Entries

Eachdirectory in CVFS is implementedasa multiver-
sion b-tree. Eachentry in the tree representsa direc-
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Figure 4: Back-in-time access. This diagramshows a seriesof
checkpointsof inode4 (highlightedwith a dark border)andupdates
to block 3 of inode4. Eachcheckpointandupdateis marked with a
time � at which the event occured. Eachcheckpointholdsa pointer
to the block that is valid at the time of the checkpoint. Eachupdate
is accompaniedby a journalentry(markedby thin, grey boxes)which
holdsa pointerto thenew block (solid arrow) andtheold block that it
overwrote(dashedarrow, if oneexists).

tory entry; therefore,eachb-treeentrymustcontainthe
entry's name,the inode numberof the associated�le,
and the time over which the entry is valid. Eachentry
also containsa �x ed-sizehashof the name. Although
theactualnamemustbeusedasthekey while searching
throughtheentryblocks,this �x ed-sizehashallows the
index blocksto usespace-ef�cient �x ed-sizekeys.

CVFSusesa full datablock for eachentryblock of the
tree,andsortstheentrieswithin it �rst by hashandthen
by time. Index nodesof thetreearealsofull datablocks
consistingof a setof index pointersalsosortedby hash
andthenby time. Eachindex pointeris a

�

subtree,hash,
time-range� tuple, wheresubtreeis a pointer to the ap-
propriatechild block, hashis the namehashof the last
entryalongthesubtree,andtime-range is the time over
which thatsameentryis valid.

With this structure,lookupandlisting operationson the
directoryarethe sameaswith a standardb-tree,except
that therequestedtime of theoperationbecomespartof
thekey. For example,in Figure3a,a lookup of

� �

��� �

searchesthroughthe tree for entrieswith nameC, and
thenchecksthetime-rangesof eachto determinethecor-
rectentryto return(in this case

� �

�  �!� � ). A listing of
thedirectoryat time � would do an in-ordertreetraver-
sal (just asin a standardb-tree),but would excludeany
entriesthatarenot valid at time � .

Insert,remove,andupdatearealsoverysimilar. Insertis
identical,with thetime-rangeof thenew entrystartingat
thecurrenttime. Remove is anupdateof thetime-range
for therequestedname.For example,in Figure3b,entry

" is removedat time
#

. Updateis anatomicremoveand
insertof thesameentryname.For example,in Figure3b,
entry � is updatedat time $ . This involvesatomically
removing the old entry � at time $ (updatingthe time-
range),and insertingentry � at time $ (the new entry

�

��� $������ ).
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Labyrinth Traces
Versioned Versioned Metadata Total

Data Metadata Savings Savings
Files: Conventionalversioning 123.4GB 142.4GB

Journal-basedmetadata 123.4GB 4.2GB 97.1% 52.0%
Directories: Conventionalversioning — 9.7GB

Multiversionb-trees — 0.044GB 99.6% 99.6%
Total: Conventionalversioning 123.4GB 152.1GB

CVFS 123.4GB 4.244GB 97.2% 53.7%

Lair Traces
Versioned Versioned Metadata Total

Data Metadata Savings Savings
Files: Conventionalversioning 74.5GB 34.8GB

Journal-basedmetadata 74.5GB 1.1GB 96.8% 30.8%
Directories: Conventionalversioning — 1.8GB

Multiversionb-trees — 0.0064GB 99.7% 99.7%
Total: Conventionalversioning 74.5GB 36.6GB

CVFS 74.5GB 1.1064GB 97.0% 32.0%

Table2: Spaceutilization. This tablecomparesthespaceutilizationof conventionalversioningwith CVFS,which usesjournal-basedmetadata
andmultiversionb-trees. The spaceutilization for versioneddatais identical for conventionalversioningand journal-basedmetadatabecause
neitheraddressdatabeyondblocksharing.Directoriescontainnoversioneddatabecausethey areentirelyametadataconstruct.

5 Evaluation

The objective of this work is to reducethe spaceover-
headsof versioningwithout reducingthe performance
of currentversionaccess.Therefore,our evaluationof
CVFS is donein two parts. First, we analyzethespace
utilization of CVFS. We �nd that using journal-based
metadataand multiversionb-treesreducesspaceover-
headfor versionedmetadataby over 80%. Second,we
analyzethe performancecharacteristicsof CVFS. We
�nd thatit performssimilarly to non-versioningsystems
for currentversionaccess,andthatback-in-timeperfor-
mancecanbeboundedto acceptablelevels.

5.1 Experimental Setup

For theevaluation,we usedCVFSastheunderlying�le
systemfor S4,ourself-securingNFSserver. S4is auser-
level NFS server written for Linux that usesthe SCSI-
genericinterfaceto directly accessthedisk. S4exports
an NFSv2interfaceandtreatsit asa securityperimeter
betweenthestoragesystemandtheclient operatingsys-
tem. Although theNFSv2speci�cationrequiresthatall
changesbe synchronous,S4 also hasan asynchronous
modeof operation,allowing usto morethoroughlyana-
lyzetheperformanceoverheadsof ourmetadataversion-
ing techniques.

In all experiments,theclientsystemhasa550MHz Pen-
tium III, 128 MB RAM, anda 3Com3C905B100 Mb
network adapter. The servershave two 700 MHz Pen-
tium IIIs, 512MB RAM, a 9 GB 10,000RPM Quantum
Atlas10K II drive,anAdaptecAIC-7896/7Ultra2 SCSI
controller, andanIntel EtherExpressPro100100Mb net-

work adapter. The client and server are on the same
100Mb network switch.

5.2 SpaceUtilization

Weusedtwo traces,labelledLabyrinthandLair, to eval-
uatethespaceutilization of our system.The Labyrinth
trace is from an NFS server at Carnegie Mellon hold-
ing thehomedirectoriesandCVSrepositorythatsupport
theactivities of approximately30 graduatestudentsand
faculty; it recordsapproximately164 GB of datatraf�c
to the NFS server over a one-monthperiod. The Lair
trace[13] is from a similar environmentat Harvard; it
recordsapproximately103GB of datatraf�c overaone-
week period. Both were capturedvia passive network
monitoring.

We replayedeachtraceonto both a standardcon�gura-
tion of CVFSandamodi�ed versionof CVFS.Themod-
i�ed versionsimulatesa conventionalversioningsystem
by checkpointingthe metadatawith eachmodi�cation.
It alsoperformscopy-on-writeof directoryblocks,over-
writing theentriesin thenew blocks(that is, it usesnor-
mal b-trees).By observingtheamountof allocateddata
for eachrequest,we calculatedthe exact overheadsof
our two metadataversioningschemesascomparedto a
conventionalsystem.

Table2 comparesthespaceutilization of versioned�les
for the two tracesusing conventional versioning and
journal-basedmetadata.Therearetwo spaceoverheads
for �le versioning: versioneddataandversionedmeta-
data. The overheadof versioneddata is the overwrit-
ten or deleteddata blocks that are retained. In both
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Labyrinth Traces
Versioned Versioned Versioned Version Metadata Total

Data File Metadata Dir ectories Ratio Savings Savings
Comprehensive: Conventional 123.4GB 142.4GB 9.7GB

CVFS 123.4GB 4.2GB 0.044GB 1:1 97% 54%
Onclose(): Conventional 55.3GB 30.6GB 2.4GB

CVFS 55.3GB 2.1GB 0.012GB 1:2.8 94% 35%
6 minute Conventional 53.2GB 11.0GB 2.4GB
Snapshots: CVFS 53.2GB 1.3GB 0.012GB 1:11.7 90% 18%
1 hour Conventional 49.7GB 5.1GB 2.4GB
Snapshots: CVFS 49.7GB 0.74GB 0.012GB 1:20.8 90% 12%

Lair Traces
Versioned Versioned Versioned Version Metadata Total

Data File Metadata Dir ectories Ratio Savings Savings
Comprehensive: Conventional 74.5GB 34.8GB 1.79GB

CVFS 74.5GB 1.1GB 0.0064GB 1:1 97% 32%
Onclose(): Conventional 40.3GB 6.1GB 0.75GB

CVFS 40.3GB 0.57GB 0.0032GB 1:2.9 91% 13%
6 minute Conventional 38.2GB 3.0GB 0.75GB
Snapshots: CVFS 38.2GB 0.36GB 0.0032GB 1:11.2 88% 8%
1 hour Conventional 36.2GB 2.0GB 0.75GB
Snapshots: CVFS 36.2GB 0.26GB 0.0032GB 1:15.6 87% 6%

Table 3: Bene�ts for different versioning schemes.This tableshows the bene�ts of journal-basedmetadatafor threeversioningschemes
thatusepruningheuristics.For eachschemeit comparesconventionalversioningwith CVFS's journal-basedmetadataandmultiversionb-trees,
showing theversionedmetadatasizes,thecorrespondingmetadatasavings,andthetotal spacesavings. It alsodisplaystheratio of versionsto �le
modi�cations;moremodi�cationsperversiongenerallyreducesboththeimportanceandthecompressibilityof versionedmetadata.

conventionalversioningandjournal-basedmetadata,the
versioneddata consumesthe sameamount of space,
sincebothschemesuseblocksharingfor versioneddata.
The overheadof versionedmetadatais the information
neededto track the versioneddata. For Labyrinth, the
versionedmetadataconsumesasmuchspaceasthever-
sioneddata. For Lair, it consumesonly half as much
spaceas the versioneddata,becauseLair usesa larger
blocksize;onaverage,twiceasmuchdatais overwritten
with eachWRITE.

Journal-basedmetadata: Journal-basedmetadatare-
ducesthespacerequiredfor versioned�le metadatasub-
stantially. For theconventionalsystem,versionedmeta-
dataconsistsof copied inodesand sometimesindirect
blocks. For journal-basedmetadata,it is the log en-
triesthatallow recreationof old versionsplusany check-
points usedto improve back-in-timeperformance(see
Section5.3.2). For both traces,this resultsin 97% re-
ductionof spacerequiredfor versionedmetadata.

Multi versionb-tr ees: Usingmultiversionb-treesfor di-
rectoriesprovides even larger spaceutilization reduc-
tions.Becausedirectoriesareametadataconstruct,there
is no versioneddata. The overheadof versionedmeta-
data in directoriesis the spaceusedto store the over-
written anddeleteddirectoryentries. In a conventional
versioningsystem,eachentrycreation,modi�cation, or
removal resultsin a new block being written that con-
tains the change. Sincethe entire block must be kept

over the detectionwindow, it resultsin approximately
9.7 GB of spacefor versionedentriesin the Labyrinth
traceand1.8GB in theLair trace.With multiversionb-
trees,theonly overheadis keepingtheextraentriesin the
tree,whichresultsin approximately45MB and7 MB of
spacefor versionedentriesin therespective traces.

5.2.1 Other VersioningSchemes

We also usethe Labyrinth and Lair tracesto compute
the spacethat would be requiredto track versionsin
threeotherversioningschemes:versioningon every �le
CLOSE, taking systemssnapshotsevery 6 minutes,and
takingsystemsnapshotseveryhour. In orderto simulate
open-closesemanticswith our NFS server, we inserta
CLOSE call aftersequencesof operationson a given�le
thatarefollowedby 500msof inactivity to that�le.

Table 3 shows the bene�ts of CVFS's mechanismsfor
thethreeversioningschemesmentionedabove. For each
scheme,thetablealsoshowstheratioof �le versions-to-
modi�cations (e.g., in comprehensive versioning,each
modi�cation resultsin anew version,sotheratio is 1:1).
For on-closeversioningin the Labyrinth trace,conven-
tional versioningrequires55% as much spacefor ver-
sionedmetadataasversioneddata,meaningthat reduc-
tion can still provide large bene�ts. As the versioned
metadatato versioneddata ratio decreasesand as the
versionratio increases,theoverall bene�ts of versioned
metadatacompressiondrop.

10



Table3 identi�es thebene�tsof bothjournal-basedmeta-
data(for “VersionedFile Metadata”)andmultiversionb-
trees(for “VersionedDirectories”). For both, themeta-
data compressionratios are similar to thosefor com-
prehensive versioning. The journal-basedmetadatara-
tio dropsslightly astheversionratio increases,because
capturingmorechangesto the �le metadatamovesthe
journalentrysizecloserto theactualmetadatasize.The
multiversionb-treeratio is lower becausea mostof the
directoryupdatesfall into oneof two categories:entries
thatarepermanentlyaddedor temporaryentriesthatare
createdandthenrapidlyrenamedordeleted.For thisrea-
son, the numberof versionedentriesis lower for other
versioningschemes;althoughmultiversionb-treesuse
lessspace,theeffectonoverall savingsis reduced.

5.3 PerformanceOverheads

Theperformanceevaluationis donein threeparts.First,
we comparetheS4prototypeto non-versioningsystems
usingseveral macrobenchmarks.Second,we measure
theback-in-timeperformancecharacteristicsof journal-
basedmetadata.Third, we measurethe generalperfor-
mancecharacteristicsof multiversionb-trees.

5.3.1 GeneralComparison

The purposeof the generalcomparisonis to verify that
theS4prototypeperformscomparablyto non-versioning
systems.Sincepart of our objective is to avoid undue
performanceoverheadsfor versioning, it is important
that we con�rm that the prototypeperformsreasonably
relative to similar systems.To evaluatetheperformance
relationshipbetweenS4andnon-versioningsystems,we
rantwo macrobenchmarksdesignedto simulaterealistic
workloads.

For both,we compareS4in bothsynchronousandasyn-
chronousmodesagainstthreeothersystems:a NetBSD
NFSserver runningFFS,a NetBSDNFSserver running
LFS, anda Linux NFSserver runningEXT2. We chose
to compareagainstBSD's LFS becauseit usesa log-
structuredlayoutsimilarto S4's. BSD'sFFSandLinux's
EXT2 usesimilar, more “traditional” �le layout tech-
niquesthat differ from S4's log-structuredlayout. It is
notour intentto compareaLFS layoutagainstotherlay-
outs,but ratherto con�rm thatour implementationdoes
not have any signi�cant performanceanomalies.To en-
surethis, a small discussionof the performancediffer-
encesbetweenthesystemsis givenfor eachbenchmark.

Eachof thesesystemswasmeasuredusinganNFSclient
running on Linux. Our S4 measurementsuse the S4
server anda Linux client. For “Linux,” we run RedHat
6.1with a 2.2.17kernel. For “NetBSD,” we run a stock
NetBSD1.5 installation.
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Figure5: SSHcomparison. This �gure shows theperformanceof
� ve systemson the unpack,con�gure, andbuild phasesof the SSH-
build benchmark.Performanceis measuredin theelapsedtime of the
phase.Eachresultis theaverageof 15 runs,andall variancesareun-
der .5swith theexceptionof thebuild phasesof ffs andlfs which had
variancesof 37.6sand65.8srespectively.

To focuscomparisons,the � ve setupsshouldbeviewed
in two groups. BSD LFS, BSD FFS, and S4-syncall
pushupdatesto disk synchronously, asrequiredby the
NFSv2speci�cation.Linux EXT2 andS4-asyncdo not;
instead,updatesaremadein memoryandpropagatedto
disk in thebackground.

SSH-build [39] was constructedas a replacementfor
the Andrew �le systembenchmark[20]. It consistsof
3 phases:The unpackphase,which unpacksthe com-
pressedtararchiveof SSHv1.2.27(approximately1 MB
in size beforedecompression),stressesmetadataoper-
ations on �les of varying sizes. The con�gure phase
consistsof the automaticgenerationof header�les and
Make�les, which involves building various small pro-
gramsthatchecktheexisting systemcon�guration. The
build phasecompiles,links,andremovestemporary�les.
This last phaseis the most CPU intensive, but it also
generatesa large numberof object �les anda few exe-
cutables.Both the server andclient cachesare �ushed
betweenphases.

Figure5 showstheSSH-build resultsfor eachof the� ve
differentsystems.As we hoped,our S4 prototypeper-
formssimilarly to theothersystemsmeasured.

LFS doessigni�cantly worseon unpackandcon�gure
becauseit haspoor small write performance. This is
dueto thefactthatNetBSD'sLFSimplementationusesa
1 MB segmentsize,andNetBSD's NFSserver requires
a full sync of this segmentwith eachmodi�cation; S4
usesa64kBsegmentsize,andsupportspartialsegments.
Adding thesefeaturesto NetBSD's LFS implementation
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would result in performancesimilar to S41. FFS per-
forms worsethan S4 becauseFFS must updateboth a
datablock andinodewith each�le modi�cation, which
are in separatelocationson the disk. EXT2 performs
morecloselyto S4in asynchronousmodebecauseit fails
to satisfyNFS's requirementof synchronousmodi�ca-
tions. It doesslightly betterin the unpackandcon�g-
ure stagesbecauseit maintainsno consistency guaran-
tees,howeverit doesworsein thebuild phasedueto S4's
segment-sizedreads.

Postmark wasdesignedto measuretheperformanceof
a �le systemusedfor electronicmail, netnews,andweb
basedservices[22]. It createsa large numberof small
randomly-sized�les (between512B and9 KB) andper-
formsa speci�ednumberof transactionson them.Each
transactionconsistsof two sub-transactions,with onebe-
ing a createor deleteandthe otherbeinga reador ap-
pend.Thedefaultcon�gurationusedfor theexperiments
consistsof 20,000transactionson5,000�les, andthebi-
asesfor transactiontypesareequal.

Figure6 shows the Postmarkresultsfor the � ve server
con�gurations. Theseshow similar resultsto the SSH-
build benchmark.Again, S4 performscomparably. In
particular, LFS continuesto perform poorly due to its
small write performancepenaltycausedby its interac-
tion with NFS.FFSstill paysitsperformancepenaltydue
to multiple updatesper �le createor delete.EXT2 per-
formsevenbetterin thisbenchmarkbecausetherandom,
small �le accessesdonein Postmarkarenot assistedby
aggressive prefetching,unlike the sequential,larger ac-
cessesdoneduring a compilation;however, S4 contin-
uesto paythecostof doinglargeraccesses,while EXT2
doesnot.

5.3.2 Journal-basedMetadata

Becausethemetadatastructureof a �le' s currentversion
is thesamein both journal-basedmetadataandconven-
tional versioningsystems,their currentversionaccess
times are identical. Given this, our performancemea-
surementsfocuson theperformanceof back-in-timeop-
erationswith journal-basedmetadata.

Thereare two main factorsthat affect the performance
of back-in-timeoperations:checkpointingand cluster-
ing. Checkpointingrefersto the frequency of metadata
checkpoints.Sincejournalroll-backcanbegin with any
checkpoint,CVFS keepsa list of metadatacheckpoints
for each�le, allowing it to startroll-backfrom theclosest
checkpoint. The morefrequentlyCVFS createscheck-
points,thebettertheback-in-timeperformance.

Clusteringrefersto the physicaldistancebetweenrele-
1We tried changingthe NetBSDLFS segmentsize,but it wasnot

stableenoughto completeany benchmarkruns.
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Figure6: Postmark comparison.This �gure shows thetheelapsed
time for both theentirerun of postmarkandthe transactionsphaseof
postmarkfor the� ve testsystems.Eachresultis theaverageof 15runs,
andall variancesareunder1.5s

vantjournalentries.With CVFS's log-structuredlayout,
if several changesaremadeto a �le in a shortspanof
time, thenthejournalentriesfor thesechangesarelikely
to be clusteredtogetherin a singlesegment. If several
journalentriesareclusteredin asinglesegmenttogether,
thenthey areall readtogether, speedingup journal roll-
back. The“higher” theclustering,thebettertheperfor-
manceis expectedto be.

Figure7 shows theback-in-timeperformancecharacter-
istics of journal-basedmetadata.This graphshows the
accesstime in millisecondsfor aparticularversionnum-
ber of a �le back-in-time. For example, in the worst-
case,accessingthe60thversionback-in-timewould take
350ms. The graph examinesfour different scenarios:
best-casebehavior, worst-casebehavior, andtwo poten-
tial cases(oneinvolving low clusteringandoneinvolving
highclustering).

The best-caseback-in-timeperformanceis thesituation
wherea checkpointis kept for eachversionof the �le,
andsoany versioncanbeimmediatelyaccessedwith no
journal roll-back. This is the performanceof a conven-
tionalversioningsystem.Theworst-caseperformanceis
the situationwhereno checkpointsare kept, andevery
versionmustbecreatedthroughjournalroll-back. In ad-
dition thereis no clustering,sinceeachjournal entry is
in a separatesegmenton thedisk. This resultsin a sepa-
ratediskaccessto readeachentry. In thehighclustering
case,changesaremadein bursts,causingjournalentries
to beclusteredtogetherinto segments.This reducesthe
slopeof theback-in-timeperformancecurve. In thelow
clusteringcase,journal entriesare spreadmore evenly
acrossthe segments,giving a higherslope. In both the
low andhigh clusteringcases,thepointswheretheper-
formancedropsbackto thebest-casearethelocationsof
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Figure 7: Journal-based metadata back-in-time performance.
This �gure shows several potential curves for back-in-timeperfor-
manceof accessinga single1KB �le. Theworst-caseis whenjournal
roll-back is usedexclusively, and eachjournal entry is in a separate
segmenton the disk. The best-caseis if a checkpointis availablefor
eachversion,asin aconventionalversioningsystem.Thehighandlow
clusteringcasesareexamplesof how checkpointingandaccesspatterns
canaffect back-in-timeperformance.Both of thesecasesuserandom
checkpointing.In the“high cluster”case,thereareanaverageof 5 ver-
sionsin a segment.In the“low cluster”case,thereareanaverageof 2
versionsin a segment.Thecliffs in thesecurvesindicatethelocations
of checkpoints,sincetheaccesstime for a checkpointedversiondrops
to thebest-caseperformance.As the level of clusteringincreases,the
slopeof thecurve decreases,sincemultiple journalentriesarereadto-
getherin a singlesegment.Eachcurve is theaverageof 5 runs,andall
variancesareunder1ms.

checkpoints.

Using this knowledge of back-in-timeperformance,a
systemcan perform a few optimizations. By tracking
checkpointfrequency andjournalentryclustering,CVFS
canpredicttheback-in-timeperformanceof a �le while
it is beingwritten. With this information,CVFSbounds
theperformanceof theback-in-timeoperationsfor apar-
ticular �le by forcing a checkpointwhenever back-in-
time performanceis expectedto be poor. For example,
in Figure7, the high-clusteringcasekeepscheckpoints
in sucha way asto boundback-in-timeperformanceto
around100msat worst. In our S4prototype,we bound
the back-in-timeperformanceto approximately150ms.
Another possibility is to keepcheckpointsat the point
at which onebelievestheuserwould wish to accessthe
�le. Using a heuristicsuchas in the ElephantFS [37]
to decidewhento create�le checkpointsmight closely
simulatethe back-in-timeperformanceof conventional
versioning.

5.3.3 Multi version B-tr ees

Figure8 shows theaverageaccesstime of a singleentry
from adirectorygivensome�x ednumberof entriescur-
rently storedwithin thedirectory(noticethelog scaleof
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Figure8: Directory entry performance. This �gure shows theav-
eragetime to accessa singleentryout of the directorygiven the total
numberof entrieswithin the directory. History entriesaffect perfor-
manceby increasingthe effective numberof entrieswithin the direc-
tory. Thelarger theratio of historyentriesto currententries,themore
currentversionperformancewill suffer. Thiscurve is theaverageof 15
runsandthevariancefor eachpoint is under.2ms.

thex-axis).To seehow amultiversionb-treeperformsas
comparedto astandardb-tree,wemustcomparetwo dif-
ferentpointson thegraph.Thepointon thegraphcorre-
spondingto thenumberof currententriesin thedirectory
representstheaccesstimeof astandardb-tree.Thepoint
on the graphcorrespondingto the combinednumberof
currentandhistoryentriesrepresentstheaccesstime of
a multiversionb-tree.Thedifferencebetweentheseval-
uesis the lookupperformancelost by keepingtheextra
versions.

Usingthetracesgatheredfrom ourNFSserver, wefound
that theaveragenumberof currententriesin a directory
is approximately16. Given a detectionwindow of one
month,thenumberof historyentriesis lessthan100over
99%of thetime,andbetweenzeroand� ve over95%of
the time. Sinceapproximately200entriescan�t into a
block, thereis generallynoperformancelost by keeping
the history. This block-basedperformanceexplainsthe
steppednatureof Figure8.

5.4 Summary

Ourresultsshow thatCVFSreducesthespaceutilization
of versionedmetadataby morethan80% without caus-
ing noticeableperformancedegradationto currentver-
sionaccess.In addition,throughintelligentcheckpoint-
ing, it is possibleto boundback-in-timeperformanceto
within a constantfactorof conventionalversioningsys-
tems.
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6 Metadata Versioning in
Non-Log-Structured Systems

Most �le systemstodayusea layout schemesimilar to
that of BSD FFS rather than a log-structuredlayout.
Suchsystemscanbeextendedto supportversioningrel-
atively easily; Santryet al. [37] describehow this was
done for Elephant,including tracking of versionsand
block sharingamongversions. For non-trivial pruning
policies, suchas thoseusedin Elephantand CVFS, a
cleaneris requiredto expireold �le versions.In anFFS-
like system,unlike in LFS, the cleanerdoesnot neces-
sarilyhave theadditionaltaskof coalescingfreespace.

Both journal-basedmetadataand multiversion b-trees
canbeusedin aversioningFFS-like �le systemin much
the sameway as in CVFS. Replacingconventionaldi-
rectorieswith multiversion b-treesis a self-contained
change,andthecharacteristicsshouldbeasdescribedin
the paper. Replacingreplicatedmetadataversionswith
journal-basedmetadatarequireseffort similar to adding
write-aheadlogging support. Experiencewith adding
suchsupport[17, 39] suggeststhatrelatively little effort
is involved, little changeto the on-diskstructuresis in-
volved,andsubstantialbene�ts accrue.If suchlogging
is alreadypresent,journal-basedmetadatacanpiggyback
on it.

Givenwrite-aheadloggingsupport,journal-basedmeta-
datarequiresthreethings. First, updatesto the write-
aheadlog, which are the journal entries,must contain
enoughinformationto roll-backaswell asroll-forward.
Second,thejournalentriesmustbekeptuntil thecleaner
removesthem;they cannotberemovedvia standardlog
checkpointing. This will increasethe amountof space
requiredfor the log, but by much less than the space
requiredto insteadretainmetadatareplicas. Third, the
metadatareplica support must be retainedfor use in
trackingmetadataversioncheckpoints.

With a cleanslate,we think an LFS-baseddesignis su-
perior if many versionsareto beretained.Eachversion
committedto disk requiresmultiple updates,and LFS
coalescesthoseupdatesinto a single disk write. LFS
doescomewith cleaningandfragmentationissues,but
researchershave developedsuf�ciently reasonablesolu-
tions to them to make the bene�ts outweigh the costs
in many environments. FFS-typesystemsthat employ
copy-on-writeversioninghave similar fragmentationis-
sues.

7 RelatedWork

Much work has beendone in the areasof versioning
andversioneddatastructures,log-structured�le systems,

andjournaling.

Several �le systemshave usedversioningto provide re-
covery from both usererrorsandsystemfailure. Both
Cedar[17] andVMS [29] use�le systemsthatoffer sim-
pleversioningheuristicsto helpusersrecover from their
mistakes.ThemorerecentElephant�le systemprovides
a morecompleterangeof versioningoptionsfor recov-
ery from usererror [37]. Its heuristicsattemptto keep
only thoseversionsof a �le that aremost importantto
users.

Many modernsystemssupportsnapshotsto assistrecov-
eryfrom systemfailure[11, 19, 20, 25, 34]. Mostclosely
relatedto CVFS are Spiralog[15, 21] and Plan9[33],
which use a log-structured�le system to do online
backupby recordingthe entire log to tertiary storage.
Chervenak, et al., performedan evaluation of several
snapshotsystems[10].

Versioncontrol systemsare userprogramsthat imple-
menta versioningsystemon topof a traditional�le sys-
tem[16, 27, 43]. Thesesystemsstorethecurrentversion
of the �le, alongwith differencesthatcanbeappliedto
retrieveold versions.Thesesystemsusuallyhavenocon-
ceptof checkpointing,andso recreatingold versionsis
expensive.

Write-oncestoragemediakeepsacopy of any datawrit-
ten to it. The Plan 9 system[33] utilized this media
to permanentlyretain all �lesystem snapshotsusing a
log-structuredtechnique.A recentimprovementto this
methodis the Venti archival storagesystem.Venti cre-
atesahashof eachblockwrittenandusesthatasaunique
identi�er to map identical data blocks onto the same
physicallocation[34]. This removestheneedto rewrite
identicalblocks,reducingthespacerequiredby individ-
ual dataversionsand�les thatcontainsimilar data.It is
interestingto considercombiningVenti'sdataversioning
with CVFS's metadatastructuresto provide extremely
spaceef�cient comprehensiveversioning.

In addition to the signi�cant �le systemwork in ver-
sioning, therehasbeenquite a bit of work donein the
databasecommunityfor keepingversionsof datathrough
time. Most of this work hasbeendonein the form of
“temporal”datastructures[2, 23, 24, 44, 45]. Ourdirec-
tory structureborrowsfrom thesetechniques.

The log-structureddatalayoutwasdevelopedfor write-
oncemedia[33], andlaterextendedto providewrite per-
formancebene�ts for read-writedisk technology[36].
Sinceits inception,LFS hasbeenevaluated[3, 28, 35,
38] and used[1, 7, 12, 18] by many different groups.
Much of the work doneto improve both LFS andLFS
cleanersis directlyapplicableto CVFS.

While journal-basedmetadatais a new concept,journal-
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ing hasbeenusedin severaldifferent�le systemsto pro-
vide metadataconsistency guaranteesef�ciently [8, 9,
11, 39, 42]. Similarly to journal-basedmetadata,LFS's
segmentsummaryblock containsall of themetadatafor
thedatain a segment,but is storedin an uncompressed
format. Zebra's deltasimproved upon this by storing
only thechangesto themetadata,but weredesignedex-
clusively for roll-forward(a write-aheadlog). Database
systemsalsousetheroll-backandroll-forwardconcepts
to ensureconsistency during transactionswith commit
andabort[14].

Severalsystemshave usedcopy-on-writeanddifferenc-
ing techniquesthatarecommonto versioningsystemsto
decreasethe bandwidthrequiredduring systembackup
or distributedversionupdates[4, 6, 26, 31, 32]. Some
of thesedatadifferencingtechniques[5, 26, 31] couldbe
appliedto CVFS to reducethe spaceutilization of ver-
sioneddata.

8 Conclusion

This papershows that journal-basedmetadataandmul-
tiversionb-treesaddressthe space-inef�ciency of con-
ventionalversioning. Integrating them into the CVFS
�le systemhasnearlydoubledthedetectionwindow that
canbe providedwith a given storagecapacity. Further,
currentversionperformanceis affectedminimally, and
back-in-timeperformancecan be boundedreasonably
with checkpointing.
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