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Abstract

Versioning le systemgetain earlier versionsof modi-
ed les, allowing recovery from usermistalesor sys-
tem corruption. Unfortunately corventionalversioning
systemsdo not ef ciently recordlarge numbersof ver-
sions. In particular versionedmetadatacan consume
asmuch spaceasversioneddata. This paperexamines
two space-etient metadatastructuresfor versioning
le systemsanddescribesheirintegrationinto the Com-
prehensie VersioningFile System(CVFS),whichkeeps
all versionsof all les. Journal-basednetadateencodes
eachmetadataversioninto a singlejournalentry; CVFS
usesthis structurefor inodesandindirectblocks,reduc-
ing theassociatedpacaequirementdy 80%. Multiver-
sionb-treesextendeachentry'skey with atimestammand
keepcurrentandhistoricalentriesin asingletree;CVFS
usesthis structurefor directories,reducingthe associ-
atedspacerequirementdy 99%. Similar spacereduc-
tionsarepredictedvia traceanalysisfor otherversioning
stratgjies (e.g.,on-closeversioning). Experimentswith
CVFSverify thatits current-\ersionperformanceés sim-
ilar to thatof non-wversioningle systemswhile reducing
overall spaceneededor history databy a factorof two.
Althoughaccesso historicalversiongs slowerthancon-
ventionalversioningsystemscheckpointings shavn to
mitigateandboundthis effect.

1 Intr oduction

Self-securingstorage[41] is a new usefor versioning
in which storageseners internally retain le versions
to provide detailedinformationfor post-intrusiondiag-
nosisandrecovery of compromisectlient systemg40Q].
We envision self-securingstoragesenersthat retainev-
ery versionof every le, whereevery modi cation (e.g.,
a WRITE operationor an attribute change)createsa
new version.Suchcompehensiverersioningmaximizes
the information available for post-intrusiondiagnosis.
Speci cally, it avoids pruningaway le versions,since
this might obscureintruder actions. For self-securing
storage,pruning techniquesare particularly dangerous
whenthey rely on client-provided information, suchas
CLOSE operations— theversionings beingdonespecif-
ically to protectstoreddatafrom maliciousclients.

Obviously, nite storagecapacitiewill limit theduration

of time over which comprehensie versioningis possi-
ble. To beeffective for intrusiondiagnosisandrecovery,
this durationmustbe greatetthantheintrusiondetection
lateng (i.e., thetime from anintrusionto whenit is de-
tected).We referto the desireddurationasthe detection
window In practice,the durationis limited by the rate
of datachangeandthe spaceef ciency of the version-
ing system.Therateof datachangds aninherentaspect
of a given ervironment,and an analysisof several real
ervironmentssuggestshatdetectiorwindows of several
weeksor morecanbe achievedwith only a 20% costin
storagecapacity{41].

In a previous paper[41], we describech prototypeself-
securingstoragesystem. By using standardcopy-on-
write and a log-structureddataorganization,the proto-
type provided comprehensie versioningwith minimal
performanceverhead 10%)andreasonablepaceef-
ciency. In that work, we discoreredthat a key de-
sign requirements ef cient encodingof metadataver-
sions (the additional information requiredto track the
dataversions). While copy-on-write reducesdataver-
sioning costs,corventionalversioningimplementations
still involve one or more new metadatéblocks per ver-
sion. On averagethemetadataversionsrequireasmuch
spacestheversionedatahalvingtheachiezabledetec-
tion window. Evenwith lesscomprehensie versioning,
suchasElephan{37] or VMS [29], the metadatdistory
canbecomealmost( 80%)aslargeasthe datahistory.

This paperdescribesandevaluateswo methodsof stor
ing metadataversionsmore compactly: journal-based
metadataand multiversionb-trees. Journal-basedeta-
dataencodesachversionof a le' s metadatdn ajour-
nal entry Eachentry describeghe differencebetween
two versionsallowing thesystento roll-backto theear
lier versionof the metadata Multiversionb-treesretain
all versionsof a metadatastructurewithin a singletree.
Eachentryin thetreeis marked with a timestampindi-
catingthetime overwhich theentryis valid.

Thetwo mechanismséave differentstrengthsandweak-
nesses.We discusstheseand describehow both tech-
niguesare integratedinto a comprehensie versioning
le systencalledCVFS.CVFSusegournal-basedneta-
datafor inodesand indirect blocks to encodechanges
to attributesand le datapointers;doing soreduceghe
spaceausedfor their historiesby 80%. CVFSimplements



directoriesas multiversionb-treesto encodeadditions
andremovals of directory entries;doing so reduceshe
spaceusedfor their historiesby 99%. Combinedthese
mechanismsearly doublethe potentialdetectionwin-

dow over corventionalversioningmechanismswithout
increasingheaccesgimeto currentversionsof thedata.

Journal-basethetadatandmultiversionb-treesarealso
valuablefor corventional versioning systems. Using
thesemechanismswith on-closeversioningand snap-
shots would provide similar reductionsin versioned
metadata.For on-closeversioning,this reduceshe to-
tal spacerequiredby nearly 35%, therebyreducingthe
pressureto prune version histories. Identifying solid
heuristicsfor suchpruningremainsan openareaof re-
search{37], andlesspruningmeansfewer opportunities
to mistalenly pruneimportantversions.

Therestof this paperis dividedasfollows. Section2 dis-
cussegorventionalversioningandmotivatesthis work.
Section3 discussethetwo space-etient metadatarer
sioning mechanisms&nd their tradeofs. Section4 de-
scribesthe CVFSversioning le system.Section5 ana-
lyzestheef ciency of CVFSin termsof spaceef ciency
andperformance.Section6 describeshow our version-
ing techniquesould be appliedto othersystems.Sec-
tion 7 discussesdditionalrelatedwork. Section8 sum-
marizesthe papers contributions.

2 Versioning and SpacekEf ciency

Every modi cation to a le inherentlyresultsin a new
versionof the le. Insteadof replacingthe previousver-
sion with the new one, a versioning le systenretains
both. Usersof sucha systemcanthenaccessry histori-
cal versionghatthe systemkeepsaswell asthe mostre-
centone. This sectiondiscussesisesof versioningtech-
niguesfor managingthe associatedapacitycosts,and
our goal of minimizing the metadatarequiredto track
le versions.

2.1 Usesof Versioning

File versioningoffers several bene ts to both usersand
systemadministrators. Thesebene ts can be grouped
into three cateyories: recovery from usermistales, re-
coveryfrom systemcorruption,andanalysisof historical
changesEachcatayory stresseslifferentfeaturesof the
versioningsystembeneatthit.

Recovery from user mistakes Humanusersmake mis-
takes, suchas deletingor erroneouslymodifying les.

Versioningcanhelp [17, 29, 37]. Recwery from such
mistales usually startswith somea priori knowledge
aboutthe natureof the mistale. Often,theexact le that

shouldbe recoveredis known. Additionally, thereare
only certainversionghatareof arny valueto theuser;in-
termediateversionghatcontainincompletedataareuse-
less. Therefore versioningaimedat recovery from user
mistakes shouldfocus on retainingkey versionsof im-
portant les.

Recovery from system corruption: When a system
becomescorrupted, administratorsgenerally have no

knowledgeaboutthe scopeof the damage.Becauseof

this, they restorethe entire stateof the le systemfrom

somewell-known “good” time. A commonversioning
techniqueto helpwith this is the online snapshat Like

a backup,a snapshotontainsa versionof every le in

the systemat a particulartime. Thus, snapshosystems
presentsetsof known-valid systemimagesat a set of

well-known times.

Analysis of historical changes A history of versions
can help answerquestionsabouthow a le reacheda
certainstate.For example,versioncontrolsystemge.g.,
RCS|[43], CVS [16]) keepa completerecordof com-
mitted changesto specic les. In additionto selec-
tive recovery, this recordallows developersto gure out
whomadespeci c changesindwhenthosechangesvere
made. Similarly, self-securingstorageseeksto enable
post-intrusiondiagnosisby providing a recordof what
happenedo stored les before,during, andafteranin-
trusion.We believethateveryversionof every le should
be kept. Otherwise,intruderswho learn the pruning
heuristicwill leveragethis informationto pruneary le
versionsthat might disclosetheir actities. For exam-
ple, intrudersmay make changesand then quickly re-
vert them oncedamages causedn orderto hide their
tracks. With a completehistory, administratorsande-
terminewhich les werechangedandestimatedamage.
Further they cananswer(or at leastconstructinformed
hypothesedor) questionssuchas “When and how did
theintrudergetin?” and“What wastheir goal?”[40].

2.2 Pruning Heuristics

A true comprehensie versioningsystemkeepsall ver-
sionsof all les for all time. Sucha systemcould sup-
portall threegoalsdescribedabore. Unfortunately stor
ing thismuchinformationis notpractical.As aresult,all
versioningsystemausepruning heuristics Theseprun-
ing heuristicsdeterminevhenversionsshouldbecreated
andwhenthey shouldberemoved. In otherwords,prun-
ing heuristicsdeterminavhich versiongo keepfrom the
total setof versionghatwould be availablein acompre-
hensve versioningsystem.



2.2.1 Common Heuristics

A commonpruningtechniquen versioning le systems
is on-closeversioning.Thistechniquekeepsonly thelast
versionof a le from eachsessionthatis, eachcLOSE
of a le createadistinctversion.For example theVMS
le system[29] retainsa x ed numberof versionsfor
eachle. VMS'spruningheuristiccreatesversionafter
eachcLOsE of a le and,if the le alreadyhasthemax-
imum numberof versions,removesthe oldestremain-
ing versionof the le. The morerecentElephant le
system[37] alsocreatesew versionsaftereachCLOSE;
however, it makesadditionalpruningdecisionshasedn
asetof rulesderivedfrom obseneduserbehaior.

Versioncontrol systemgrunein two ways. First, they
retain only those versionsexplicitly committed by a
user Secondthey retainversionsgfor only anexplicitly-
chosersubsebf the les onasystem.

By design, snapshotsystemslike WAFL [19] and
Venti/Plan934] pruneall of theversionof les thatare
madebetweensnapshotsGenerally thesesystemsonly
createanddeletesnapshoten requestmeaningthatthe
systems administratodecidesnostaspect®f the prun-
ing heuristic.

2.2.2 Information Loss

Pruningheuristicsact as a form of lossy compression.

Ratherthanstoringevery versionof a le, theseheuris-
tics throw somedataaway to save space. The resultis
that, just asa JPEG le losessomeof its visual clar
ity with lossycompressionpruningheuristicseducethe
clarity of theactionsthatwereperformedonthe le.

Although this loss of information could resultin an-
noyancesfor usersand administratorsattemptingto re-
cover data, the real problemariseswhen versioningis

usedto analyzehistoricalchangesWhenversioningfor

intrusion survival, asin the caseof self-securingstor

age pruningheuristicscreateholesin theadministrators
view of the system. Even creatinga versionon every
CLOSE is not enough,as malicious userscan leverage
this heuristicto hide their actions(e.g., storing exploit

toolsin anopen le andthentruncatingthe le to zero
beforeclosingit).

To avoid traditional pruning heuristics, self-securing
storageemploys comprehensie versioningover a x ed

window of time, expiring versionsonce they become
olderthanthe givenwindow. This detectionwindow can

be thoughtof asthe amountof time thatan administra-
tor hasto detectdiagnoseandrecoverfrom anintrusion.

Aslongasanintrusionis detectedvithin thewindow, the

administratothasaccesgo the entire sequencef modi-

cations sincetheintrusion.

2.3 Losslessversion Compression

For a systemto avoid pruning heuristics,even over a
x edwindow of time, it needssomeform of lossleswver-
sioncompressionLosslesyersioncompressioganalso
be combinedwith pruning heuristicsto provide further
spacereductiondn corventionalsystems.To maximize
thebene ts,asystemmustattemptto compres$othver-

sioneddataandversionedmetadata.

Data: Data block sharingis a commonform of loss-
lesscompressiofin versioningsystemslnchangediata
blocksaresharedbetweerversionsy having theirindi-

vidual metadatgoint to the samephysicalblock. Copy-

on-write is usedto avoid corruptingold versionsif the
blockis modi ed.

An improvementon block sharingis byte-rangediffer-

encingbetweenversions. Ratherthankeepingthe data
blocksthathave changedthe systenkeepshebytesthat
have changed27]. Thisis especiallyusefulin situations
wherea small changeis madeto the le. For example,
if a single byte is insertedat the beginning of a le, a
block sharingsystemkeepstwo full copiesof the entire
le (sincethedataof everyblockin the le is shiftedfor-

ward by onebyte); for the samescenarioa differencing
systemonly storesthe single byte thatwasaddedanda
smalldescriptionof the change.

Another recentimprovementin data compressionis
hash-basedlatastorage[31, 34]. Thesemethodsrec-
ognizeidenticalblocksor rangesof dataacrosshe sys-
tem and storeonly one copy of the data. This method
is quite effective for snapshotversioningsystems,and
couldlikely be appliedto otherversioningsystemswith
similarresults.

Metadata: Corventionalversioningle systemskeepa
full copy of the le metadatavith eachversion.While it

simpli es versionaccessthis methodquickly exhausts
capacity since even small changesto le dataor at-

tributesresultin anew copy of themetadata.

Figurel shavs anexampleof how the spaceoverheadf
versionedmetadatacanbecomea problemin a corven-
tional versioningsystem.In this example,a programis
writing smalllog entriesto theendof alarge le. Since
severallog entriest within a singledatablock, append-
ing entriesto theendof the le produceseveraldifferent
versionof the sameblock. Becauseeachversionediata
block hasa differentlocationon disk, the systemmust
createa new versionof theindirectblock to trackits lo-
cation. In addition,the systemmustwrite a new version
of theinodeto trackthelocationof theversionedndirect
block. Sinceary dataor metadatahangewill alwaysre-
sultin anew versionof theinode,eachversionis tracked
usinga pointerto that versions inode. Thus,writing a
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Figure1: Conventional versioning system. In this example,a sin-

gle logical block of le “log.txt” is overwritten several times. With

eachnew versionof the datablock, new versionsof theindirectblock
andinodethatreferencet arecreated Noticethatalthoughonly asin-

gle pointerhaschangedn boththeindirectblock andthe inode,they

mustberewritten entirely sincethey requirenew versions.Thesystem
trackseachversionwith a pointerto thatversions inode.

singledatablock resultsin a new indirectblock, a nen
inode,andan entryin the versionlist, resultingin more
metadatdeingwritten thandata.

Access patternsthat create such metadataversioning
problemsare common. Marny applicationscreateor
modify les pieceby piece. In addition, distributed le
systemssuch as NFS createthis behaior by breaking
largeupdatesf a le into separateblock-sizedupdates.
Sincethereis noway for the senerto determindf these
block-sizedwrites are onelarge updateor seseral small
ones.eachmustbetreatedasaseparateipdateresulting
in severalnew versionsof the le.

Again, the solutionto this problemis someform of dif-
ferencingbetweertheversions Mechanismdgor creating
andstoringdifference®f metadataersionsarethemain
focusof thiswork.

2.4 Objective

In a perfectworld we could keepall versionsof all les
for anin nite amountof time with no impacton per
formance. This is obviously not possible. The objec-
tive of this work is to minimize the spaceoverheadof
versionedmetadata For self-securingstorage doing so
will increasethe detectionwindow. For otherversion-
ing purposesdoingsowill reducethe pressurdo prune.
Becausethis spacereductionwill require compressing
metadataversions,it is also importantthat the perfor
manceoverheadf bothversioncreationandversionac-
cessheminimized.
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Figure2: Journal-basedmetadatasystem.Justasin Figurel, this
gure shaws a singlelogical block of le “log.txt” beingoverwritten
several times. Journal-basedhetadataetainsall versionsof the data
block by recordingeachin ajournalentry Eachentry pointsto both
the nev block andthe block that was overwritten. Only the current
versionof theinodeandindirectblock arekept, signi cantly reducing
theamountof spaceequiredfor metadata.

3 Efcient Metadata Versioning

Onecharacteristiof versionedmetadatds that the ac-
tual changego the metadatebetweenversionsare gen-
erally quite small. In Figure 1, althoughaninode and
an indirect block are written with eachnew versionof
the le, theonly changedo themetadatas anupdateto a
singleblockpointer Thesystentanleveragghesesmall
changedo provide muchmore space-etient metadata
versioning. This section describestwo methodsthat
leveragesmallmetadatanodi cations,andSectior4 de-
scribesanimplementatiorof thesesolutions.

3.1 Journal-basedMetadata

Journal-basethetadatanaintainsa full copy of thecur-

rent versions metadataand a journal of eachprevious
metadatachange. To recreateold versionsof the meta-
data,eachchangds undonebackwardthroughthejour-

nal until thedesiredversionis recreatedThis procesof
undoingmetadatachangess referredto asjournal roll-

badk.

Figure2 illustrateshow journal-basednetadatavorksin
theexampleof writing log entries.Justasin Figurel, the
systemwrites a new datablock for eachversion; how-
ever, in journal-basednetadatatheseblocksaretracked
usingsmalljournalentriesthattrackthelocationsof the
new andold blocks. By keepingthe currentversionof
themetadataip-to-datethejournalentriescanberolled-
backto any previousversionof the le.

In additionto storingversioninformation,thejournalcan
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Figure 3. Multi version b-tree. This gure shaws the layout of a multiversionb-tree. Eachentry of the treeis designatedy a userkey,
timestamp tuple which actsasa key for theentry A questionmark(?) in thetimestampndicatesthatthe entryis valid throughthe currenttime.
Differentversionsof anentry areseparatentriesusingthe sameuserkey with differenttimestamps Entriesarepacled into entry blocks,which
aretracked usingindex blocks.Eachindex pointerholdsthekey of thelastentryalongthe subtreethatit pointsto.

be usedas a write-aheadog for metadataconsistenyg,
just asin a corventionaljournaling le system. To do
so, the new block pointermustbe recordedin addition
to the old. Usingthis, a journal-basednetadatample-
mentationcansafelymaintainthe currentversionof the
metadatén memory ushing it to disk only whenit is
forcedfrom the cache.

3.1.1 Spacevs. Performance

Journal-basethetadatas morespaceef cient thancon-
ventional versioning. However, it must pay a perfor
mancepenaltyfor recreatingold versionsof the meta-
data. Sinceeachentry written betweerthe currentver
sion andthe requestedrersionmustbe readandrolled-
back, thereis a linear relation betweenthe numberof
changedo a le andthe performancepenaltyfor recre-
atingold versions.

Onewaythesystencanreducethis overheads to ched-

pointafull copy of a le' smetadatdo thedisk occasion-
ally. By storingcheckpoint&ndrememberingheirloca-
tions,asystencanstartjournalroll-backfromtheclosest
checkpointin time ratherthan always startingwith the
currentversion. Thefrequeng with which thesecheck-
pointsarewritten dictatesthe space/performandeade-
off. If the systemkeepsa checkpointwith eachmodi-
cation, journal-basednetadatgerformslike a corven-
tional versioningschemegusing the mostspace but of-

fering the bestback-in-timeperformance).However, if

no checkpointsare written, the only full instanceof the
metadatais the currentversion,resultingin the lowest
spaceutilization but reducedack-in-timeperformance.

3.2 Multi version B-trees

A multiversionb-treeis a variationon standardb-trees
thatkeepsold versionsof entriesin thetree[2]. Asin a
standard-tree anentryin amultiversionb-treecontains
a key/datapair; however, thekey consistof botha user

de ned key andthetime at which the entry waswritten.

With the addition of this time-stamp,the key for each
versionof anentrybecomesinique.Having uniquekeys
meanghat entrieswithin the treearenever overwritten;
therefore,multiversionb-treescan have the samebasic
structureand operationsas a standardb-tree. To facil-

itate currentversionlookups,entriesare sorted rst by
theuserde ned key andthenby thetimestamp.

Figure 3a shavs an example of a multiversion b-tree.
Eachentry containsboth the userde ned key andthe
time overwhichtheentryisvalid. Theentriesarepacled
into entryblocks,which actastheleaf nodesof thetree.
The entry blocksaretracked usingindex blocks,just as
in standard+trees.In this example,eachpointerin the
index block referenceghe last entry of the subtreebe-
neathit. Soin the caseof theroot block, the subtree
holdsall entrieswith valueslessthanor equalto , with

asits lastentry. The subtreeholdsall entries
with valuesbetween and , with asits last
entry.

Figure 3b shavs the tree aftera remove of entry  and
anupdateto entry . Whenentry is removedattime

, theonly changds anupdateto the entry'stimestamp.
This indicatesthat is only valid from time through
time . Whenentry is updatedattime , anew entry
is createdand associatedvith the new data. Also, the
old entryfor mustbe updatedo indicateits bounded
window of validity. In this casetheindex blocks must



also be updatedto re ect the new stateof the subtree,
sincethelastentryof the subtreehaschanged.

Sinceboth currentand history entriesare storedin the
sametree,accesset old andcurrentversionshave the
sameperformanceFor thisreasonlargenumberof his-
tory entriescan decreasehe performanceof accessing
currententries.

3.3 Solution Comparison

Bothjournal-baseanetadatandmultiversionb-treege-

ducethe spaceutilization of versioningbut incur some
performanceenalty Journal-basedetadatgpayswith

reducedback-in-timeperformanceMultiversionb-trees
paywith reducecturrentversionperformance.

Becausedhe two mechanisméave differentdravbacks,
they eachperformcertainoperationsnoreef ciently . As
mentionedabove, the numberof historyentriesin amul-
tiversionb-treecanadwerselyaffect the performanceof
accessinghe currentversion. This emepgesin two situ-
ations:linearscanoperationsand les with alargenum-
ber of versions.The penaltyon lookup operationss re-
ducedby thelogarithmicnatureof thetreestructure put
large numbersof history entriescanincreasdreedepth.
Linear scanningof all currententriesrequiresaccessing
every entryin the tree,which becomesxpensve if the
numberof historyentriesis high. In both of thesecases,
it is betterto usejournal-basedanetadata.

Whenlookup of a singleentryis commonor historyac-
cesdimeis important,t is preferabléo usemultiversion
b-trees. Using a multiversionb-tree,all versionsof the
entryarelocatedtogetheiin thetreeandhavelogarithmic
lookuptime (for bothcurrentandhistoryentries) giving

aperformancdoene t overthelinearroll-backoperation
requiredby journal-basednetadata.

4 Implementation

We haveintegratedournal-baseanetadatandmultiver-
sionb-treesinto acomprehensieversioningle system,
calledCVFS.CVFS providescomprehensie versioning
within our self-securingNFS sener prototype.Because
of this, someof our designdecisions(suchas the im-
plementatiorof a strict detectionvindow) arespeci c to
self-securingtorage Regardlessthesestructuresvould
be effective in mostversioningsystems.

4.1 Overview

Sincecurrentversionsof le datamustnotbe overwrit-
tenin a comprehensie versioningsystem,CVFSusesa
log-structureddatalayout similar to LFS [36]. Not only

doesthis eliminateoverwriting of old versionson disk,
but it alsoimprovesupdateperformanceby combining
dataandmetadataipdatesnto a singledisk write.

CVFS usesboth mechanismslescribedn Section3. It

usesiournal-basednetadatdo version le datapointers
and le attributes,andmultiversionb-treego versiondi-

rectoryentries.We chosethis division of methodsased
on the expectedusagepatternsof each.Assumingmary

versionsof le attributesanda needto accesshemin

their entiretymostof the time, we decidedthatjournal-
basedmnetadatavould be moreef cient. Directories,on

theotherhand areupdatedessfrequentlythan le meta-
dataanda large fraction of operationsare entry lookup
ratherthanfull listing. Thus,the costof having history
entrieswithin thetreeis expectedo belower.

Sincethe only pruningheuristicin CVFS is expiration,
it requiresa cleanerto nd and remove expired ver-
sions. Although CVFS's backgroundcleaneris not de-
scribedin detail here,its implementatiorcloselyresem-
bles the cleanerin LFS. The only addedcomplication
is that, whenmaoving a datablock in a versioningsys-
tem,thecleanemustupdateall of the metadataversions
that point to the block. Locatingand modifying all of
this metadataanbeexpensve. To addresshis problem,
eachdatablock on the disk is assigneda virtual block
number This allows usto move the physicallocationof
thedataandonly have to updatea singlepointerwithin a
virtual indirectiontable,ratherthanall of the associated
metadata.

4.2 Layout and Allocation

Becauseof CVFS's log-structuredormat, disk spaceis
managedn contiguoussetsof disk blocks called sey-
ments At ary particulartime, thereis a singlewrite sey-
ment All datablockallocationsaredonewithin this sey-
ment. Oncethe sggmentis completelyallocated,a new
write segmentis chosen.Freesegmentson the disk are
trackedusinga bitmap.

As CVFS performsallocationsfrom the write segment,
the allocatedblocksare marked aseitherjournal blocks
or datablocks. Journalblockshold journal entries,and
they containpointersthatstringall of thejournalblocks
togetherinto a single contiguousjournal. Datablocks
contain le dataor metadataheckpoints.

CVFS usesinodesto storea le' s metadatajncluding
le size,accespermissionscreationtime, modi cation
time, andthe time of the oldestversionstill storedon
the disk. The inodealsoholdsdirect andindirect data
pointersfor theassociatede or directory CVFStracks
inodeswith a uniqueinodenumber This inodenumber
indexesinto a table of inode pointersthat are keptat a



Entry Type | Description Cause

Attribute Holdsnew inodeattributeinformation | Inodechange

Delete Holdsinodenumberanddeletetime Inodechange

Truncate Holdsthenew sizeof the le File datachange

Write Pointsto thenew le data File datachange

Checkpoint | Pointsto checkpointednetadata Metadatacheckpoint Inodechange

Table1: Journal entry types. Thistableliststhe ve typesof journalentry Journalentriesarewritten wheninodesaremodi ed, le datais

modi ed, or le metadatas ushed from thecache.

x edlocationon the disk. Eachpointerholdsthe block
numberof the mostcurrentmetadatacheckpointor that
le, whichis guaranteetb holdthemostcurrentversion
of the le' sinode. Thein-memorycopy of aninodeis

always kept up-to-datewith the currentversion,allow-

ing quick accesdor standarcperations.To ensurethat
the currentversioncan always be accessedlirectly off
thedisk, CVFScheckpointgheinodeto disk on acache
ush.

4.3 The Journal

The string of journal blocksthat runsthroughthe seg-
mentsof the disk is called the journal. Eachjournal
block holdsseveraltime-orderedyariably-sizedournal
entries. CVFS usesthe journal to implementboth con-
ventional le systemjournaling(a.k.a. write-aheadog-
ging) andjournal-basednetadata.

Eachjournalentrycontainsnformationspeci c to asin-
gle changeto a particular le. This information must
be enoughto do both roll-forward androll-back of the
metadataRoll-forwardis neededor updateconsisteng
in thefaceof failures.Roll-backis neededo reconstruct
old versions.Eachentryalsocontainsthetime at which
the entrywaswritten anda pointerto the locationof the
previous entry that appliesto this particular le. This
pointer allows us to tracethe changesof a single le
throughtime.

Table 1 lists the ve differenttypesof journal entries.
CVFSwritesentriesin threedifferentcasesinodemod-
i cations (creation,deletion,andattribute updates)data
modi cations (writing or truncating le data),andmeta-
datacheckpoints(due to a cache ush or history opti-
mization).

4.4 Metadata

Therearethreetypesof le metadatdahatcanbealtered
individually: inodeattributes, le datapointers,anddi-
rectoryentries. Eachhascharacteristicshat matchit to
a particularmethodof metadatasersioning.

4.4.1 Inode Attrib utes

There are four operationsthat act upon inode at-
tributes: creation, deletion, attribute updates,and at-
tributelookups.

CVFS createsinodesby building aninitial copy of the
new inode and checkpointingit to the disk. Oncethis
checkpointcompletesand the inode pointeris updated,
the le is accessible. The initial checkpointentry is
requiredbecauséghe inode cannotbe readthroughthe
inode pointertable until a checkpointoccurs. CVFS's
default checkpointingpolicy boundsthe back-in-time
accessperformanceto approximatelyl50msasis de-
scribedin Section5.3.2.

To deleteaninode,CVFSwritesa “delete”journalentry;
whichnotestheinodenumberof the le beingdeleted A
ag is alsosetin the currentversionof the inode,spec-
ifying thatthe le wasdeleted,sincethe deletedinode
cannotactuallyberemovedfrom thediskuntil it expires.

CVFS storesattribute modi cations entirely within a
journalentry. Thisjournalentrycontainghevalueof the
changednode attributesboth beforeandafter the mod-
i cation. Thereforeanattribute updateinvolveswriting

a singlejournal entry, and updatingthe currentversion
of theinodein memory

CVFS accesseshe currentversionof the attributesby
readingin thecurrentinode,sinceall of theattributesare
storedwithin it. To acces®ld versionsof the attributes,
CVFStraverseghejournalentriessearchingor modi -
cationsthat affect the attributesof that particularinode.
Onceroll-backis completethesystemis left with acopy
of theattributesattherequestegbointin time.

4.4.2 File Data Pointers

CVFS tracks le datalocationsusing direct and indi-
rectpointerg[30]. Each le' sinodecontainghirty direct
pointers,aswell asonesingle,onedoubleandonetriple
indirectpointer

When CVFS writes to a le, it allocatesspacefor the
new datawithin the currentwrite segmentandcreatesa
“write” journalentry Thejournal entry containspoint-



ersto the datablockswithin the sggment,the rangeof
logical block numbersthat the datacovers,the old size
of the le, andpointersto the old datablocksthatwere
overwritten(if therewereary). Oncethejournalentryis
allocated CVFSupdateghecurrentversionof themeta-
datato pointatthe new data.

If awrite is largerthanthe amountof datathat will t
within thecurrentwrite sggment,CVFSbreaksthewrite
into severaldata/journakntry pairsacrosdifferentsey-
ments.This compartmentalizatiosimpli es cleaning.

To truncatea le, CVFS rst checkpointghe le to the

log. This is necessarpecauseCVFS mustbe ableto

locatetruncatedindirect blocks when readingback-in-
time. If they arenot checkpointedthentheinformation
in themwill belost duringthetruncate;althoughearlier
journalentriescouldbeusedto recreatehisinformation,
suchentriescould expire and leave the detectionwin-

dow, resultingin lostinformation. Oncethe checkpoint
is completea“truncate”journalentryis createctontain-
ing both a pointerto the checkpointednetadatandthe
new sizeof the le.

To accesgurrent le data,CVFS nds the mostcurrent
inodeandreadsthe datapointersdirectly, sincethey are
guaranteedo be up-to-date. To accesshistorical data
versions CVFSusesa combinationof checkpointrack-
ing andjournalroll-backto recreatehe desiredversion
of therequestedlatapointers.CVFS's checkpointrack-
ing andjournalroll-back work togetherin thefollowing
way. Assumea userwishesto readdatafrom a le at
time . First, CVFS locatesthe oldestcheckpointit is
trackingwith time  suchthat . Next, it searches
backwardfrom thatcheckpointhroughthejournallook-
ing for changedo the block numbersbeingread. If it
nds anolderversionof ablock thatapplies,it will use
that. Otherwisejt readgheblock from thecheckpointed
metadata.

To illustratethis journal rollback, Figure4 shaws a se-
guenceof updatego block 3 of inode4 interspersedvith

checkpointsof inode 4. Eachblock updateand inode
checkpointis labeledwith thetime thatit waswritten.
To readblock 3 at time , CVFS rst readsthe
checkpointat time , thenreadsjournal entriesto

seeif adifferentdatablock shouldbe used.In this case,
it nds thattheblockwasoverwrittenattime ,and
so returnsthe older block written at time . In the
caseof time , CVFS startswith the checkpointat
time , andthenreadsthe journalentry, andrealizes
thatno suchblock existedattime

4.4.3 Directory Entries

Eachdirectoryin CVFS is implementedas a multiver-
sion b-tree. Eachentry in the tree representsa direc-
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Figure 4: Back-in-time access. This diagramshaws a seriesof
checkpointsof inode 4 (highlightedwith a dark border)and updates
to block 3 of inode 4. Eachcheckpointand updateis marked with a
time at which the event occured. Eachcheckpointholds a pointer
to the block thatis valid at the time of the checkpoint. Eachupdate
is accompaniedy ajournalentry (marked by thin, grey boxes)which
holdsa pointerto the new block (solid arrow) andthe old block thatit
overwrote(dashedarrow, if oneexists).

tory entry; therefore gachb-treeentry mustcontainthe
entry's name,the inode numberof the associatedle,
andthe time over which the entry is valid. Eachentry
alsocontainsa x ed-sizehashof the name. Although
theactualnamemustbe usedasthe key while searching
throughthe entry blocks, this x ed-sizehashallows the
index blocksto usespace-etient x ed-sizekeys.

CVFSusesafull datablock for eachentryblock of the
tree,andsortsthe entrieswithin it rst by hashandthen
by time. Index nodesof thetreearealsofull datablocks
consistingof a setof index pointersalsosortedby hash
andthenby time. Eachindex pointeris a subtreehash,
time-range tuple, wheresubteeis a pointerto the ap-
propriatechild block, hashis the namehashof the last
entry alongthe subtreeandtime-range is the time over
whichthatsameentryis valid.

With this structure Jookup andlisting operationson the
directoryarethe sameaswith a standardo-tree,except
thatthe requestedime of the operationbecomegpart of
thekey. For example,in Figure 3a, a lookup of
searcheshroughthe tree for entrieswith nameC, and
thencheckghetime-range®f eachto determinghecor-
rectentryto return(in this case ). A listing of
thedirectoryattime would do anin-ordertreetraver-
sal (just asin a standardo-tree),but would excludeary
entriesthatarenotvalid attime .

Insert,remove,andupdatearealsovery similar. Insertis
identical,with thetime-rangeof the new entrystartingat
thecurrenttime. Remore is anupdateof thetime-range
for therequestechame.For example,in Figure3b, entry
isremovedattime . Updateis anatomicremove and
insertof thesameentryname.For example,in Figure3b,
entry is updatedattime . This involvesatomically
removing theold entry  attime (updatingthe time-
range),andinsertingentry  attime (the new entry



Labyrinth Traces

Versioned | Versioned | Metadata Total
Data Metadata | Savings | Savings

Files: Conventionalversioning | 123.4GB | 142.4GB
Journal-basethetadata | 123.4GB 4.2GB 97.1% 52.0%

Directories: | Corventionalversioning — 9.7GB
Multiversionb-trees — 0.044GB 99.6% 99.6%

Total: Conventionalversioning | 123.4GB | 152.1GB
CVFS 123.4GB | 4.244GB 97.2% 53.7%

Lair Traces

Versioned | Versioned | Metadata | Total
Data Metadata Savings | Savings

Files: Cornventionalversioning | 74.5GB 34.8GB
Journal-basethetadata | 74.5GB 1.1GB 96.8% 30.8%

Directories: | Cornventionalversioning — 1.8GB
Multiversionb-trees — 0.0064GB 99.7% 99.7%

Total: Cornventionalversioning | 74.5GB 36.6GB
CVFS 74.5GB | 1.1064GB 97.0% 32.0%

Table2: Spaceutilization. This tablecompareshe spaceutilization of corventionalversioningwith CVFS, which usesournal-basednetadata
and multiversion b-trees. The spaceutilization for versioneddatais identical for corventionalversioningand journal-basednetadatebecause
neitheraddresslatabeyondblock sharing.Directoriescontainno versioneddatabecausehey areentirelya metadataonstruct.

5 Evaluation

The objective of this work is to reducethe spaceover-
headsof versioningwithout reducingthe performance
of currentversionaccess.Therefore,our evaluationof
CVFSis donein two parts. First, we analyzethe space
utilization of CVFS. We nd that using journal-based
metadataand multiversion b-treesreducesspaceover
headfor versionedmetadataby over 80%. Secondwe
analyzethe performancecharacteristicof CVFS. We
nd thatit performssimilarly to non-versioningsystems
for currentversionaccessandthatback-in-timeperfor
mancecanbe boundedo acceptabléevels.

5.1 Experimental Setup

For the evaluation,we usedCVFS asthe underlying le
systenfor S4,ourself-securindNFSsener. S4is auser
level NFS sener written for Linux that usesthe SCSI-
genericinterfaceto directly accesghe disk. S4 exports
an NFSv2interfaceandtreatsit asa securityperimeter
betweerthe storagesystemandthe client operatingsys-
tem. Althoughthe NFSv2speci cationrequiresthatall
changeshe synchronousS4 also hasan asynchronous
modeof operationallowing usto morethoroughlyana-
lyze the performanceverhead®f our metadatarersion-
ing techniques.

In all experimentstheclientsystermhasa550MHz Pen-
tium 1ll, 128 MB RAM, anda 3Com3C905B100 Mb

network adapter The senershave two 700 MHz Pen-
tium llls, 512MB RAM, a9 GB 10,000RPM Quantum
Atlas 10K Il drive,an AdaptecAlC-7896/7Ultra2 SCSI
controller andanintel EtherExpres®ro100100Mb net-

work adapter The client and sener are on the same
100Mb network switch.

5.2 SpaceUtilization

We usedtwo tracesjabelledLabyrinthandLair, to eval-
uatethe spaceutilization of our system. The Labyrinth
traceis from an NFS sener at Carngie Mellon hold-
ing thehomedirectoriesandCVS repositorythatsupport
the actiities of approximately30 graduatestudentsand
faculty; it recordsapproximatelyl64 GB of datatrafc
to the NFS sener over a one-monthperiod. The Lair
trace[13] is from a similar environmentat Harvard; it
recordsapproximatelyl 03GB of datatraf c overaone-
week period. Both were capturedvia passie network
monitoring.

We replayedeachtraceonto both a standardcon gura-

tion of CVFSandamodi ed versionof CVFS.Themod-
i ed versionsimulatesa corventionalversioningsystem
by checkpointingthe metadatawvith eachmodi cation.

It alsoperformscopy-on-writeof directoryblocks,over

writing the entriesin the new blocks(thatis, it usesnor-

mal b-trees).By observingthe amountof allocateddata
for eachrequest,we calculatedthe exact overheadsf

our two metadataversioningschemesscomparedo a
cornventionalsystem.

Table2 compareghe spaceutilization of versionedles
for the two tracesusing corventional versioning and
journal-basednetadata.Therearetwo spaceoverheads
for le versioning:versioneddataandversionedmeta-
data. The overheadof versioneddatais the overwrit-
ten or deleteddata blocks that are retained. In both



Labyrinth Traces
Versioned Versioned Versioned | Version | Metadata Total
Data File Metadata | Directories | Ratio Savings | Savings

Comprehense: | Corventional | 123.4GB 142.4GB 9.7GB
CVFS 123.4GB 4.2GB 0.044GB 11 97% 54%

Onclose(): Conventional | 55.3GB 30.6GB 2.4GB
CVFS 55.3GB 2.1GB 0.012GB 1:2.8 94% 35%

6 minute Corventional | 53.2GB 11.0GB 2.4GB
Snapshots: CVFS 53.2GB 1.3GB 0.012GB 1:11.7 90% 18%

T hour Corventional | 49.7GB 5.1GB 2.4GB
Snapshots: CVFS 49.7GB 0.74GB 0.012GB 1:20.8 90% 12%

Lair Traces
Versioned Versioned Versioned | Version | Metadata | Total
Data File Metadata | Directories | Ratio Savings | Savings

Comprehense: | Corventional | 74.5GB 34.8GB 1.79GB
CVFS 74.5GB 1.1GB 0.0064GB 11 97% 32%

Onclose(): Corventional | 40.3GB 6.1GB 0.75GB
CVFS 40.3GB 0.57GB 0.0032GB 1:2.9 91% 13%

6 minute Corventional | 38.2GB 3.0GB 0.75GB
Snapshots: CVFS 38.2GB 0.36GB 0.0032GB 1:11.2 88% 8%

1 hour Corventional | 36.2GB 2.0GB 0.75GB
Snapshots: CVFS 36.2GB 0.26GB 0.0032GB 1:15.6 87% 6%

Table 3: Bene ts for different versioning schemes. This table shavs the bene ts of journal-basednetadatgor threeversioningschemes
thatusepruningheuristics.For eachschemet comparesorventionalversioningwith CVFS's journal-basednetadataand multiversionb-trees,
shaving the versionednetadatasizes the correspondingnetadatasavings, andthe total spacesavings. It alsodisplaystheratio of versionsto le
modi cations; moremodi cations perversiongenerallyreducesoththe importanceandthe compressibilityof versionednetadata.

corventionalversioningandjournal-basednetadatathe
versioneddata consumesthe sameamount of space,
sincebothschemesiseblock sharingfor versioneddata.
The overheadof versionedmetadatas the information
neededo track the versioneddata. For Labyrinth, the
versionednetadataconsumessmuchspaceasthe ver-

sioneddata. For Lair, it consumenly half as much
spaceasthe versioneddata,becaused.air usesa larger
block size;on averagetwice asmuchdatais overwritten
with eachwRITE.

Journal-based metadata: Journal-basednetadatare-
duceghespaceaequiredfor versionedle metadataub-
stantially For the corventionalsystemyversionedmeta-
dataconsistsof copiedinodesand sometimesindirect
blocks. For journal-basednetadatait is the log en-
triesthatallow recreatiorof old versiongplusary check-
points usedto improve back-in-time performance(see
Section5.3.2). For both traces,this resultsin 97% re-
ductionof spacerequiredfor versionednetadata.

Multi version b-tr ees Usingmultiversionb-treesfor di-
rectoriesprovides even larger spaceutilization reduc-
tions. Becausalirectoriesarea metadataonstructthere
is no versioneddata. The overheadof versionedmeta-
datain directoriesis the spaceusedto storethe over-
written and deleteddirectoryentries. In a corventional
versioningsystem,eachentry creation,modi cation, or
removal resultsin a new block being written that con-
tains the change. Sincethe entire block must be kept
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over the detectionwindow, it resultsin approximately
9.7 GB of spacefor versionedentriesin the Labyrinth

traceand1.8 GB in the Lair trace.With multiversionb-

treestheonly overheads keepingtheextraentriesin the

tree,whichresultsin approximatelyd5MB and7 MB of

spacefor versionecentriesin therespectre traces.

5.2.1 Other Versioning Schemes

We also usethe Labyrinth and Lair tracesto compute
the spacethat would be requiredto track versionsin
threeotherversioningschemesversioningon every le
CLOSE, taking systemssnapshot&very 6 minutes,and
taking systemsnapshotsvery hour. In orderto simulate
open-closesemanticswvith our NFS sener, we inserta
CcLOSE call aftersequencesf operationson a given le
thatarefollowedby 500msof inactiity to that le.

Table 3 shaws the bene ts of CVFS's mechanismgor

thethreeversioningschemesnentionedabove. For each
schemethetablealsoshavstheratioof le versions-to-
modi cations (e.g., in comprehensie versioning,each
modi cation resultsin anew version,sotheratiois 1:1).

For on-closeversioningin the Labyrinth trace,cornven-
tional versioningrequires55% as much spacefor ver-

sionedmetadataas versioneddata, meaningthat reduc-
tion canstill provide large bene ts. As the versioned
metadatato versioneddataratio decreasesnd as the

versionratio increasesthe overall bene ts of versioned
metadataompressiomrop.



Table3identi es thebene tsof bothjournal-basedneta-
data(for “Versioned-ile Metadata”)andmultiversionb-
trees(for “VersionedDirectories”). For both, the meta-
data compressiorratios are similar to thosefor com-
prehensie versioning. The journal-basednetadataa-
tio dropsslightly asthe versionratio increasesbecause
capturingmore changego the le metadatanovesthe
journalentrysizecloserto theactualmetadataize. The
multiversionb-treeratio is lower because mostof the
directoryupdatedall into oneof two cateyories: entries
thatarepermanentlyaddedor temporaryentriesthatare
createchndthenrapidlyrenameabr deleted For thisrea-
son, the numberof versionedentriesis lower for other
versioningschemes;althoughmultiversionb-treesuse
lessspacetheeffect on overall savingsis reduced.

5.3 PerformanceOverheads

The performancevaluationis donein threeparts.First,
we comparethe S4 prototypeto non-versioningsystems
using several macrobenchmarks.Secondwe measure
the back-in-timeperformancecharacteristicef journal-
basedmetadata.Third, we measurehe generalperfor
mancecharacteristicef multiversionb-trees.

5.3.1 GeneralComparison

The purposeof the generalcomparisornis to verify that
the S4prototypeperformscomparablyto non-versioning
systems. Since part of our objective is to avoid undue
performanceoverheadsfor versioning, it is important
thatwe con rm that the prototypeperformsreasonably
relative to similar systems.To evaluatethe performance
relationshipbetweerS4andnon-versioningsystemsye
rantwo macrobenchmarkslesignedo simulaterealistic
workloads.

For both,we compareS4in bothsynchronousindasyn-
chronousmodesagainsthreeothersystems:a NetBSD
NFSsenerrunningFFS,a NetBSDNFS sener running
LFS,anda Linux NFSsenerrunningEXT2. We chose
to compareagainstBSD's LFS becausedt usesa log-
structuredayoutsimilarto S4's. BSD's FFSandLinux's
EXT2 usesimilar, more “traditional” le layouttech-
niguesthat differ from S4's log-structuredayout. It is
notourintentto comparea LFS layoutagainsitherlay-
outs,but ratherto con rm thatourimplementatiordoes
not have ary signi cant performanceanomalies.To en-
surethis, a small discussionof the performancediffer-
enceshetweerthe systemss givenfor eachbenchmark.

Eachof thesesystemsvasmeasuredisinganNFSclient
running on Linux. Our S4 measurementsise the S4
sener anda Linux client. For “Linux,” we run RedHat
6.1with a2.2.17kernel. For “NetBSD; we run a stock
NetBSD1.5installation.
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Figure5: SSHcomparison. This gure shavs the performanceof

ve systemson the unpack,con gure, andbuild phasef the SSH-
build benchmark.Performances measuredn the elapsedime of the
phase.Eachresultis the averageof 15 runs,andall variancesareun-
der.5swith the exceptionof the build phase®f ffs andlfs which had
varianceof 37.6sand65.8srespectiely.

To focuscomparisonsthe ve setupsshouldbe viewed
in two groups. BSD LFS, BSD FFS, and S4-syncalll
pushupdatego disk synchronouslyasrequiredby the
NFSv2speci cation. Linux EXT2 andS4-asynalo not;
insteadupdatesaremadein memoryandpropagatedo
diskin thebackground.

SSH-huild [39] was constructedas a replacemenfor

the Andrew le systembenchmarl20]. It consistsof

3 phases:The unpackphase,which unpacksthe com-
pressedararchive of SSHv1.2.27(approximatelyl MB

in size beforedecompression)stressesnetadataoper

ationson les of varying sizes. The con gure phase
consistsof the automaticgeneratiorof headerles and
Make les, which involves building various small pro-
gramsthatcheckthe existing systemcon guration. The
build phasecompilesinks, andremovestemporaryles.

This last phaseis the most CPU intensive, but it also
generates large numberof object les anda few exe-
cutables. Both the sener and client cachesare ushed

betweerphases.

Figure5 shows the SSH-hild resultsfor eachof the ve
differentsystems.As we hoped,our S4 prototypeper
formssimilarly to the othersystemaneasured.

LFS doessigni cantly worseon unpackand con gure
becausdt has poor small write performance. This is
dueto thefactthatNetBSD's LFSimplementatiorusesa
1 MB sggmentsize,andNetBSD's NFS sener requires
a full syncof this sgmentwith eachmodi cation; S4
usesa 64kB sggmentsize,andsupportgartialsggments.
Adding thesefeaturego NetBSD's LFS implementation



would resultin performancesimilar to S4*. FFS per

forms worsethan S4 because-FS must updateboth a
datablock andinodewith each le modi cation, which

arein separatdocationson the disk. EXT2 performs
morecloselyto S4in asynchronoumodebecausd fails
to satisfy NFS's requirementbof synchronousnodi ca-

tions. It doesslightly betterin the unpackand con g-

ure stagesbecausdt maintainsno consisteng guaran-
teeshoweverit doesworsein thebuild phasedueto S4's
segment-sizedeads.

Postmark wasdesignedo measurehe performanceof
a le systemusedfor electronicmail, netnevs, andweb
basedserviceg22]. It createsa large numberof small
randomly-sizedles (betweerb12B and9 KB) andper
formsa speci ed numberof transaction®n them. Each
transactiortonsistof two sub-transactionsyith onebe-
ing a createor deleteandthe otherbeinga reador ap-
pend.Thedefaultcon gurationusedfor the experiments
consistof 20,000transaction®n 5,000 les, andthebi-
asedor transactiortypesareequal.

Figure 6 shavs the Postmarkresultsfor the ve sener
con gurations. Theseshow similar resultsto the SSH-
build benchmark. Again, S4 performscomparably In
particular LFS continuesto perform poorly due to its
small write performancepenalty causedby its interac-
tionwith NFS.FFSstill paysits performancgenaltydue
to multiple updateger le createor delete. EXT2 per
formsevenbetterin thisbenchmarlbecaus¢herandom,
small le accessedonein Postmarkare not assistedy
aggressie prefetching,unlike the sequentialjarger ac-
cessegloneduring a compilation; however, S4 contin-
uesto paythecostof doinglargeraccessesyhile EXT2
doesnot.

5.3.2 Journal-basedMetadata

Becauseéhemetadatastructureof a le' scurrentversion

is the samein both journal-basednetadataandcorven-

tional versioningsystems,their currentversionaccess
times areidentical. Given this, our performancemea-

surementgocuson the performancef back-in-timeop-

erationswith journal-basednetadata.

Therearetwo main factorsthat affect the performance
of back-in-timeoperations:checkpointingand cluster
ing. Checkpointingrefersto the frequeny of metadata
checkpoints.Sincejournalroll-back canbegin with ary
checkpoint,CVFS keepsa list of metadatacheckpoints
for eachle, allowingit to startroll-backfrom theclosest
checkpoint. The more frequently CVFS createscheck-
points,the betterthe back-in-timeperformance.

Clusteringrefersto the physicaldistancebetweenrele-

1We tried changingthe NetBSD LFS segmentsize, but it was not
stableenoughto completeary benchmarkuns.
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Figure6: Postmark comparison. This gure shavs thetheelapsed
time for boththe entirerun of postmarkandthe transactionphaseof

postmarkfor the vetestsystemsEachresultis theaverageof 15runs,
andall variancesareunderl.5s

vantjournalentries.With CVFS's log-structuredayout,
if several changesare madeto a le in a shortspanof
time, thenthejournalentriesfor thesechangearelikely
to be clusteredtogetherin a single sggment. If several
journalentriesareclusteredn asinglesegmenttogethey
thenthey areall readtogether speedingup journalroll-
back. The “higher” the clustering,the betterthe perfor
manceis expectedo be.

Figure7 shaws the back-in-timeperformancecharacter

istics of journal-basednetadata.This graphshaws the

accessime in millisecondsfor a particularversionnum-

ber of a le back-in-time. For example,in the worst-

caseaccessinghe60thversionback-in-timewould take

350ms. The graph examinesfour different scenarios:
best-casdehaior, worst-casébehaior, andtwo poten-
tial casegoneinvolving low clusteringandoneinvolving

high clustering).

The best-casdack-in-timeperformancas the situation
wherea checkpointis keptfor eachversionof the le,
andsoary versioncanbeimmediatelyaccessewith no
journalroll-back. This is the performanceof a corven-
tional versioningsystem.Theworst-casgerformances
the situationwhereno checkpointsare kept, and every
versionmustbe createdhroughjournalroll-back. In ad-
dition thereis no clustering,sinceeachjournal entry is
in aseparatsegmenton the disk. Thisresultsin a sepa-
ratedisk accesgo readeachentry. In thehigh clustering
casechangesremadein bursts,causingournalentries
to be clusteredogetherinto sggments.This reduceghe
slopeof the back-in-timeperformanceurve. In the low
clusteringcase,journal entriesare spreadmore evenly
acrossthe seggments,giving a higherslope. In boththe
low andhigh clusteringcasesthe pointswherethe per
formancedropsbackto the best-casarethelocationsof



600

Best-case
Worst-case
High cluster

500
Low cluster

« X O *

Access Time (ms)
w I
o o
o o

N
o
o

100

e

150 200

50
Number of versions before the current version

100

Figure 7: Journal-based metadata back-in-time performance.
This gure shaws several potential curves for back-in-time perfor
manceof accessin@ single1KB le. Theworst-cases whenjournal
roll-back is usedexclusiely, and eachjournal entry is in a separate
segmenton the disk. The best-casés if a checkpointis available for
eachversion,asin acornventionalversioningsystem.The high andlow
clusteringcasesreexamplesof how checkpointingandaccespatterns
canaffect back-in-timeperformance Both of thesecasesuserandom
checkpointingln the“high cluster”’casethereareanaverageof 5 ver-
sionsin asgment.In the“low cluster”’case therearean averageof 2
versionsin a sggment. The cliffs in thesecurvesindicatethe locations
of checkpointssincethe accesgime for a checkpointedrersiondrops
to the best-casg@erformance As the level of clusteringincreasesthe
slopeof the curve decreasesincemultiple journalentriesarereadto-
getherin asinglesggment.Eachcurwe is the averageof 5 runs,andall
variancesareunderims.

checkpoints.

Using this knowledge of back-in-time performance,a
systemcan perform a few optimizations. By tracking
checkpoinfrequeny andjournalentryclustering CVFS
canpredictthe back-in-timeperformanceof a le while
it is beingwritten. With this information, CVFS bounds
theperformancef theback-in-timeoperationgor apar
ticular le by forcing a checkpointwhenerer back-in-
time performances expectedto be poor. For example,
in Figure 7, the high-clusteringcasekeepscheckpoints
in sucha way asto boundback-in-timeperformancedo
around100msat worst. In our S4 prototype,we bound
the back-in-timeperformanceo approximatelyl 50ms.
Another possibility is to keep checkpointsat the point
at which onebelievesthe userwould wish to accesshe
le. Using a heuristicsuchasin the ElephantFS [37]
to decidewhento create le checkpointanight closely
simulatethe back-in-timeperformanceof corventional
versioning.

5.3.3 Multi version B-trees

Figure8 shavs the averageaccesgsime of asingleentry
from adirectorygivensome x ednumberof entriescur-
rently storedwithin the directory(noticethelog scaleof
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Figure8: Directory entry performance. This gure shavs the av-
eragetime to access singleentry out of the directorygiven the total
numberof entrieswithin the directory History entriesaffect perfor
manceby increasingthe effective numberof entrieswithin the direc-
tory. Thelargertheratio of history entriesto currententries,the more
currentversionperformancevill suffer. Thiscurweis theaverageof 15
runsandthe variancefor eachpointis under.2ms.

thex-axis). To seehow amultiversionb-treeperformsas
comparedo astandard-tree we mustcompardwo dif-

ferentpointsonthegraph.The pointonthegraphcorre-
spondingo thenumberof currententriesin thedirectory
representtheaccessime of astandard-tree. Thepoint
on the graphcorrespondindgo the combinednumberof

currentandhistory entriesrepresentshe accesgime of

amultiversionb-tree. The differencebetweertheseval-
uesis the lookup performancdost by keepingthe extra
versions.

Usingthetraceggatheredrom our NFSsener, wefound
thatthe averagenumberof currententriesin a directory
is approximatelyl6. Given a detectionwindow of one
month,thenumberof historyentriess lessthan100over
99% of thetime, andbetweerzeroand ve over 95% of
thetime. Sinceapproximately200entriescan t into a
block, thereis generallyno performancdost by keeping
the history. This block-basederformancesxplainsthe
steppecdhatureof Figure8.

5.4 Summary

Ourresultsshov thatCVFSreduceghespacadtilization

of versionedmetadataby morethan80% without caus-
ing noticeableperformancedegradationto currentver

sionaccesslin addition,throughintelligentcheckpoint-
ing, it is possibleto boundback-in-timeperformanceo

within a constanfactorof corventionalversioningsys-
tems.



6 Metadata Versioningin
Non-Log-Structured Systems

Most le systemgodayusea layout schemesimilar to
that of BSD FFS rather than a log-structuredlayout.
Suchsystemscanbe extendedto supportversioningrel-
atively easily; Santryet al. [37] describehow this was
donefor Elephant,including tracking of versionsand
block sharingamongversions. For non-trivial pruning
policies, suchas thoseusedin Elephantand CVFS, a
cleanetis requiredto expireold le versions.in anFFS-
like system,unlike in LFS, the cleanerdoesnot neces-
sarily have the additionaltaskof coalescingree space.

Both journal-basedmetadataand multiversion b-trees
canbeusedin aversioningFFS-like le systemin much
the sameway asin CVFS. Replacingcorventionaldi-
rectorieswith multiversion b-treesis a self-contained
changeandthe characteristicshouldbeasdescribedn
the paper Replacingreplicatedmetadatasersionswith
journal-basednetadataequireseffort similar to adding
write-aheadlogging support. Experiencewith adding
suchsupport{17, 39] suggestshatrelatively little effort
is involved, little changeto the on-disk structuress in-
volved, andsubstantiabene ts accrue. If suchlogging
is alreadypresentjournal-basednetadataanpiggyback
onit.

Givenwrite-aheadogging support,journal-basedneta-
datarequiresthreethings. First, updatesto the write-

aheadlog, which are the journal entries, must contain
enoughinformationto roll-backaswell asroll-forward.
Secondthejournalentriesmustbekeptuntil thecleaner
removesthem;they cannotbe removedvia standardog

checkpointing. This will increasethe amountof space
requiredfor the log, but by much lessthan the space
requiredto insteadretainmetadataeplicas. Third, the
metadatareplica support must be retainedfor usein

trackingmetadataversioncheckpoints.

With a cleanslate,we think an LFS-basediesignis su-
periorif mary versionsareto beretained.Eachversion
committedto disk requiresmultiple updates,and LFS
coalesceghoseupdatesinto a single disk write. LFS
doescomewith cleaningand fragmentationissues,but
researcherbave developedsufciently reasonableolu-
tions to them to make the bene ts outweighthe costs
in mary environments. FFS-typesystemsthat employ
copy-on-write versioninghave similar fragmentatioris-
sues.

7 RelatedWork

Much work hasbeendonein the areasof versioning
andversionedlatastructureslog-structuredie systems,
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andjournaling.

Several le systemdave usedversioningto provide re-
covery from both usererrorsand systemfailure. Both
Cedan17] andVMS [29] use le systemghatoffer sim-
ple versioningheuristicsto helpusersrecover from their
mistales. ThemorerecentElephantle systenprovides
a more completerangeof versioningoptionsfor recov-
ery from usererror[37]. Its heuristicsattemptto keep
only thoseversionsof a le thatare mostimportantto
users.

Many modernsystemsupportsnapshot$o assistecor-

eryfrom systenfailure[11, 19, 20, 25, 34]. Mostclosely
relatedto CVFS are Spiralog[15, 21] and Plan9[33],

which use a log-structured le systemto do online
backupby recordingthe entire log to tertiary storage.
Chenenak, et al., performedan evaluation of several
snapshosystemg10].

Versioncontrol systemsare user programsthat imple-
menta versioningsystemon top of atraditional le sys-
tem[16, 27, 43]. Thesesystemsstorethecurrentversion
of the le, alongwith differenceghatcanbe appliedto
retrieveold versions.Thesesystemsaisuallyhavenocon-
ceptof checkpointingandso recreatingold versionsis
expensve.

Write-oncestoragemediakeepsa copy of ary datawrit-

tento it. The Plan 9 system[33] utilized this media
to permanentlyretain all lesystem snapshotaising a
log-structuredechnique.A recentimprovementto this
methodis the Venti archival storagesystem. Venti cre-
atesahashof eachblockwrittenanduseghatasaunique
identi er to map identical data blocks onto the same
physicallocation[34]. This removesthe needto rewrite
identicalblocks,reducingthe spacerequiredby individ-

ual dataversionsand les thatcontainsimilar data.lt is
interestingo considercombiningVenti'sdataversioning
with CVFS's metadatastructuresto provide extremely
spaceef cient comprehensie versioning.

In addition to the signi cant le systemwork in ver
sioning, therehasbeenquite a bit of work donein the
databaseommunityfor keepingversionsof datathrough
time. Most of this work hasbeendonein the form of
“temporal” datastructureg2, 23, 24, 44, 45]. Ourdirec-
tory structureborrowns from thesetechniques.

The log-structureddatalayout was developedfor write-
oncemedia[33], andlaterextendedo provide write per

formancebene ts for read-writedisk technology[36].

Sinceits inception, LFS hasbeenevaluated[3, 28, 35,

38] andused[1, 7, 12, 18] by mary differentgroups.
Much of the work doneto improve both LFS andLFS
cleanerss directly applicableto CVFS.

While journal-basednetadatas a new conceptjournal-



ing hasbeenusedin severaldifferent le systemso pro-
vide metadataconsisteng guaranteefciently [8, 9,
11, 39, 42]. Similarly to journal-basednetadatal FS's
segmentsummaryblock containsall of the metadatdor
the datain a sggment,but is storedin an uncompressed
format. Zebras deltasimproved upon this by storing
only the changedo the metadatabut weredesignedx-
clusively for roll-forward (a write-aheadog). Database
systemslsousetheroll-backandroll-forwardconcepts
to ensureconsisteng during transactionsvith commit
andabort[14].

Several systemshave usedcopy-on-write anddifferenc-
ing techniqueshatarecommonto versioningsystemso

decreasehe bandwidthrequiredduring systembackup
or distributedversionupdated4, 6, 26, 31, 32]. Some
of thesedatadifferencingtechnique$5, 26, 31] couldbe
appliedto CVFS to reducethe spaceutilization of ver-

sioneddata.

8 Conclusion

This papershaws that journal-basednetadateand mul-
tiversionb-treesaddresshe space-inetiency of con-
ventionalversioning. Integrating them into the CVFS
le systemhasnearlydoubledthedetectionwindow that
canbe providedwith a given storagecapacity Further
currentversionperformances affectedminimally, and
back-in-time performancecan be boundedreasonably
with checkpointing.
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