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Abstract—Large scale storage systems require multi-disk fault recovery equations offers the potential for more efficient
tolerant erasure codes. Replication andRAID extensions that recovery of failed disks relative tabs codes. By efficient, we

protect against two- and three-disk failures offer a stark tradeoff mean fewer bytes need to be read and the read recovery load
between how much data must be stored, and how much data .

must be read to recover a failed disk.Flat xoR-codes—erasure 'S spread evenly over most disks in the stripe. Efflc_lent disk
codes in which parity disks are calculated as thexor of some recovery of a flatxor-code can be faster and can interfere
subset of data disks—offer a tradeoff between these extremes. Inless with the foreground workload than for a similarly fault
this paper, we describe constructions of two novel flakor-code, tolerantMDs code. For flatxor-codes with astatic layout
Stepped Combination and HD-Combination codes. We describe an (jia g raID 4 layout with specific parity disks), imultaneous
algorithm for flat XoR-codes that enumeratesecovery equations, hedul ltinle. distinct Hi t
i.e., sets of disks that can recover a failed disk. We also recqvery Sc_ _e uleses multiple, distinc recover_y €quations 10
describe two algorithms for flat xor-codes that generateecovery ~ achieve efficient recovery. For flator-codes with arotated
schedules, i.e., sets of recovery equations that can be used inlayout (like arRAID 5 layout with data and parity on each disk),
concert to achieve efficient recovery. Finally, we analyze the key a rotated recovery schedulgses a different recovery equation
storage properties of many flaixor-codes and ofvDs codes such ¢ each fajled stripe to achieve efficient recovery. Our pro-
as replication and RAID 6 to show the cost-benefit tradeoff gap . . .
that flat xoR-codes can fill. posedintra-stripe recovery schedules complement techniques
such as distributed sparing [6] and parity declustering [7].
. INTRODUCTION We also believe there are opportunities in low-power

Erasure codes such as replicatiemd 5, and other Reed- (archival) storage and storage-efficient big data computing.
Solomon codes, are the traditional means by which storagét XOR-codes may offer a richer set of tradeoffs for power-
systems are typically made reliable. Such codes are Maxim@¥fare storage systems that leverage redundancy to schedule
Distance Separable1ps). This means that they offer optimaldisk power-downs: EERAID [8], PARRAID [9], eRAID [10],
space-efficiency for a given fault tolerance: each addition@d Power-Aware Coding [11]. Big data computing systems
disk of redundancy allows the system to tolerate an additiortBfit use triple-replication (e.g., Google File System [12] and
disk (or sector) failure. As big data systems become mol¢ Hadoop File System [13]) may be able to achieve signif-
prevalent, more systems are comprised of huge populationé‘am'y_ higher storage-efflcu_ency with nominal ad(_jltlonal read
disks, and the commodity-based architecture leads to higi§@8ts incurred by computation scheduled on parity nodes.
disk failure rates. Indeed, there are many alarming trends in/é make the following contributions in this paper. First,
disk failure rates [1], [2], [3], [4], [5]. These storage trend¥/€ Propose the_ following novel fIaI_OR—.code Combination
motivate the move towards two- and three-disk fault tolerafde constructionsStepped Combinatiortodes andHD-
storage systems for big data, archival, and cloud storage. Combinationcodes. Both code constructions have two- and

As we move towards more and more fault tolerant stora&%"ee'diSK fault tolerant variants. We also describe a prior flat
systems, we believe that nomes codes ought to be con- XOR-code constructiorChaincode, and dlatteningmethod to
sidered for deployment. We have studiiat xor-codesand Convert previously known array codes such as EVENODD into
identified features of such codes that may benefit a wide rarfyfiat xor-code. Second, we develop the following algorithms
of large-scale storage systems. FlabRr-codes are erasurefor fIa_t XOR-codes the Recovery Equations (RE) AIg_onthm,
codes in which each parity disk is theor of a distinct the Simultaneous Recovery Schedule (SRS)_ Algorlth_m, and
subset of data disks. Such codes are mars and so incur the Rotated Recove_ry Schedule (RRS) Algorithm. Third, we
additional storage overhead, and, in some cases, additiodfa@lyze key properties of ﬂa¢OR'C0(_jeS andvbs codes for _
small write costs relative taps codes. In return for these Storage: storage overhead, small write costs, recovery equation
costs, such codes offer short, diverseovery equationd.e., SIZ€, recovery read '_an' aqd fault tolerance. .
many distinct sets of disks that can recover a specific disk. Even though replication is amps code, there is a gap

We believe that the recovery equations of far-codes between the properties of replicated storage (high space over-

can be exploited in many different ways. First, short, diverdgad, small recovery equations) and other traditionab
codes such arAID 6 (low space overhead, long recovery

equations). Our analysis leads us to believe that the Combi-
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nation codes and Chain codes delineate the possible tradeoffing theorists consider individual bits as symbols, symbols
space that flaixor-codes can achieve, and that this tradeoiii storage systems correspond to device blocks. To capture this
space fills a large part of the gap between replicated storatjfference in usage of erasure codes by storage systems from
and othemDs storage. elsewhere, we refer telementsather than symbols. We use
In Section Il, we provide an extensive background othe termseraseandfail synonymously: an element is erased
erasure-coded storage. We describe all of thextak-code if the disk on which it is stored fails.
constructions, including our novel constructions, in Section Ill. The fault tolerance of an erasure code is definedibys
In Section IV, we describe our algorithms for producingdamming distanceAn erasure code of Hamming distande
recovery equations and schedules for flatrR-codes. We tolerates all failures of fewer thahelements, data or parity. In
analyze key storage properties of two- and three-disk faglorage systems, erasure codes are normally described as being
tolerantmDs and flatxor-codes in Section V. one-, two-, or three-disk fault tolerant. These respectively
correspond to Hamming distances of two, three, and four.
MDS codes usem redundant elements to tolerate any
Over a decade ago, a class of nens erasure codes, m erasuresmDsS codes are optimally space-efficient: every
low-density parity-checkLpPC) codes, were discovered [14]redundant element is necessary to achieve the Hamming dis-
(actually, re-discovered [15]). This class of erasure code h@asice. ReplicationRAID 5, RAID 6, and Reed-Solomon codes
had a significant impact in networked and communicaticire all examples ofiDs codes. To be specific, for replication
systems, starting with Digital Fountain content streaming [16},= m = 1, for RAID 5 m = 1, and forRAID 6 m = 2. Reed-
and now widely adopted in modern IEEE standards such 8slomon codes can be instantiated for any value cind
10GBase-T Ethernet [17] and WIMAX [18]. The appeal ofn [30] and can be implemented in a computationally efficient
LDPC codes is that, for large such codes, a small amount wfanner (e.g., Liberation [31] and Liber8Tion codes [32]).
space-efficiency can be sacrificed to significantly reduce thestill, much work has gone into determining constructions of
computation costs required to encode and decode data aveis codes that use onbyoR operations to generate redundant
lossy channels. Networked systems can take advantage ofdle@nents. Such constructions are based on parity techniques
asymptotic nature ofDPC codes to great effect. developed by Park [33]. We refer to this class of erasure code
To date, the only nomDs codes that have been used irtonstructions aparity-check array codesExamples of such
practice in storage systems are replicaadd configurations codes include EVENODD [34], generalized EVENODD [35],
such asRAID 10, RAID 50, andRAID 60. Storage systems haveRow-Diagonal Parity (RDP) [36], X-Code [37], Star [38], and
not taken advantage afppc style codes. There are manyP-Code [39]. Parity-check array codes have a two-dimensional
reasons for this. First, storage systems only sgstematic structure in which some number of elements are placed
codes—erasure codes in which the stored data is striped actoggther “vertically” in astrip on each disk in thetripe. This
the firstk disks. This allowsmall readgo retrieve a portion of two-dimensional structure allows such codes toMizs and
some stored data by reading a minimal subset of the data disks.does not offer interesting recovery equation possibilities.
This constraint distinguishes storage systems from netwark Section 11I-B though, we describe a method of converting
systems. Second, though storage systems continue to get laggeity-check array codes into namps flat xor-codes.
and larger, they do not take advantage of the asymptotic
properties ofLbPc codes because any specific stored objeBt Flat Xor-codes

is striped over a relatively small number of disks (€.9., 8- F|at xoRr-codes are small low-density parity-chectoec)

20, maybe 30). This leads to the final reason: "smalPC  ¢qqes [14]. Because such codes are flat—each strip consists
codes are not well understood. There are not many well-knowp 5 single element—and each parity element is simply the
methods of constructing smalbpc codes for storage, thoughy 5 of a subset of data elements they cannotus. The
some specific constructions are known (€.g., [19], [20], [21ingylar exception to this rule BAID 5 which is a one-disk
[22], [23]). The performance, fault tolerance, and reliability of, it tolerantmps flat xor-code withm = 1.

smallLbpc codes is also not well understood, though there is o ncise way of describing anppc code is with a
much progress (e.g., [24], [25], [26], [27], [28], [29], [11]). Intanner graph: a bipartite graph with data elements on one
this paper we provide many constructions of #a&iR-codes, gjje and parity elements on the other. A parity element
which in some sense are smatipc codes, and an analysis 0;s calculated byxoRring each data element to which it is

put the storage properties of such constructions in perspeciifnected together. Figure 1 illustrates a simple Tanner graph

relative to traditionaMDs codes. with the corresponding parity equations. The Tanner graph can
also be used for efficient decoding obPc codes.

Il. BACKGROUND

A. Terminology

An erasure code C0nSIS.t5 of Symbc’ls’k of which are 1A technique callediterative decodingbased on the Tanner graph can
data symbolsand m of which areredundant symbolsFor efficiently decode with high probabilityStopping setg40], specific sets
xOR-codes, we refer to redundant symbolspasity symbols of failures, can prevent iterative decoding from successfully decoding even

. . . though a more expensive matrix-based decode operation could succeed. In
We only Cons'dersyStemat'Cerasure codes: codes that Stor?torage systems, we expect the expensive matrix-based decode method to be

the data symbols along with the parity symbols. Whereased in such cases.
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When k is very large,LDPC codes can achieve near Q Q py=d,+d
MDS level space-efficiency for a given fault tolerance, and v o
significantly lower computational complexity for both en- Q‘V@ py=d, +d,
coding and decoding. In storage systems, these asymptotic A
properties do not apply since tends not to be sufficiently @ @ ps=dy+d,

large. TraditionallyLDPC codes are constructed by randomly
generating a Tanner graph based on some distributions of the
expected edge count for data and parity elements. Unforfl®
nately, such techniques only work (with high probability) when
k is sufficiently large. Therefore, storage systems practitioners
need constructions of flakor-codes with well understood
properties. In this section, we describe Chain codes a variant of a
previously known flaixor-code andlatteninga technique to
convert any parity-array check code into a fla@ir-code. We
describe these variants of previously known codes in detail
so that others can easily reproduce these constructions, and
_ i _ _ _because we include these constructions in our analysis. We
_Parity declustering [7] (and chained declustering [41]) digpen gescribe our novel combination constructions for Stepped
tribute th_e recovery read Ioa_d among many disks. Pa_”é’ombination and HD-Combination codes.
declustering lays out many stripes on distinct sets of devices
such that all available devices participate equally in reconstry¢- chain codes
tion when some device fails; it needs to be used with more

disks than the stripe width to distribute the recovery read |0ﬁ_For chode.to (tj(_)lera';ee a]:c le?St twﬁ dlskaa|Iures, It ml.JSt
Distributed sparing allows spare capacity on each availa ve a Hamming distanaof at least three. For a systematic

disk in the system to recover a portion of a failed device and &6 R;blase? tcode, tht's mear':_s thatS(?[acth data.‘tﬁ ";:’.‘e“t _”?“Stl be
distributes the recovery write load [6]. The recovery schedults at e_ast tWO dpalzl ]3! el?l:allonf[fh ar 'n% V\é' 'S minima
we propose are complementary to these techniques, and giffgpstraint, two-disk fault toleraribhain codes can be con-

from these techniques in that they operate wholly within %ructed ,[19]‘ ) . -
stripe. A Chain code construction requires that= m. As origi-

nally proposed, a Chain code can be thought of as alternating

Recently, norvps self-adaptive parity-check array COde%I ta elements and parity elements in a row, with each parity
have been proposed [23]. Such codes allow disks to be rebg| ment being thexoR of the data element on either side

within the stripe so as to preserve two-disk fault tolerance, UBF it. Figure 1 illustrates our Chain code construction for
til fewer than two redundant disks are available. In some senge_ . "_ ;7 — 3 with the Tanner graph on the left and
distributed sparing is built into the array code itself. SSPiRAbarity equations on the right. Let be data element where
codes also include techniques for rebuilding elements within_ - < k, and letp; be parity elemeny, where0 < j < .

a stripe as disks fail [22], [42]. Our techniques do not yeto, Hamming distancel, the parity equation fop; is as
do anything analogous to distributed sparing within a Stri%llows; ’

for flat xor-codes. Pyramid codes [43] are nwms codes j+d—1
constructed from traditiona¥Ds codes; we are interested in pj = Z d; mod k-
comparing flatxor-codes to Pyramid constructions in the —;

future. Weaver codes are naps vertical (i.e., not flat)xor-
codes that Hafner discovered via computational methods [2 ) . :
Weaver codes have a regular, symmetric structure which IimB1 nt|?huous data elements, wrapping around appropriately after
the recovery read load after a failure to nearby “neighbo e &+ data element.

disks. We are interested in distributing the recovery read load! "€ Chain code construction requires that m > d = 3.
widely rather than localizing it. If k& is less thand, then all of the parity equations end up

Th . h ori K luati q being the same (th&oRrR sum of all data elements) and the
ere Is much prior work on evaluating erasure codes i cted Chain code does not achieve a Hamming distance
storage systems. Hafner et al. [44] outlined a compreh d. If d = 2, then the Chain code construction replicates
sive performance evaluation regime for erasure-coded storage., qata element once (.8AID 10), and if d = 1, then the
There is a long history of evaluating the reliability BAID Chain code construction stripes the data (irajb 0). The

variants in storage systems (e..g., [45], [46]_' [47], [48], [1])Chain code construction can be extended to three-disk fault
Some aspects of smalbpc code instances suitable for storageyerance: ift — m > d — 4. then connect each parity element

systems have been previously studied, e.g., read perform
(e.g., [24], [25]), fault tolerance (e.g., [28], [27]), and reli-

abi”ty (e'g" ) [26_]' [29]’ [11])' For additional .baCk_ground 0N 2«Chain code” is our name for these codes. The patent by Wilner does not
erasure coding in storage, see Plank’s tutorial slides [49]. explicitly name these codes [19].

1. Two-disk fault tolerant Chain code constructidn=£ m = d = 3).

IIl. CONSTRUCTIONS

C. Related work

imply put, each parity equation is ther sum of d — 1

Fthree contiguous data elements.
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“Row” parities “Diag.” parities

=d,+ds+dgtd; =d,+d+dp,

Fig. 3. Flattened RDP code for prime= 5 yields k¥ = 16, m = 8, and
d=3.

Fig. 2. SPC withk = 9 and m = 6. Hamming distance is three when ) . ) )
flattened. two parity equations each of which is of lengthelements.

Note that thefull-2 and full-3 codes proposed by Gibson

, i t al. [51] are similar to the SPC construction, and to the
Unfortunately, we have not found such simple Chain Cocﬁ?oVerQ

construction variants for a Hamming distance greater than four 11 construction given by Hafner [21].
uction vari i i u ’ . . . ;

. 2) Row-Diagonal Parity (RDP):Figure 3 illustrates a flat-
Note that the Weavén, 2, 2) codes [20] discovered by Hafner ened RDP code. This figure is based on Figure 1 from the
can be converted into the two-disk fault tolerant Chain co P paper [36] which illustrates the RDP construction for
by flattening (discussed below). We believe that flattening t?ﬁi

: me p = 5. The figure is setup to illustrate the columns (or
other Weavem, ¢,t) code constructions may produce Otheétrips) of elements that would be on each disk of an RDP

flat xoR-codes with greater Hamming distance, though tnﬁstance. For example the first data disk would store elements

construction will not be as simple as the Chain codes f%’ dy, ds, d., and the first parity disk would store elements

d = 3 and d = 4. Note that the SSPIRAL codes are another
. . . ) , p1, p2, andps. Once flattened, each element of the RDP
variant/extension of the Chain code construction [22]. bo, P1, P2 b3

code is on a distinct disk producing a nems flat xOrR-code
B. Flattened parity-check array codes with k£ =16, m = 8, andd = 3.

Parity-check array code constructions canflagtenedto N %eneral, for primep, a flattened RDP code hads =
produce a flakor-code with the same Hamming distance a§’—1)” andm = 2(p—1). The space Qverhea:j is therefgpe-
the original array code. By flattening, we mean taking soma/ (? —1). Note that some of the “diagonal” parity equations
two (or more) dimensional code and placing each element 8ff 9Iven in terms of “row” parity equations in the figure. This
a distinct device. Whereas the original parity-check array cogékes it look like each parity equation has- 1 elements. In
construction produces anps code, flattening the code yields'@Ct  parity equations are—1 elements in length, ang—2
a nonmbs code. parity equations arep — 3 elements in length.

T_o illustrate the flattening techr_nqu(.e, we apply it to tw  Combination codes
parity-check array code constructions: Simple Product Codé
(SPC) and Row-Diagonal Parity (RDP). Flattening can be In this section, we present four novel Combination code
applied to other two-disk fault tolerant array codes such &snstructions. We present two- and three-disk fault tolerant
EVENODD, X-CODE, P-CODE, and so on. Flattening ca®tepped Combinatiosodes. We then describe a variant of
also be applied to three-disk fault tolerant array codes sueach of these codes callgdD-Combinationcodes (where
as STAR codes and generalized EVENODD codes, or evd® means Hamming Distance). We refer to these code
to nonvMDS parity-check array codes such as Weaver amdnstructions as Combination codes because they construct
HoVer [21] codes. a Tanner graph by assigning distinct combinations of parity

1) Simple Product Code (SPCA Simple Product Code elements to each data element. The difference between the
(SPC) [50Q] is constructed by grouping data elements intotwo constructions is in the size of the combinations assigned.
rectangle and then performirgpiD 4 on each row and eachWe believe Combination constructions minimize the storage
column. Figure 2 illustrates a specific SPC construction #verhead for flakor-codes. Thus far, we have only developed
which nine data elements are layed out in a square pattegzanstructions ford = 3 and d = 4. We expect that construc-
There is a parity element for each row and for each coluntions for greater Hamming distances do exist, but have not yet
of data elements. When flattened, this code uses 9 data found them. We include a proof sketch that combination codes
disks andm = 6 parity disks to tolerate any two elementchieve the specified Hamming distance in Appendix .
failures (i.e.,d = 3). 1) Two-disk fault tolerant Stepped Combinatio8tepped

We only consider flattenedquareSPC constructions (i.e., Combination codes are constructed by assigning all combina-
those with the same number of rows as columns) for thiens of parity elements that are of size— 1 to a different
purposes of this paper, even though any rectangular layaiata element, then all combinations of parity elements that are
of data elements can be used. For an SPC code withof size d, and so on, up until the one combination of all
rows/columns,k = ¢> and m = 2¢. The storage overheadparity elements is assigned. Figure 4 lists the procedure for
is therefore(q 4+ 2)/¢, and each data element participates inonstructing a Stepped Combination code with- 3. Given
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100: for i :=2,3,...,m do o . first difference for the three-disk fault tolerant construction is
101: for eachm-choose: combination of paritiesP do that variablei on line 100 starts at 3: to achieve a Hamming
102: for next unconnected data elemdntdo

distance of four, all data elements must be connected to at least
three parity elements. The second difference is that variable
Fig. 4. Stepped Combination code construction dos 3. i increments by two each iteration, i.é.;= 3,5,7,..., m.

This difference is not intuitive, though the proof sketch in
Appendix | provides some explanation.

Given some number of parity elements, the three-disk
fault tolerant Stepped Combination code has an upper and
lower limit on k. For example, ifm = 5, thenk < (3)+(3) =
10+1=11.Ingeneralk <> s, oqq (7) =2""1—m.

The lower bound is based on—1 and s2™ 2 —m+1 < k.
Compared with the two-disk fault tolerant construction, the
maximum value oft drops by about half2™ —m — 1 vs.
271 _m,

3) HD-Combination codesHD-Combination codes are a
variant of Stepped Combination codes. As with Stepped
Combination codes, we have developed two- and three-disk
fault tolerant constructions. Whereas the Stepped Combination
construction steps up the size of parity combinations, the HD-
Combination construction only uses parity combinations of the
minimum size necessary to achieve the Hamming distance. As
with the Stepped Combination code, we have not found HD-
Combination constructions for larger Hamming distances yet.

The HD-Combination construction code differs from the
algorithm described in Figure 4 only on line 100. For an HD-
the Hamming distancel and a number of parity elementsCombination construction with either= 3 or d = 4, this line
m, the construction assigns combinations of increasing sigesimply: = d — 1. This difference leads to different bounds
to the available data elements. There is a maximum numlegr k. For the two-disk fault tolerant HD-Combination code
of data elements for which this construction worksdlf= 3 construction,(mgl) < k < (y). Whereas for the three-disk
andm = 4, then there ard) + (;) + (;) =6 +4+1=11 fault tolerant construction|"; ) < k < ().
distinct combinations of parity elements that can be assigned
to data elements. In general< >, (") = 2™ —m—1.1In IV. RECOVERY EQUATIONS AND SCHEDULES

3

some sense, this also implies a lower bound:oifia Stepped  In this section, we describrecovery equationé.e., sets of
Combination code can be constructed for the desired valueedéments that can be used to recover a specific other element)
k with a smallerm, then that smaller value of should be andrecovery schedulefi.e., sets of recovery equations that
used. Therefor@™ ! —m < k. can be used in concert to make recovery more efficient). To

Figure 5 illustrates the Tanner graphs of three Stepp#dstrate the basic ideas, we first consider multi-disk fault
Combination code constructions with=3 andm = 4. The tolerantmbps codes. We then describe examples of recovery
values of% are chosen based on the three different sizes @fuations and schedules for fladR-codes that illustrate some
combinations: 6 of size twdj + 4 = 10 of size two or three, key differences withvbs codes. We then present algorithms
and6 + 4+ 1 = 11 of size two through four. In the Tannerto determine recovery equations and schedules forxfbet-
graph fork = 6, notice that each data element participates todes. Finally, we discuss some limitations of our current
two distinct parity equations (connects to two parity elementgjlgorithms.
For the Tanner graph with = 10 the first six data elements
are the same as fdr = 6. The next four data elements eactf® MDPS Examples
participate in three parity equations. Finally, the Tanner graphFor MDS codes, any combination of elements can be
with &k = 11 has the same first ten data elements a%fer10 used to recovery any other element. Therefore, each element
and then one additional data element that connects to all faéaran MDS code has exactl)(’“;m) recovery equations, each
parity elements. These Tanner graphs illustrate the key idaansisting ofi elements. For two-disk fault tolerant codes like
behind the construction of Stepped Combination codes. RAID 6, this is onlyk + m — 1 recovery equations.

2) Three-disk fault tolerant Stepped Combinatiomhe Figure 6 illustrates the recovery equations for elemgnt
Stepped Combination code construction for Hamming distanck a RAID 6 MDS code withk = 4 and m = 2. In this
four is quite similar to that for three, but with one keyexample, the code is static (not rotated), so disks O through 3
difference. Consider the construction algorithm for the tware data disks, and disks 4 and 5 are parity disks. If disk O
disk fault tolerant Stepped Combination code in Figure 4. Theeere inaccessible, and an elemeptfrom some stripe needs

103: connectD to the: parities inP

Fig. 5. Two-disk fault tolerant Stepped Combination constams ford = 3
andm = 4.
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Fig. 7. Simultaneous recovery schedule for Chain code.

Fig. 6. Recovery equations f&AID 6.

recovery equations to choose from than for a similarly sized
. . MPS code.
to be read, any of the five sets of four other elements in tha Ei 7l imul hedule f
stripe can be read and decoded instead to recgyer 'gure 7 1 ustrates a simu t"?‘”eous recovery schedule for
the two-disk fault tolerant Chain code discussed previously.

Now, consider if disk O fails, as is illustrated in Figure 6If disk 0 fails, and the Chain code has a static layout, then

A recovery schedulés a set of recovery equqtlpns th{;\t Callach of the four recovery equations fdg can be used in
be used in concert to make recovery more efficient. Since the

de is stafi tsimult heddtet simultaneous recovery schedule. Such a schedule has two
coge Is stafic, we want smuftaneous recovery sche interesting features. Firs?,5 disk’s worth of data are read to
uses many different recovery equations for the same elemen}é@over the failed disk. This is less than= 3, the minimum

concert. This figure illustrates such a schedule: each of the fgll%ount of data required to be read b code with: — 3

recovery equations is used to recover one fifth of the stripes §gcond, each available disk reads only one half a disk’s worth

the failed disk. This simultaneous recovery schedule distribut&sdata and the recovery read load is evenly distributed among
the recovery read load evenly over all the available disks. I

L available disks. These two properties, reducing the minimum
If the RAID 6 code in Figure 6 was rotated, then elements prop g

th h Id be stored in th : i disk 0 l:total amount of data required to be read for recovery, and
roughe; would be Stored in tne various stripes on disk ©. %ﬁstributing that recovery read load evenly among available
this layout, arotated recovery scheduis required. Fombps

d ol hedule i i . g?vices, are the properties we mean by efficient recovery.
co ?st, %S'mu aneouz rgcf"efy SC{; l|J €1s (ia5| y converte Rdistributing the recovery read load evenly among available
a rotated recovery schedule since anglements can reécover y;qy < js not g priority, then just the shortest recovery equations
any element. l.e., the recovery schedule is the same, but

. i S [ be useddy = di ® p3 = da ® ps. This simultaneous
reelirﬁveer;te;ecovered on disk 0 depends on which stripe is bew-r%overy schedule requires two disk’s worth of data to be read,

less than the above schedule. It also requires four of the five
available disks to read half a disk’s worth of data, and the one
remaining available disk, disk 4, to read none.

Figure 8 illustrates a rotated recovery schedule for the two-
cated than forMDS, codes. Each element of a ﬂaq,OR' disk fault tolerant Chain code discussed previously. Six rotated
code may have a d|ff§rent.number of recovery equathns, pes are illustrated with all elements labeled. In the figure,
each of these may differ in size. For example, consider thgy o is failed and bold-faced elements are in the recovery
recovery equations of the the two-disk fault tolerant Chaig, ation used to recover the failed element, whereas grayed
code illustrated in Figure 1 with = m = 3: out elements are not. A total of two disk’s worth of data are

do=d1 Dp3s=ds®ps®ps=do®ps=di®psd ps reag ;[10 |:°eC(()j\'/e|:’ failedﬂ:nlisfkdo.t OE‘dt_hi fi\lle a\(;aél;;lbleddtisks, twod

read half a disk’s worth of data (disks 1 an and three real
di=do®ps =z Dpy=dp Ops ®ps = do Dpa s one third of a disk’s worth of data (disks 2, 3, and 4). Disks
dy=d1 ©ps=doSps Opa=do®ps =d1 ®P3BPs 1 and 5 could thus be a bottleneck in this recovery.
p3=do®d1 =do®de Dps=di Ddy @ ps =psDps
pa=di ©dy=do®ds Dps =doDd1 @ ps=p3Dps

ps =do®do=d1 ©doDp3=doDdi ©ps=p3Dps

B. Flat XOR-code examples
Recovery equations for flator-codes are more compli-

C. Recovery Equations (RE) Algorithm

Before describing the RE Algorithm, consider a simplistic,
brute-force algorithm which enumerates the powerset of all
We can list these recovery equations exhaustively because fibssible recovery equations (i.e., all other elements) for each
code is small and simple. Contrast these recovery equati@isment in the code. Each possible recovery equation is tested
with those of the similarly sizetiDs code discussed aboveto see if it recovers the desired element; if it does so, then
Some of these recovery equations consist of only two elié-is retained as a recovery equation. (By tested, we mean
ments, which is less thah = 3. This difference is more decoding would be attempted which is essentially a matrix
pronounced in flakoRr-codes with largek. Another property rank test.) Such a brute force algorithm is very expensive since
that emerges with largek is that there are more distinctit evaluates(k + m) - 25™~! possible recovery equations.
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dg¢ 9 d, Ps Py ps |

201: BRE][i] < base recovery equations fer

stripe i %6 202: for i« 0,...,k+m — 1 do
S 203: REJi] < re_element(i, BRE)
stripe (#1)%6 dige Py P ps by | 204: return RE

: stripe (+2)%6 d3¢ Pz Pa Ps dy O re_elementi, BRE)

( ; 300: RE; «— BRE]i]

stripe (i+3)%6 Pge  Pe  Ps b O %] 301: for all re € RE; do

302: for all e; € re do

' strive (1+4)% dy, d, d,
stripe (i+4)%6 Py Ps T G = P 303: for all bre € BRE[j] do

: stripe (i+5)%6 pfx dy d, d, P Ps 304: if e; ¢ bre then

: ‘ 305: re’ < re @ bre
306: if re’ ¢ RE; then
307: RE; — RE; U re’

Fig. 8. Rotated Recovery for Chain code.
308: return RE;

Fig. 9. Recovery Equations (RE) Algorithm pseudocode.
Figure 9 illustrates the pseudocode for our current RE

Algorithm. The RE Algorithm first generatesase recovery [ fsrs(srs, SRS, reqs, RE:, D)

equationsfor each element (line 201). The Tanner graph |S4o0: for re,4, € (reoy, ..., |RE;|) do

used to generate the base recovery equations. Each paridgi: srsn. «— srs U {RE;[rends]}

element has exactly one base recovery equation: the parigp2: if max_depth(srsaxt) < D then

equation itself. Each data element has at least one base recdt?3: SRS — fsrS(srsuxe, SRS, renis + 1, RE:, D)

ery equation per parity element to which it is connected. Eaci{> €U SRS U {srs}

parity equation in which the data element appears is rearrang@d 10.  Part of the Simultaneous Recovery Schedule (SRSprithn

to become a base recovery equation for that data element. NRsgadocode that enumerates feasible schedules for elemerith depth D.

that if any odd setof recovery equations for some element

e; (i.e., any3,5,... equations) are added together (¥ar),

then the resulting recovery equation also solvesfofo, if a 9generate simultane_ous_ recovery schedules. Remember that a

data element is connected to three or more parity elements, iigovery schedule is simply a set of recovery equations. The

RE Algorithm includes all odd sets of the initial base recovergRS Algorithm works similarly to an iterative, depth-first

equations in that data element’s base recovery equations. Séarch of possible schedules, where “depth” is the number
The RE Algorithm generates all of the other recover9f recovery equations in which eac_h disk participates in a

equations for each element in turn by invokire element schedule. Given the recovery equations and some maximum

The set of recovery equatiods;for elemente; is initialized depth Dp.x, the SRS Algorithm enumerates_all the feasible

with its base recovery equations (line 300). Every recovepghedules for each depth up 10,.... A feasible schedule

equationre in RE;is used to generate additional recover{Pr depthD being one in which no disk participates in more

equations to add ta?E;(line 301). Each element; of re than D distinct recovery equations. The SRS AIgorllthm post-

is substituted by every one of its base recovery equatiopi9cesses the feasible schedules for all depths to find the most

that does not contain elemeat (lines 302—305). Thexor  efficient.

notation as applied to the sets on line 305 means that onlyFigure 10 illustratedsrs, the greedy and recursive manner

the unique elements are retained (i(@e,U bre) \ (re N bre)).  in which feasible schedules are enumerated for déptlror

If a new recovery equation is found, it is added to the Sg’!e initial invocation offsrs, both srs and SRS are 0. The

RE,(lines 306—307). Note that this new recovery equation wlireedy and recursive parts of this algorithm are lines 400

eventually also be processed by this loop (i.e., by line 300and 403 respectively. Together, these steps ensure that all
To make this algorithm a bit more concrete, consider tfigasible schedules are found and returned in variaie.

recovery equations we list above for the two-disk fault toleraffie methodmax_depth returns the maximum depth across

Chain code. For, the base recovery equations ate® p; all elements for the schedules U {RE;}.

andd, @ ps. For dy, the base recovery equations ae®d p3 The SRS Algorithm finds the most efficient schedule by

and d, @ p4. In the first iteration of the loop ime_element post-processing all of the feasible schedules found up,tg..

for i = 0, the elementl; in the first base recovery equatiorAn efficient schedule primarily minimizes the amount of data

of dy is substituted. The second base recovery equation&fd by any one disk and secondarily minimizes the overall
d; is substituted because the first includis This results in amount of data read. For the two-disk fault tolerant Chain code

recovery equationly @ ps ® p4 being added taRE;. discussed above, the best simultaneous recovery schedule for
_ do, {d1 ® p3, d2 @ ps}, would be found byfsrs at D = 1.
D. Recovery schedule algorithms The schedule illustrated in Figure 7 would be foundfbss

The Simultaneous Recovery Schedule (SRS) Algorithm usaisD = 2.
the recovery equations enumerated by the RE Algorithm toThe Rotated Recovery Schedule (RRS) Algorithm is a



Published in proceedings of The 26th IEEE Symposium on Massive Storage Systems
and Technologies (MSST2010): Research Track, May 6-7, 2010, Nevada, USA

straight forward variant of the SRS Algorithm: whereas the Code 2DFT 3DFT _Comment
SRS Algorithm consider all recovery equations for a single MDS v v Replicaion,RaID 6, and beyond.
lement at a time, the RRS Algorithm considers all recover StepComb Y v Secton L€
e . ! 9 | y HDComb v v' Section IlI-C
equations for all elements. Unfortunately, this makes the RRS Chain v v Section IlI-A
Algorithm much slower than the SRS Algorithm. There areFlat (square) SPC v Section 11I-B and [50]
two reasons for this slowdown. First, the RRS Algorithm must o F;?(t:oRBE j gea!on :::g ang ES}
H H at ection IlI-B an
consider many more recovery equations. Second, the RRS Flat STAR v Section IIl-8 and [38]

Algorithm needs to run to a greater depth to find a schedule

which recovers all of the elements. TABLE |
ERASURE CODES ANALYZED.

E. Discussion

The number of recovery equations can grow exponentially.
The RE Algorithm can be configured to terminate after some
amount of time, or some number of recovery equations hagenstant that generates a code that we can then shorten to the
been found. Developing more efficient versions of the R@ppropriate: value. For SPC codes, we only analyze “square”
Algorithm, SRS Algorithm, and the RRS Algorithm is an opegonstructions.
question. We analyze the following storage properties of the erasure

Hafner et al. have developed heuristic methods of cofode constructions:
structing a pseudoinverse of a parity-check array code thatl) Relative storage overhead (Section V-B): The amount of
determines whether a specific configuration of disk and sector data stored relative to a single replica. l.e., the cost of a
failures is recoverable [52], and if so, provides a short recovery  full stripe write.
equation to recover the lost data. We believe that an algorithm2) Small write cost (Section V-C): The average number of
based on Hafner’s could more effectively find “short” recovery parity elements that need to be updated when a single
equations than the RE Algorithm. We believe that stochastic  data element is updated.
optimization techniques could be incorporated into the SRS3) Average size of shortest recovery equation (Sec-
Algorithm or RRS Algorithm to tame some of the state space tion V-D): The fewest number of disks that must be
explosion. We also believe that recovery schedules for flat accessed to recover an element. |.e., the number of disk’s
XOR-codes are related to network coding for erasure-coded worth of data that must be read to recover one failed
storage systems [53], [54]. disk.

We have only presented recovery schedules for single disk4) Average recovery read load (Section V-E): The amount
failures even though the example Chain code is two-disk fault ~ of data relative to an entire disk’s worth of data, that
tolerant. The algorithms we have developed easily extend to an available disk must read to recover one failed disk
recovering a single disk in the face of a multi-disk failure: within the stripe.
recovery equations that include failed elements are not passe#l) Fault tolerance at the Hamming distance (Section V-F):
into the scheduling algorithms. We have also developed ex- The fraction of three- and four-disk failures that lead
tensions to the SRS Algorithm to produce recovery schedules to data loss for two- and three-disk fault tolerant codes
for static layouts that re-use elements within a strip to recover  respectively.
multiple failed elements in that stripe. Note thabs codes Wwe summarize all of our analyses for a specific number of
are much simpler in this regard: atyelements can recoverdata disks k = 15) in Section V-G.
any number of other failed elements. )

A. Computation

Even though computation costs of erasure codes receive the

In our analysis, we focus on two- and three-disk fauliulk of attention from coding theorists, we believe that they are
tolerant codes. We compare flabR-codes toMDs codes for rarely the bottleneck in storage systems. Whether the CPU that
stripes based on < k < 30. Whenk = 1, MDS codes performs erasure coding is firmware in a RAID controller or a
are three- and four-fold replication (withh = 2 andm = 3 library on a general-purpose CPU, we believe that bandwidth
respectively). Whet > 1, thembs codes ar®AID 6 (m = 2) constraints in cache, the memory bus, on the network, or from
and beyond p = 3). Table | lists the codes we analyzethe storage devices dictate performance. Beyond this, most
Checkmarks indicate which codes are included in two- amdads in erasure-coded storage systems read data elements
three-disk fault tolerant analysis. Pointers to the appropriat&ectly and so require no computation to decode.
sections of this paper and to the original description of the codeTo provide a sense of the computational demands of the var-
are listed as well. Flat parity-check array code constructioimus codes being analyzed, we counted the minimum number
depend on some prime number or other constant. When wfedistinct mathematical operations that must be performed to
analyze such codes for a givén we select the most space-encode an entire stripe. For a givénboth the computational
efficient construction that is large enough to stdredata cost of MDS and nonmDS codes both increase linearly with
elements. l.e., we use the smallest prime number or othieland are within a small constant factor of one another. In

V. ANALYSIS
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practice, the nomaDs codes are likely to be computationally 3 rwEe—e ' '

MDS +
faster to encode (or decode) for two main reasons: one, many o Stepcomb X
of the XOR computations are common across parity elements 25 ° Chain O 1
and soXxoR-Schedulingcan be used [55]; two, the actual " a2 °. A
mathematical operations performed while encodingvars 2 +%IDIEDEQEDDDEEDDDDDDDDDDDD‘

X ] ° [ ]
+7 " xxlm Wgreg OC%eg

code are heavier weight than the simpler performed in . C0e
X ]
ST Do T

the nonmMDs codes [30], [56], [57]. In summary, there are

orage overhead

. . I *

moderate differences between computational costs among the T Tty XXR& XRXRELR$ZE

. . = R R RSN
codes we are analyzing, but we do not believe these costss 1| 1
affect the decision of which codes to employ in a given storage ©
system. 05 | A
B. Relative storage overhead 0 t t t t t

0 5 10 15 20 25 30
Figure 11 and Figure 12 show the relative storage overhead k

for two- and three-disk fault-tolerant codes respectively. The
y axis on each graph goes up to the relative storage overhead
of d-fold replication. A key property of1Ds codes is optimal
storage overhead. Alsincreases, the relative storage overhead

Fig. 11. Relative storage overhead fér= 3.

of MDs codes decreases monotonically. A ‘ ‘ MD5
The Chain code construction has a fixed relative storage 35| Siocoms %
overhead of 2. This is because it is constructed with= k. STAR m
l.e., the Chain code has the same relative storage overhead ag  °[ *™ I
two-fold replication, but can achieve either two- or three-disk g 5L 4+ m .. A
fault tolerance (depending on the construction). ° * m "a
As the stripe widens i increases), the relative storage § °[ +%%;DDDDE'HQEEDDDDQEEEDDDDD‘
overhead of all the other flatorR-code constructions reduces. é 15 ++ffxx§§x**x*"'l auLLTY
The Stepped Combination construction provides the best rela-§ **++++++ffff¥%%%%%fff
tive storage overhead. We believe the Stepped Combination tr |
construction uses the minimal number of parity elements 05 | i
possible to achieve the desired fault tolerance using only
simple XOR operations upon data elements to produce parity ° 5 10 15 2 - .
elements. Ifk gets large enough, then a construction like k
the Stepped Combination code exhibits storage overhead like . _
LDPC codes [14]. Atk = 30, the three-disk fault tolerant Fig. 12 Relative storage overhead fér= 4.

StepComb code has 12.4% more storage overhead than the
MDS code, and the four-disk fault tolerant StepComb has
11.8% more.

The storage overhead of the flattened parity-check arr. updat_ed. An average is reported. because for )ﬂ.aR_
es, different data elements have different small write costs.

codes and combination codes do not decrease monotonic Y- e 13 and Fi 14 sh h I wri f
This is because we plot the most space-efficient constructio ure 15 and Figure 12 S ow the average small write cost for
o- and three-disk fault-tolerant codes respectively.

for each of these specific code constructions that can gtord"

data elements. As with relative storage overheasips codes are optimal
in this property: exactlyl — 1 parity elements must be updated
C. Small write cost whenever a data element is updated. Many of the Xtak-

Two key performance metrics of erasure-coded storage ﬁ%jis ?reh also optimdal: HDComb, Chaind, SPC,hgnd XCQDEl'
small write costs and strip write costs [44]. A small write jach of thesecor-codes was constructed to achieve optima

a write that updates a single data element and all necess4gate (iomplekmn;I and so this resultd Is not S:ernsmg. ror
parity elements. A strip write is a write that updates S°'M€ Values ok, the remaining<or-codes are also optimal:

column of (data) elements and all necessary parity eIementsﬁtﬁpcomb' RDP, and Star.

traditional parity-check array codes, these performance metricgor values oft that the StepComb construction is identical

are different. For flakoRr-based codes andbps codes, these to the HDComb construction, it achieves optimal small write

performance metrics are identical because each strip consigists. Over the range df values analyzed, three-disk fault

of a single element. tolerant StepComb is always less than 50% worse than opti-
To calculate the small write cost, we count the numbenal. Whereas four-disk fault tolerant StepComb is always less

of parity elements that each data element must update ifthan 17% worse than optimal.
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parity-check array code constructions also offer quite short
recovery equations also due to the storage overhead cost.

We use the RE Algorithm to analyze all the flabr-codes For most of the codes, the minimum, average, and maximum
to find all of the recovery equations for each element. We theize of shortest recovery equations across all data elements are
calculate the average size of the smallest recovery equatitiie same. For the combination codes, different data elements
We are interested in the size of the smallest recovery equatitvase different shortest recovery equations and so we use error
because they indicate the potential for choosing a recovérars to indicate the size of the minimum and maximum values
equation over a small read, and are the best-case for how mafiyhe shortest recovery equation acrosskatiiata elements.
disk's of data must be read to recover a failed disk. To plhe inverse relationship between storage overhead and shortest
this in context, consider replication: each elementsifold recovery equation size continues with the combination codes
replication hasc — 1 recovery equations of size one. l.e., onéalling betweenmMbs codes and the other flator-codes,
disk’s worth of data needs to be read to recover a failed disknd with HDComb codes having shorter average recovery
Replication has the smallest recovery equations of any codeguations than StepComb codes.

Figure 15 and Figure 16 show the results for two- and three-All of these results are based on exactly one element being
disk fault tolerant codes respectively. The shortest recovenaccessible—if multiple elements are inaccessible, then the
equation formps codes increases linearly with since & average shortest recovery equation size will likely increase
elements are required to recover any element. The Chain cdaeflat XOrR-codes.
has the shortest recovery equationsdof 1 since all parity
elements are connected to exacily- 1 data elements, and E- Recovery read load
vice versa. Of course, this is only possible due to the storageThe recovery read load is the amount of data relative to
overhead incurred by the Chain code construction. The f entire disk’s worth of data, that an available disk must

D. Recovery equation size
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Fig. 17. Average recovery read load fdr= 3.

k

Fig. 18. Average recovery read load fér= 4.

read to recover a failed disk within the stripe. The smallgroduce simultaneous and rotated recovery schedules for many
this value is, the quicker recovery can complete, or the legbthe codes we analyze in this section. The rotated schedules
impact recovery has on foreground workload, or a combinatisre have produced thus far have matched the analysis in this
of both. Figure 17 and Figure 18 shows the results for twsection. The simultaneous schedules we have produced thus far
and three-disk fault tolerant codes respectively. This analysidiave yielded two distinct recovery equations (or the equivalent
again based on a single disk failure. Beyond this, these resdithedule) for all the flatxor-codes. Because our current
assume that code rotation perfectly distributes the recovegorithms are computationally intensive, we are still working
read load across available devices (i.e., that the recoveryproducing complete recovery schedules for all of the codes
schedule takes full advantage of the average smallest recoverystripes withk up to 30.
equation).
As k increasesMDS codes approach the case of each Fault tolerance
available disk having to be read in its entirety to recover Flat xor-codes offer fault tolerance at and beyond the
a single failed disk. The flaikor-codes exhibit radically Hamming distance. By this, we mean that a two-disk fault
different behavior! Storage overhead has a compound affeciierant code may be able to tolera@metriple-disk failures
it creates the opportunity for small recovery equati@ml (but not all). MDS codes do not tolerate any failures at or
allows the recovery read load to be spread over more diskeyond the Hamming distance. This is because such codes
The end result is that Chain codes approach the case of eagh optimally space-efficient. The storage overhead of non-
available disk within a stripe having to read a nominal amoumtps codes is what makes fault tolerance at and beyond the
of data to recover a single failed disk. The flat parity-cheddamming distance possible
array codes exhibit the same trend, though in a less pronounceHigure 19 and Figure 20 show the fault tolerance, at the
manner. Hamming distance, for two- and three-disk fault tolerant codes
The combination codes are again in betweernMbs codes respectively. We plot the fraction of failures at the Hamming
and the other flatxor-codes. At two-disk fault tolerance, distance that lead to data loss. Notice that the y axes of these
HDComb codes range from 18% to 40% and StepComb codgraphs are logarithmic and so these graphs are somewhat like
range from 30% to 50% of a disk's worth of data beinthe “nines” graphs used to illustrate availability. Results for the
read by each available disk. At three-disk fault tolerance, tfiat parity-check array codes are only plotted for constructions
combination codes range from 25% to 50% along this metrighat are not shortened (i.e., for the largest possible value of
Consider each available disk having to read 25% of a dislgésen the prime used to construct the code).
worth of data to recover an element. If recovery read disk The fault tolerance at the Hamming distance is inversely
bandwidth is the bottleneck for recovering the failed disk, therorrelated with the storage overhead: the more storage over-
the failed disk can be recoverddk faster. Alternately, for a head of the code construction, the fewer faults at the Hamming
given recovery time objective, the recovery workload can lifistance that lead to data loss. In particular, the Chain code,
reduced by this same factor. with the highest storage overhead, offers the most fault toler-
Note that ford-fold replication ¢ = 1) each available ance at the Hamming distance.
device must read/(d — 1) of a disk’s worth of data. For We do not include fault tolerance beyond the Hamming
three-fold replication, this is 0.5 and for four-fold replicationdistance in our analysis because additional fault tolerance
this is 0.33. at the Hamming distance has the largest affect on overall
We have used the RRS Algorithm and SRS Algorithm teeliability. Translating fault tolerance of codes into reliability is
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Compare two-disk fault tolerant StepCombmos: an 18%
additional storage overhead and a 17% small write overhead
provides recovery equations that are on average 43% the size,
a 64% reduction in per-disk read load during recovery, and the
ability to tolerate 96.2% of all triple-disk failures. A slightly
larger storage overhead allows the HDComb code to achieve
optimal small write costs, even shorter recovery equations,
further reduced read load during recovery, and slightly better
fault tolerance. The Chain code takes this tradeoff to the

o limit: for the storage overhead of two-fold replication, the
0 Chain code achieves optimal small write costs, and other
0001 . fantastic properties. Compared to th®s code, the Chain
code decreases recovery equation size 87%, per-disk read load
93%, and tolerates 99.6% of all triple-disk failures.

The comparison of these codesiat 4 demonstrate similar
k tradeoffs. Though the HDComb and StepComb constructions
for this specific value of are identical.

The replication results for read load and failure are some-
what misleading because of the smaller stripe width. Consider

parity declustering [7] is used with replication to take
dvantage of 30 disks, the number of disks that the Chain code
uses wherk = 15. The read load for both two- and three-disk
fault tolerant replication is then 0.034, even less than for the
Chain code. Again considering 30 disks, it is possible to setup
overhead, small write, or both relative taps codes. By (?LO distinct _three-f(())ld replication_ stripes. Sl_Jch a layout onl_y
incurring this cost, flakor-codes are able to achieve shortelo.se.S data in 0.15% of th? possible three disk fallur.es. Again,
recovery equations, reduced recovery read load, and incre trhés is better than the Chain code. Note how the replica layouts
' ' af%rqhese two 30-disk comparisons differ: replication does not

achieve both properties simultaneously like Chain code does.

Fraction of quadruple-disk failures that lead to data loss
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0

Fig. 20. Fraction of quadruple-disk failures that lead tcadass.

beyond the scope of this paper (though there is prior work [Zé
[29], [11]).

G. Results summary
At a high level, flatxor-codes pay some cost in storag

fault tolerance at the Hamming distance. Table Il summarizes
our analysis for specific codes with = 15: MDS codes,
StepComb, HDComb, and Chain codes. We also include
Replication (Rep) on a distinct line frombDs in the table.
For Replication, we usé& = 1 which is a much smaller As the scale of storage systems increases, two- and three-
stripe than for the other codes. This set of codes illustratdisk fault tolerant protection, or more, is needed. There is
the various tradeoffs possible betwemms codes and flat a pronounced gap between the cost-benefit propositions of
XOR-codes. We believe that the properties demonstrated tgplication and othembDs codes such aRAID 6 in multi-

the StepComb, HDComb, and Chain constructions delinealisk fault tolerant systems. In such systems, RairR-codes

the possible tradeoff space for flabr-codes. I.e., we believe offer cost-benefit tradeoffs that cover a large portion of the
that there exists other flator-codes we did not analyze, andgap between replication and othebs codes.

which no one may yet know how to construct, that achieve In this paper, we described a number of two- and three-disk
tradeoff points between these three code constructions. fault tolerant nonmbds flat Xxor-code constructions: Chain

VI. CONCLUSIONS
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codes, flattened parity-check array codes, Stepped Combiral D. Li and J. Wang, “EERAID: Energy Efficient Redundant and Inexpen-
tion codes, and HD-Combination codes. Chain codes are based sive Disk array,” inEW11: Proceedings of the 11th workshop on ACM

on previously known constructions, and flattening is a tech[—9

nigue that applies to previously known codes. The combination
codes are novel constructions. We expect additionalkitat-
code constructions will be discovered that fill in more of thE¥l
tradeoff space between replication and others codes.

We introduced recovery equations, recovery schedules dhty
algorithms to determine such equations and schedules fortﬁlaﬁ
XOR-codes. We expect that the initial algorithms we descri

e

can be improved significantly.
A key property of flatxor-codes is that they trade an in-[13]

creased storage overhead for shorter recovery equations w
can be leveraged to create efficient recovery schedules.

analyzed key storage properties of these flar-codes and

recovery equation, recovery read load, and fault tolerancel &t
the Hamming distance.

MDS codes achieve optimal storage overhead and smiafl
write costs. Recovery equations for such codes though in-
crease in size with stripe width. The Stepped Combination

code achieves minimal storage overhead for aXtak-code

(18]

construction at a given fault tolerance. Whereas, the HD-

Combination code achieves minimal storage overhead

[19]

optimal small write costs for a flator-code construction at a
given fault tolerance. The recovery read load is the fraction of
a disk’s worth of data each available disk in a stripe must rekd!
to recover a single failed disk. Combination codes, depending
on stripe width and fault tolerance, have a recovery re&tll
load of between 0.2 and 0.5. These values are competitive
with replication and much better than othems codes. [27
Chain codes provide optimal small write costs and optimal

shortest recovery equation size, but require storage overr:)%%ij

equivalent to two-fold replication. This storage overhead ¢

enables Chain codes to achieve a recovery read load that

decreases with stripe width and so is better than replicati@dl
and significantly better than othemds codes.

(1]

(2]

(3]

(4]

(5]
(6]

(7]

[25]
REFERENCES

M. Baker, M. A. Shah, D. S. H. Rosenthal, M. Roussopoulos, P. Man[-ze]
atis, T. Giuli, and P. Bungale, “A fresh look at the reliability of long-term
digital storage,” inEuroSys-2006: 1st EuroSys Conferenc&CM, April 27]
2006, pp. 221-234.

B. Schroeder and G. A. Gibson, “Disk failures in the real world: What
does an MTTF of 1,000,000 hours mean to you?"FRST-2007: 5th
USENIX Conference on File and Storage TechnologiesSUSENIX 28]
Association, 2007, pp. 1-16.

E. Pinheiro, W.-D. Weber, and L. A. Barroso, “Failure trends in a large
disk drive population,” inFAST-2007: 5th USENIX Conference on Filel29]
and Storage Technologies USENIX Association, 2007.

L. N. Bairavasundaram, G. R. Goodson, S. Pasupathy, and J. Schindler,
“An analysis of latent sector errors in disk drivesSIGMETRICS [30]
Perform. Eval. Rey.vol. 35, no. 1, pp. 289-300, 2007.

J. Elerath, “Hard-disk drives: The good, the bad, and the ugi{¢M
Queue 2009.

J. Menon and D. Mattson, “Distributed sparing in disk arrays,CiaM-
PCON '92: Proceedings of the thirty-seventh international conferend@2]
on COMPCON |EEE Computer Society Press, 1992, pp. 410-421.

M. Holland and G. Gibson, “Parity declustering for continuous operatiof83]
in redundant disk arrays,” ifrchitectural Support for Programming
Languages and Operating Systeri992, pp. 23-25.

[31]

8

MDs codes: storage overhead, small write cost, size of shortgsl

SIGOPS European workshodNew York, NY, USA: ACM, 2004, p. 29.

] C. Weddle, M. Oldham, J. Qian, A.-I. A. Wang, P. Reiher, and G. Kuen-

ning, “PARAID: A gear-shifting power-aware RAID,Trans. Storage
vol. 3, no. 3, p. 13, 2007.

J. Wang, H. Zhu, and D. Li, “e-RAID: Conserving energy in conven-
tional disk-based RAID system,” itEEE Transactions on Computers
2008.

K. Greenan, “Reliability and power-efficiency in erasure-coded storage
systems,” UC Santa Cruz, Tech. Rep. UCSC-SSRC-09-08, 2009.

S. Ghemawat, H. Gobioff, and S.-T. Leung, “The Google File System,”
in SOSP '03: Proceedings of the 19th ACM Symposium on Operating
Systems Principles”October 2003, pp. 29-43.

The Apache Software Foundation, “Hadoop File System (HDFS)),” http:
/Ihadoop.apache.org/hdfs/.

M. G. Luby, M. Mitzenmacher, M. A. Shokrollahi, D. A. Spielman,
and V. Stemann, “Practical loss-resilient codes,SIROC-1997 ACM
Press, 1997, pp. 150-159.

R. G. GallagerLow density parity-check codesMIT Press, 1963.

J. W. Byers, M. Luby, M. Mitzenmacher, and A. Rege, “A digital
fountain approach to reliable distribution of bulk data,” ShGCOMM

'98. ACM, 1998, pp. 56-67.

“IEEE standard for local and metropolitan area networks part 3: Car-
rier sense multiple access with collision detection (CSMA/CD) access
method and physical layer specifications - section olisEE Std 802.3-
2008 (Revision of IEEE Std 802.3-200pp. c1-597, 2008.

“IEEE standard for local and metropolitan area networks part 16: Air
interface for broadband wireless access systetBEE Std 802.16-2009
(Revision of IEEE Std 802.16-2004)p. C1-2004, 2009.

A. Wilner, “Multiple drive failure tolerant RAID system,” United States
Trademark and Patent Office, December 2001, patent number 6,327,627
B1.

J. L. Hafner, “WEAVER Codes: Highly fault tolerant erasure codes for
storage systems,” IBAST-2005 USENIX Association, December 2005,
pp. 212-224.

——, “HoVer erasure codes for disk arrays,”SN-2006: The Interna-
tional Conference on Dependable Systems and Networl&EE, June
2006, pp. 217-226.

A. Amer, J.-F. Paris, and T. Schwarz, “Outshining mirrors: MTTDL of
fixed-order spiral layouts,” ilstorage Network Architecture and Parallel
1/0s, 2007. SNAPI.International Workshop, @ept. 2007, pp. 11-16.
J.-F. Paris, T. J. E. Schwarz, and D. D. E. Long, “Self-adaptive two-
dimensional raid arrays,” iimternational Performance, Computing, and
Communications Conference (IPCCCIEEE, April 2007, pp. 246-253.

J. S. Plank and M. G. Thomason, “A practical analysis of low-density
parity-check erasure codes for wide-area storage applicationBShr
2004 IEEE, June 2004, pp. 115-124.

J. S. Plank, A. L. Buchsbaum, R. L. Collins, and M. G. Thomason,
“Small parity-check erasure codes - exploration and observations,” in
DSN-2005 IEEE, July 2005.

J. L. Hafner and K. Rao, “Notes on reliability models for non-MDS
erasure codes,” IBM, Tech. Rep. RJ-10391, October 2006.

M. Woitaszek and H. M. Tufo, “Tornado codes for MAID archival
storage,” in 24th |IEEE Conference on Mass Storage Systems and
Technologies2007, pp. 221-226.

J. J. Wylie and R. Swaminathan, “Determining fault tolerance of XOR-
based erasure codes efficiently,” DSN-2007 |EEE, June 2007, pp.
206-215.

K. M. Greenan, E. L. Miller, and J. J. Wylie, “Reliability of flat XOR-
based erasure codes on heterogeneous deviceBSk-2008 |EEE,
June 2008.

I. S. Reed and G. Solomon, “Polynomial codes over certain finite fields,”
Journal of the Society for Industrial and Applied Mathematiesl. 8,

no. 2, pp. 300-304, 1960.

J. S. Plank, “The RAID-6 Liberation codes,” FAST-2008: 6th Usenix
Conference on File and Storage Technologiésbruary 2008.

——, “The RAID-6 Liber8Tion code,’International Journal of High
Performance Computing Applicatiangol. 23, no. 3, pp. 242-251, 2009.
C.-l. Park, “Efficient placement of parity and data to tolerate two disk
failures in disk array systemdEEE Trans. Parallel Distrib. Systvol. 6,

no. 11, pp. 1177-1184, 1995.



[34]

[35]

[36]

[37]

(38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

(53]

[54]

[55]

[56]

Published in proceedings of The 26th IEEE Symposium on Massive Storage Systems
and Technologies (MSST2010): Research Track, May 6-7, 2010, Nevada, USA

M. Blaum, J. Brady, J. Bruck, and J. Menon, “EVENODD: Atigént [57] J. S. Plank and L. Xu, “Optimizing Cauchy Reed-Solomon codes for
scheme for tolerating double disk failures in RAID architecturédSEE fault-tolerant network storage applications,” MCA-2006: 5th IEEE
Trans. Comput.vol. 44, no. 2, pp. 192-202, 1995. International Symposium on Network Computing Application&EE,

M. Blaum, J. Bruck, and A. Vardy, “MDS array codes with independent July 2006, pp. 173-180.

parity symbols,”Information Theory, |IEEE Transactions omol. 42,

no. 2, pp. 529-542, Mar 1996. APPENDIXI

P. Corbett, B. English, A. Goel, T. Grcanac, S. Kleiman, J. Leong, and CORRECTNESS SKETCHES FOROMBINATION CODES

S. Sankar, “Row-diagonal parity for double disk failure correction,” in .

FAST-2004: 3rd USENIX Conference on File and Storage Technologies BElow we outline correctness sketches for the two- and
USENIX Association, March 2004, pp. 1-14. three-disk fault tolerant Stepped Combination code construc-

L. Xu and J. Bruck, “X-Code: MDS array codes with optimal encoding,}; ; _
IEEE Transactions on Information Theomyol. 45, no. 1, pp. 272-276, tions. .Th‘?se sketches aIso_appIy to the CorreSpondlng HD
1999. Combination code constructions.

C. Huang and L. Xu, “Star: an efficient coding scheme for correctin : : _ : :
triple storage node failures,” IRAST'05: Proceedings of the 4th confer-g\' Stepped Combination Hamming distance 3

ence on File and Storage TechnologieBerkeley, CA, USA: USENIX  Consider the following three scenarios of disk failures: (1)
Association, 2005, pp. 15-15. . . . . . . .

C. Jin, H. Jiang, D. Feng, and L. Tian, “P-Code: a new RAID-6 WO parity disks fail. In this case, since no data disks fail, all
code with optimal properties,” ilCS '09: Proceedings of the 23rd parity disks can be easily recovered. (2) One data disk fails
International Conference on SupercomputingNew York, NY, USA:  and one parity disk fails. Since every data disk is connected to
ACM, 2009, pp. 360-369. at least two parity disks, there exists a working parity disk that

M. Schwartz and A. Vardy, “On the stopping distance and the stopping . . .
redundancy of codesJEEE Trans. on Inf. Theoryvol. 52, no. 3, pp. 1S connected to the failed data disk. Therefore, the failed data

922-932, 2006. . _ _ ~disk can be recovered, and then so can the failed parity disk.
H.-I. Hsiao and D. DeWitt, “Chained Declustering: A new avallab|||ty(3) Two data disks fail. Since no two data disks are connected
strategy for multiprocessor database machinesPioceedings of 6th . . . . .

International Data Engineering Conferenc&990, pp. 456—465. to the same set of parity disks, there exists a parity disk that

A. Amer, J.-F. Paris, D. Long, and T. Schwarz, “Progressive parity-baségl connected to exactly one of the failed disks. Therefore, that

hardening of data stores,” irerformance, Computing and Communica-~;
tions Conference, 2008. IPCCC 2008. IEEE Internatioriaéc. 2008, disk can be recovered, and then so can the other one.

pp. 34-42. This construction is storage-efficient optimal in the sense
C. Huang, M. Chen, and J. Li, “Pyramid codes: Flexible schemes to tratleat it achieves the maximum value bf The reason is that
space for access efficiency in reliable data storage systemiNgtimork P order to recover two disk failures, all data disks have to be

i
Computing and Applications, 2007. NCA 2007. Sixth IEEE International . . .
Symgosiu?n Qme;,pzomy pp. 79-86. connected to at least two parity disks and each data disk must

J. L. Hafner, V. Deenadhayalan, T. Kanungo, and K. Rao, “Performantye connected to a a unique combination of parity disks. The
metrics Jor grasure codes in stofage systems,” IBM, Tech. Rep. Rghove construction includes all such possible connections.

D. A. Patterson, G. Gibson, and R. H. Katz, “A case for RedundaB. Stepped Combination - Hamming distance 4
Arrays of Inexpensive Disks (RAID),” iiRCM SIGMOD International . . . . .
Conference on Management of Datune 1988, pp. 109-116. Again, we consider all the disk failure scenarios: (1) Three

W. A. Burkhard and J. Menon, “Disk array storage system reliability,parity disks fail. Since no data disks fail, all parity disks can

in Symposium on Fault-Tolerant Computind993, pp. 432-441. ; ; ; ;
[Online]. Available: citeseer.ist.psu.edu/burkhard93disk.html be eaS|Iy recovered. (2) Two parity disks and one data disk

J. F. Elerath and M. Pecht, “Enhanced reliability modeling of raid storad@il- Since every data disk is connected to at least three parity
systems,” inDSN-2007  [EEE, June 2007, pp. 175-184. disks, there exists a working parity disk that is connected to

K. Rao, J. L. Hafner, and R. A. Golding, “Reliability for networked stor- ; ; ;
age nodes,” iDSN-2006: The International Conference on Dependablttehe failed data disk. Therefore, that data disk can be recovered,

Systems and Networks|EEE, June 2006, pp. 237—248. a_nd then so can the tWO.fa“_ed parity disks. (3) On_e pa_lrity
J. S. Plank, “Erasure codes for storage applications,” Tutorial slidedisk and two data disks fail. Since the two sets of parity disks

presented_aFAST—2005: 4th Usenix Conference on File and Storageonnected to any two data disks differ by at least two parity
TechnologiesDecember 2005. . . . . . .
P. Elias, “Error free coding,JRE Trans. Inform. Theorwol. IT-44, pp.  disks, there exists a working parity disk that is connected to

29-37, Sept. 1954. exactly one of the failed data disk. Therefore, that data disk

G. A. Gibson, L. Hellerstein, R. M. Karp, and D. A. Patterson, “Failurg.any he recovered, and then so can the other failed data disk
correction techniques for large disk arrays,’/ABPLOS-III: Proceedings

of the Third International Conference on Architectural Support fo@nd the failec_i parity disk. (4) Three data disks fail. Since al_l
Programming Languages and Operating SystetNew York, NY, USA:  three data disks are connected to an odd number of parity

ACM, 1989, pp. 123-132. i i iy di i
3. L. Hamer, V. Deenadhayalan, K. Rao, and J. A. Tomiin, “MatrideSkS’ there eX|st§ a parity disk that is connected to_ exactly
methods for lost data reconstruction in erasure codespABT-2005 an odd number (i.e., one or three) of these three failed data

USENIX Association, December 2005, pp. 183-196. disks. We further consider two cases: (4.1) Suppose no parity

C. Fragouli, J.-Y. Le Boudec, and J. Widmer, “Network coding: Arjjsks are connected to exactly one failed data disk. Then there
instant primer,”"SIGCOMM Comput. Commun. Rewol. 36, no. 1, pp. y )

63-68, 2006. exists a parity disk that is connected to all three failed data
A. Dimakis, V. Prabhakaran, and K. Ramchandran, “Decentralizedisks, and there exists another parity disk that is connected to
erasure codes for distributed networked storadgfdrmation Theory, exactly two of the three failed data disks (but not to the third
IEEE Transactions gnvol. 52, no. 6, pp. 2809-2816, June 2006. hi he third d disk be fi d
J. Luo, L. Xu, and J. S. Plank, “An efficient XOR-Scheduling algorithmone)' In this case, the thir ata disk can be first recovf"re ’
for erasure codes encoding,”SN-2009: The International Conferenceand then so can the other two. (4.2) Suppose there exists a
ggogepe”dab'e Systems and Networkkisbon, Portugal: IEEE, June parity disk that is connected to exactly one of the failed data
K. Greenan, E. L. Miller, and T. Schwarz, “Optimizing Galois FielddiSks. In this case, that data disk can be recovered first, and

arithmetic for diverse processor architectures,” September 2008.  then so can the other two.





