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Distributedsystemsthat spanlargegeographicdistancesor managelargenumbersof
objectsarealreadycommonplace.In suchsystems,programmingapplicationswith

evenmodestreliability requirementsto run correctlyandef®cientlyis a dif®culttask
dueto asynchronyandthepossibilityofcomplexfailurescenarios.In this paper, we
describethearchitectureof the �������
	
� communicationsubsystemthat constitutes

themicrokernelof a layeredapproachto reliablecomputingin large-scaledistributed
systems.�����
��	
� is designedto behighly portableandimplementsa verysmall

numberofabstractionsandprimitivesthat shouldbesuf®cientfor building a variety
of interestinghigher-levelparadigms.

1 Introduction

Traditionally , global networks such as the Internet have been thought of ex-
actly as that Ð networks. With recent gains in bandwidth and connectivity,
these networks increasingly resemble the communication infrastructur es of
large-scaledistributed systems. As such, it is tempting to deploy distributed
reliable applications on them that permit higher levels of cooperation between
geographically-distant sites than the traditional electronic mail exchangesor
®letransfers.

The principal impediment to exploiting the potential of large-scale dis-
tributed systems is the possibility of failur es. In a system that spans large
geographic distances, failur es may result in complex scenarios with respect
to communication patterns and network partitions. Furthermor e, transient
failur esand unpredictable communication and computation delays make rea-
soning based on time and timeouts impractical. Developing and reasoning
about applications to be deployed in wide-area distributed systemswould be
an extremely dif ®cult task if all of the above complexities had to beconfronted
directly.

Over the last decade,processgroups and group-basedcommunication have
emerged asappropriate technologies for reliable computing in traditional dis-
tributed systems[5]. Processgroups were initially intr oduced by the V Kernel
as a convenient structuring and naming mechanism [11]. Subsequently, the
paradigm has been extended by the inclusion of multicast communication
primitives with powerful consistency guaranteeseven in the presenceof fail-
ures [7, 17, 1, 16]. Experiencewith thesesystemshas con®rmed the adequacy
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of processgroups in greatly simplifying the construction of reliable distributed
applications [6].

In this paper we examine the problem of designing communication infras-
tructur esthat enablereliablecomputing in distributed systemswith dimensions
considerably larger than previously considered. We believe that the process
group approach remains a valid paradigm even in such large-scaledistributed
systems. To investigate this claim, we have implemented �������
	
� , a system
explicitly designed to support group-based communication over wide-area
networks. The systemis basedon off-the-shelf technologies for both communi-
cation (Internet UDP service) and computation ( ������� boxes). We describe the
architecture of �����
��	
� , the design issues we faced, and why we believe the
system should scaleef®ciently to very large dimensions.

�����
��	
� can be considered the microkernel of a layered architecture for the
full suite of group mechanisms [4].1 It implements a very small set of primi-
tives that allow user applications to join, leave and multicast messageswithin
groups. The consistencyguaranteesprovided by �����
��	
� are basedon the no-
tion of viewsynchrony[22, 21].2 Informally , view synchrony cleanly transforms
failur esinto group membership changesand provides global guaranteesabout
the messagesthat have been delivered by a group as a function of changes
to the group's composition. Higher -level services and abstractions, such as
total-or der and causal-ordered messagedelivery, uniformity , and atomic trans-
actions, can be easily built on top of �������
	
� [20]. Being able to reasoneven
with just view synchrony should greatly simplify application development.
For example, in [3] BabaoÆglu et al. describe how an interface very similar to

�����
��	
� can be used to manage replicated ®les in a large-scalesystem with
one-copy serializability semantics.

A number of other systems have goals similar to those of �����
��	
� . His-
torically , the Isis system [7] has been one of the most in¯uential sources for
ideas in applying group-based technology to reliable distributed computing.
Our microkernel approach for structuring group mechanisms is shared by the
more recent incarnation of Isis asHorus [19]. Thesesystems,however, are still
oriented towar ds local-areanetwork environments and do not deal adequately
with large scale. Transis [1] and Newtop [14] are perhaps the systemsthat are
closest to �������
	
� with respect to large scale. Both systems, like �������
	
� , are
ableto deal with network partitions and mergers. Starting from asystemmodel
that is quite similar to �������
	
� , Newtop guaranteestotal-or der messagedeliv-
ery within a highly-¯exible group architecture. The Transis system model is
composedof broadcastdomainsrepresenting local-areanetworks that are in turn
interconnected through point-to-point links. Our system model, on the other
hand, is motivated by applications that result in uniformly distributed groups
spanning large geographic distances. Thus the architecture of �����
��	
� does
not distinguish local-area segments, but rather, treats the system uniformly
as a network of point-to-point links. Furthermor e, �������
	
� and Transis dif fer
with respectto the multicast primitives that they implement. Whereas � �����
	
�

provides only view synchrony and leavesordering guaranteesto higher layers,
Transis offers the full suite of ordering semantics.

The next sections describe the assumptions made by �������
	
� about the
underlying communication layer, the semanticsof view synchrony in a large-
scalesystem,and the architecture of �����
��	
� in light of theseassumptions and
considerations. We conclude by describing the current stateof the system and

1 RELACScorrespondsto the corelayer of the architecture described in [4].
2 In [21], the abstraction is called virtual synchrony. We are reluctant to use this term since it is

loaded with other semantics,including causal-and total-order delivery that are associatedwith
the Isis system.
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outlining directions for futur e work.

2 The System Model

The system characteristicsand servicesthat �������
	
� builds upon are thosetyp-
ical of distributed systems. Abstractly, the system can be modeled as a collec-
tion of processesexecuting at potentially remote sites. Processescommunicate
through a messageexchangeservice provided by the network. Informally , the
consequencesof large scaleon the system are the following. The network is
not fully connected and is typically quite sparse. Both processesand com-
munication links may fail by crashing. Furthermor e, the network may allow
delivery of duplicate messagesand it provides no messagesequencingguaran-
tees. Given that the computing and communication resourcesmay be shared
by large numbers of processesand messages,the load on the system will be
highly variable and unpredictable. Thus, it is not possible to place bounds on
communication delays or relative speedsof processes.As such, the system is
adequately modeled asan asynchronous distributed system.

Asynchronous systemsplace fundamental limits on what can be achieved
by distributed computations in the presenceof failur es[15,5]. In particular , the
inability of some process� to communicate with another process � cannot be
attributed to its realcauseÐ � may havecrashed, � may beslow, communication
to � may have beendisconnected or it may be slow. From the point of view of

� , all of thesescenariosresult in process� being unreachable.
What further distinguishes communication in the presenceof failur es in

large-scaleasynchronous distributed systems are the resulting properties of
reachability. Formally, we can de®nereachability as follows: given two pro-
cesses� and � , let � be a binary relation such that �

��� if and only if � is
reachablefrom � in the sensethat if � were to senda messageto � , � would even-
tually receive it. Note that asde®ned,reachability is a non-stable predicate on
the evolving global state of the system. As such, in an asynchronous system,
the reachability relation cannever beknown accurately but canonly beapprox-
imated. The system service that is typically used for deriving approximations
of reachability is called a failure suspector[10, 9]. Informally , failur e suspec-
tors generate suspicions of failur es by relying on timeouts to detect missing
responsesto either application-generated messagesor forced messagesfrom
periodic ªpingsº. The resulting information can only be classi®edas suspi-
cions since timeouts in an asynchronous system can never be set perfectly.
Furthermor e, information that is obtained through communication can only
re¯ect some past state of the system due to messagedelays. By deriving it
dir ectly from suspicions (processesthat are suspectedaredeclared unreachable
while all others are reachable),we obtain approximations for reachability.

In anasynchronous system,no matter what mechanismis used,conclusions
regarding reachability derived by individual processescannever be totally ac-
curate and may bemutually inconsistent. Furthermor e, in a large-scalesystem,
communication delays could be comparable to inter-failur e times. This may
result in signi®cant periods during which symmetry and transitivity of the
reachability relation are not satis®eddue to inconsistencieseither among the
failur e suspectors or the network routing tables. Despite these possibilities,
we assume that the communication layer we are building upon satis®esthe
following properties for the reachability relation (the symbols � and � denote
the temporal operators ªalwaysº and ªeventuallyº, respectively):

� Eventual symmetry. If process � is reachable from process � and there
are no new failur es for a suf®ciently long time, then process � will be
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eventually reachablefrom process� :
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� Eventualtransitivity . If process� is reachablefrom process� , process� is
reachablefrom process � and there are no new failur es for a suf®ciently
long time, then process� will be eventually reachablefrom process� :
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�

�
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Achieving these properties requires two conditions. First, the failur e-free
communication structur e must be fully connected. Second,the failur e suspec-
tors must beconstructed suchthat if the interval between failur esis suf®ciently
long, then a processthat has not crashedand remains connectedshould even-
tually not be suspected.

Note that the aboveproperties do not exclude the possibility of networkpar-
titions [18]. It may be that the setof processesis partitioned into severaldisjoint
islands that aremutually unreachable.In addition to theseso-calledcleanparti-
tions, periods during which symmetry or transitivity are not satis®edmay lead
to more complex scenarioswith partitions that have non-empty intersections.
In �����
��	
� we are able to cope even with these casesas discussed in the next
section.

3 View Synchrony

The basicabstractionsof view synchrony are processgroups, viewsand messages.
A groupis a named setof processesthat canbe treatedasa single unit from the
outside. Processesmay join a group by naming it or may leave the group they
arecurrently in. Onceamember of the group, aprocessmay communicate with
the other group members through multicasts of messages. View synchrony
guaranteesthat the delivery of thesemessagesare totally ordered with respect
to changesin the group's membership.

At the level of �������
	
� , our design does not allow groups to overlap in
membership. As discussed in [4], this restriction is not limiting in that over-
lapping group structur esmay bepermitted by higher levels of the architecture
that do not require view synchrony. Given that a processis a member of at
most one group, we will omit the group name from our notation for simplicity .
Furthermor e, issuesrelated to the interaction between a group and processes
external to it are beyond the scopeof this paper [4].

3.1 Views and View Changes

At any given time, eachprocessin the group has its own perception of which
other known group members are reachable. For eachprocess� , this perceived
reachability set is called its view of the group, and denoted ��
 . Views are
assignedunique names such that they can be distinguished even if their com-
position is identical.3 View synchrony tracks relevant systemeventsand trans-
forms them into view changesthat are delivered to processesfor installation.
View changesare triggered by processcrashesand recoveries,communication
failur esand repairs, network partitions and mergers,or explicit requeststo join
or leave the group.

At eachprocess,the set of installed views forms a sequence,with the suc-
cessorview relation de®nedasfollows:
3 For notational simplicity , we use the view name also when referring to the setof its members.
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De®nition 3.1 View �

�

is calledthesuccessorof view �

�

, denoted�

���

�

�

, if and

only if thereexistssomeprocess� at which �

�

is installedimmediatelyafter �

�

. Let
�

�

denotethetransitiveclosureof this successorviewrelation.

The last view in this sequenceat process� is called � 's current view. Two
processes� and � may share the samecurrent view, which we denote as � 
���� .

One of the problems in asynchronous systems is that the reachability sets
perceived by individual processesmay bemutually inconsistent and inaccurate
with respect to the actual system state. View synchrony renders the reacha-
bility information encoded within views neverthelessuseful. In particular , it
guaranteesthat views installed at individual processes(i) have some relation
to the actual state of the system with respect to failur es, and (ii) are mutually
consistent. We can formalize theseideas through the following de®nition:

De®nition 3.2 View installation.
1. If no newfailuresoccurfor a suf®cientlylong time, thecurrent view ��
 of each

process� that hasnot crashedis suchthat
(a) �

�

�

� ��� � �

�

�
	 � 
 �

(b) �

�

���

�
��� � �

�

�

�

	 � 
 �

(c) �

��


	 � 
 � � �

�

� 
�� ��� ���

2. Foranypair of installedviews �

1 and �

2

�

� �

�

1
�

�

�

2
�	�

�

�

2
�

�

�

1
� ���

In other words, view synchrony guaranteesthat installed views are closed
under reachability and maximally shared. Furthermor e, views are installed

so as to preserve the partial order structur e de®ned by the
�

�

relation on the
global set of views. Note that the maximal sharing property of views would
be suf®cient to guarantee that partitions result in non-overlapping concurrent
views. The property, however, canonly beguaranteed only during suf®ciently
long periods without failur es. Thus, there may be transient periods where
the property does not hold, resulting in overlapping views. In �����
��	
� , view
installations are not performed as atomic actions since the resulting cost in a
large-scalesystem would be prohibitive. Thus, failur es that occur during the
view agreement phase may causea processto install a view that is dif ferent
from the one it initially agreed upon. The consequencesof this possibility are
discussedfurther below.

Another problem in large-scale distributed systems is the possibility of
network partitions. In terms of view synchrony, network partitions result in
concurrent views, which are views unrelated through

�

. As a simple example,
consider the scenariodepicted in Figure 1 where two processes� and � initially
belong to and share the view �

1

����

. Due to a partition, they becomemutually
unreachableand install two dif ferent successorviews �
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and �

3
�

.
More complex failur e scenarios,such as the one depicted in Figure 2, may

causea given view to partition into multiple concurrent views that overlap.
Initially , four processes� , � , � and




all belong to and share the sameview �

1.
Process� is partitioned from the rest,provoking a view change. The successor
view of �

1 for � is �

2 which includes only � . Theremaining processesagreeon a
new reachableset

�

���

�

�




� ,and processes� and



install this astheir new view �

3.
However , before having achanceto install this view itself, � is partitioned from
the others, resulting in � installing �

4, which includes only � , as the successor
view of �

1. According to their views, � and



believe � to be reachable,but � 's
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Figure 1. Partitioned processesinstall distinct views.

view indicates that � and



are not. The situation may seembothersome,in that
� appears to participate in two views simultaneously. But in fact, at any given
time, � has a unique current view; it simply appears in some other view ( �

3)
that it does not share. Furthermor e, Property 1(b) of view installation ensures
that overlapping concurrent views cannot persist, since there will always be
futur e views that exclude the overlapping elements. In the example, if � and




try to communicate with � , they will realize that � is in fact unreachableand
will trigger a new view changeto exclude it, leading to �

5.
Partition mergers result in view changes in which several processeswith

distinct current views all install a common successorview. In Figure 2, if
processes� and � , which were partitioned with current views �

4 and �

2, once
again become mutually reachable, they will both install view �

6 including
themselves. �������
	
� does not specify any special action when view mergers
occur. Appr opriate handling of these situations is application-speci®c and is
left to higher layers which may implement primitives such asstatetransfer [7].

3.2 MessageDelivery

In addition to managing views, �������
	
� implements a reliable multicast prim-
itive for communication among group members. Informally , reliable multicast
within a group ensuresthat the messageis receivedby all or none of the group
members. In de®ning the exactsemanticsof reliable multicast, we distinguish
betweenaprocessreceivingand deliveringamessage.Whereasthe ®rstprimitive
is provided by the underlying network transport services, delivery is imple-
mented by �����
��	
� by invoking an application-speci®ed handler routine. A
message� is said to bedelivered by process� during view �


 if �

 is the current

view at � when the handler is invoked with message� .
The real power of view synchrony is not in its individual components Ð

view changesand reliable multicasts Ð but in their integration. Informally ,
view synchrony permits a processto reasonglobally about the setof messages
other processeshave delivered based on local information maintained as the
sequenceof installed views. In particular , view synchrony guaranteesthat for
eachpath in the partial order of views, messagedeliveries are totally ordered
with respect to view changes. Thus, during the phase when some view �

is being terminated and the successorview �

�

is being established, processes
must agreenot only on the composition of �

�

but also on the set of messages
that need to be delivered during � .

Ultimately , the semantics of view synchrony should allow an application
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Figure 2. Failures during view agreement may result in overlapping concurrent views.

processto reachuseful conclusions regarding the setof messagesdelivered by
other processesduring a given view. As it turns out, formalizing the above
ideas in a manner that can be implemented leads to decisions about what the
agreed-upon setof messagesshould be,and to re®nementsof view membership
semantics.

One decision concerning the messageset agreement arisesdue to network
partitions. As illustrated in Scenario1 of Figure 3, suppose threeprocesses� ,

� , and � initially belong to and share the common view �

1. Process� becomes
partitioned from � and � , provoking aview change.Processes� and � construct a
new view �

3. To do so, they agreeboth on the new view andthe setof messages
that must be delivered during �

1. Thus, oncethey have installed �

3, they may
be sure of the messagesdelivered by eachother. In deciding upon the set of
messages,however, two semanticsare possible. Processes� and � may either
agreeon the set of messagesthat havealreadybeendelivered during �

1, or that
shouldbedelivered during �

1. The former semanticsallows � and � to know for
certain that they have delivered exactly the sameset of messages.Achieving
such a guarantee, however, requires additional communication (essentially,
the second phase of a 2-phasecommit protocol) during the agreement phase.
The latter semantics guaranteesonly that � and � will deliver the sameset of
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Figure 3. Scenarios that illustrate choices between possible messagedelivery seman-
tics.

messagesprovidedthat they survive the view change. In �������
	
� we currently
adopt this weaker semanticssince incurring the additional cost for eachview
changemay not be practical in a large-scalesystem.

A second issue arises from the fact that concurrent views may intersect
in arbitrary ways. As an example consider the second scenario presented in
Figure 3. As before, process� becomespartitioned from � and � , provoking a
view change. Process � does not realize that the partition has occurred, and
continues executing and delivering a set of messages

�

. Meanwhile, � and �

initiate a view change to exclude � and agree to deliver a set of messages�

while constructing �

2. Process� installs �

2 asthe successorto �

1. Yet another
partition between � and � causes� to abandon view �

2 and initiate a new view
change. While doing so, � and � becomemutually reachablewhile � remains
partitioned. Sowhen constructing �

3 together, � and � agreeto deliver a setof
messagesthat is the union of � (those known to � ) and

�

(those known to � ).
Process� , on the other hand, delivers the set of messages� and installs view

�

2 asthe successorto �

1.
The guarantees provided by view synchrony in this situation are unsatis-

factory for two reasons. First, process � is forced to deliver a set of messages
( � ) that are potentially from a process(e.g., � ) extraneousto its successorview

�

3. Second,process � can only know about the messageset � delivered by �

while � actually delivers more messages( ���

�

). In other words, a process
is constrained to reasonabout another processin its view having delivered at
leasta set of messagesas opposed to exactlythe set of messages.In particular ,
views �

2 and �

3 have � as a common member but they include other disjoint
members (� and � ). The common member acts as a bridge between the two
views and causesundesirable messagedeliveries with respect to the disjoint
members.

To handle this problem we impose the following restrictions on view evo-
lutions to de®nea membership semanticsthat is intermediate between weak-
and strong-partial [21]:

Property 3.1 Quasi strong-partial membership service.
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1. (Partitioning Rule:) If �

1, �

2 and �

3 arethreeviewssuchthat
�

�

1
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�	�
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�	�

�
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2 �

� �

3
�
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2 �

�

3
���
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�

3 �

�

2
���
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�

2 �

�

3
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2. (Merging Rule:) If �

1, �

2 and �

3 arethreeviewssuchthat
�

�

1
�

�

3
�	�

�

�

2
�

�

3
�	�

�

�

1 �

� �

2
�

�

then
�

�

1 �

�

2
��� ���

In other words, two concurrent views that result from the partitioning of
a common view may overlap only if one is a proper subset of the other; two
concurrent views that merge to form a single common view cannot intersect.

�����
��	
� guarantees these properties for view evolutions by not allowing un-
reachableprocessesto becomereachableduring view termination. The conse-
quenceof this restriction is a potential increasein the number of view changes.
The bene®t,on the other hand, is a stronger guarantee.

In light of these considerations, we can ®nally de®ne view synchronous
communication as implemented by � �����
	
� .

De®nition 3.3 View-synchronous communication. For eachmulticast message
� , if thereexistssomeprocess� that delivers� during view �

�

, thenfor all views �

�

suchthat �

� �

�

�

and �

	 �

�

, all processes� 	 �

�

�

�

�

that havenot crashedalso
deliver � . Furthermore, if a messageis delivered,it is deliveredin exactlyoneview
that must includethesendingprocessasa member.

Note that there is a subtle but important dif ference between the above
de®nition and the one given by Schiper and Ricciardi in [21]. The Schiper-
Ricciardi de®nition requires all processesin �

�

�

�

�

to deliver the sameset of
messagesthat were multicast in view �

�

. Our de®nition does not mention the
view in which the messagewas multicast. All we require is that if someprocess

� delivers message� in view �

�

, then all processesthat survive together with �

into the samenext view alsodeliver � . In our case,the messagemay have been
multicast in view �

�

or someearlierview sincethe notion of ªmulticasting in a
viewº as we have de®ned it, is with respectto the processlocal state (the last
view installed before issuing the multicast). The alternative de®nition is made
with respectto the global system state in which the multicast actually occurs.
Unfortunately , asynchrony between applications and the support layer makes
it impossible for a processto know in which (futur e) view its multicast request
will be serviced.

Finally, note that view synchrony as implemented in �����
��	
� guarantees
nothing about the relative order of messagesdelivered during a given view.
Applications that require ordering guaranteessuch asuniform [20], causal [8]
or total [13] will have to rely on layers built on top of �������
	
� .

4 The Application Interface

Applications that require �������
	
� servicesinvoke them through a small set of
library functions. The proposed interface is an attempt to maximize ¯exibility
while minimizing complexity. The following is an informal description of the

�����
��	
� application programming interface.
v init() global system initialization and data structur e allocation.
v join(g name, <handlers>) join the group identi®ed through the

string g name. Attempts to join multiple groups or the same group more
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than once generate an error. If the group to be joined does not exist or has
no members in the current partition, it will be created. For groups represent-
ing a unique global service, ensuring that a single instance is created despite
partitions, requiresthat the application consult a global naming service in con-
structing the (globally unique) group name. Upon partition mergers,processes
belonging to groups with matching names will be automatically joined. The
call includes optional parametersfor associatingapplication-speci®edhandlers
with view change, messagedelivery and state transfer events. Each handler
invocation is indivisible with respectto others in the sensethat futur e events
do not preempt an active handler. Thus, handler executions are serialized as
de®nedby view synchrony semantics.

v leave(type) leavethe group. Sincea processcanbelong to at most one
group, the group name is implicit. The parameter type selectsif the leave is to
beimmediateor delayed. In the former case,the call returns immediately and the
leave is treatedas if the processcrashed. In the latter case,the call returns only
after a new view has been established in which the exiting processis marked
assuch. Thus, the exiting processhas the sameview synchrony guaranteesas
those remaining in the view.

v cast(msg) multicast message msg to the current group with view-
synchronous semantics.

v msend(dest list, msg) multisend messagemsg to the list of pro-
cessesin dest list . The call is equivalent to a sequenceof point-to-point
sendoperations, one for eachdestination, with best-effort delivery guarantees.
Receptionis performed through the samemessagedelivery handler mechanism
asmulticasts. The destination processaddressescan be extracted from the in-
formation contained in the view. This call is extraneousto the view synchrony
semantics and is included to facilitate group interactions with non-member
processes.

Note that � �����
	
� itself doesnot include a threads(light-weight processes)
package. If the underlying systemsupports such amechanism,then application
programs could be structur ed so as to associateeachevent handling within a
separatethread. In this case,the handler terminates with the threadinvocation.
Consequently, event managementenclosedwithin a threadcannot rely on view
synchrony.

5 System Architecture

This sectionbrie¯y describesthe current implementation of the �������
	
� system.
Further details can be found in [2]. Whereasthe �����
��	
� model treatsall pro-
cessesuniformly , for performance reasons,the implementation distinguishes
between processeslocal to a given site and thosethat are remote. Architectural
design choicesarebasedon the following assumptions about the systemmodel:

� Communication between processeslocal to a single site is reliable.
� Crashes of local processescan be reliably detected rather than simply

suspected.
� Sites, like processes,may fail by crashing. A site crash is equivalent to

the crash of all processeslocal to that site.
� While the number of processesthat belong to groups may be large, the

number of sites they span is typically small.
The®rsttwo assumptionssimplify the managementof reachability informa-

tion within a given site sincea local processis either reachableor has crashed,
but cannever be unreachablewhile operational.
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Figure 4. Processesdo not communicate directly but request �����
��	
� services by
contacting the local server.

Each site runs a single instance of the �������
	
� server. Processesrequiring
�����
��	
� serviceslink appropriate library functions and invoke them by sending
requests to the local server. Figure 4 illustrates this organization. It is the
servers that actually perform reachability management, multicasts, message
deliveries, view changes, and communication with other remote sites. For
example, a request to multicast a messageis handled as follows: the process
issuesthe requestby invoking the function v cast() . The �����
��	
� server local
to the site receivesthe requestand delivers the messageto all other local group
members. The messageis also sent to all other �����
��	
� serverson remote sites
that have at least one member of the group. Eachserver delivers the message
to its local processes.Delivering the messageto a processtriggers the process'
messagedelivery handler function.

The �����
��	
� server has a layered structur e with the following logical com-
ponents:

� network: Acts as the interface to the low-level (unreliable) network ser-
vices for communicating with remote sites.

� transport: Implements reliable point-to-point communication on top of
the underlying network services.

� failuresuspector: Usesperiodic ªpingº messagesand information passed
up from the transport layer in order to construct reachability information
about remote sites.

� localcommunication: Handles process/server communication internal to
a single site.

� view change/multicast: Handles view changes,multicasts and delivery of
messages.

� gossipservice: Constructs reachability information regarding local pro-
cessesand propagatesit to remote sites.

Figure 5 shows the organization of the dif ferent layers. Adjacent layers
may exchangeinformation. Sincea single server may handle several dif ferent
groups that have processesrunning on the site, the upper layers of the server
are instantiated oncefor eachgroup. The lower layers are shared by all groups
at the site and are instantiated only once.

The abovesystem architecture re¯ects our emphasison sites. In asmuch as
possible,we strive to achievecoststhat are proportional to the number of sites
rather than the number of processes. In particular , reachability information
derived from the failur e suspectorsis with respectto sites. This information is
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Figure 5. The architecture of the �������
	
� server.

mapped to reachability of individual processeswhen needed by combining it
with the data received from the gossip services.

Failure suspectorsfor large-scalesystemswith highly variable communica-
tion delays must be designed with care. The dif ®culty is in striking a balance
between responsivenessof view changesto actual failur es and overhead due
to false suspicions. The � �����
	
� failur e suspector is highly adaptive in that
the timeout periods are establishedindividually for eachof the communication
channelsbasedon the mean and variance of observed delay during a window
of recentcommunication.

6 Status and Conclusions

We have implemented a prototype of �����
��	
� on top of SunOS4.3(BSD ������� )
using the Internet UDP datagram service through the socket interface. We
have also built a demonstration program to illustrate major system events
using Tcl/Tk [23] for the graphical interface. Wehave found the tool useful not
only for observing application behavior, but also for performance tuning and
debugging of � �����
	
� itself.

Figure 6 illustrates a snapshot of the demonstration program. Three sites
have processesin the demonstration group: papageno, fyodor, and boriswith
the name of the current coordinator for view agreements(see[2] for details) in
capital letters. The upper right-hand window tracesview changesand message
multicasts/deliveries. Below this window , the sameevents are shown asa bar
graph with black bars representing view changesand grey bars representing
messagedeliveries. The lower right-hand window shows the processesactive
at a given server (here, fyodor) aswell asthose having executeda delayed leave
(denoted asDefunct).

The current implementation has several limitations both in functionality
and performance. We assumethat communication satis®esthe eventual sym-
metry and transitivity properties for reachability. Without these,sitesmay have
con¯icting opinions about reachability, and thus engagein a never-ending se-
quenceof view agreement steps. In a wide-area network such as the Internet,
there can be extended periods where transitivity is not satis®ed. Ideally, the
problem should be solved by modifying the current IP routing algorithms or
inserting a layer on top of the UDP service that can re-route packets through
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Figure 6. The graphical presentation of the �������
	
� demonstration program.

alternative paths. In this manner, even if the underlying infrastructur edoesnot
guarantee transitivity , we may still achieve the property by forwar ding mes-
sagesbetween connected sites. Currently we make use of neither hardware
broadcast capabilities of local-area segments nor the IP multicasting facility
over wide-area links of the network [12].

We assume that interpr ocesscommunication within a single site is com-
pletely reliable. While this is usually a reasonableassumption, there may be
rare situations of extremelocal resourceshortageswhere it doesnot hold. Sim-
ilarly , on rare occasions (e.g., no more available inodes), our mechanism to
detect local processcrashesthrough ®le locks may prove unreliable [2].

In the current implementation there are no provisions for ¯ow control. We
assumethat the �����
��	
� server has unlimited buffering capability. Processes
performing multicasts at a fast rate may overload the messagebuffers at a site
with a slow process.One possible solution to this problem is to force the slow
processto leave the group so that it may bring itself up to date through state
transfer when rejoining the group without having to processthe back logged
messages.

Thecurrent prototype is in too early astageto draw any conclusionsregard-
ing its performance or completeness.When the aboveshortcomings have been
addressed and the performance enhanced, we will engage in an evaluation
study of the architecture. The raw performance of multicast communication
and view management has to be quanti®ed. We also need to construct several
realistic applications in order to evaluatethe easeof useand completenessof the

�����
��	
� programming model. As distributed systemscontinue to grow in ge-
ographical scale,tools such as �����
��	
� will becomeindispensable for building
reliable applications to run on them.
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