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Abstract

1 In this work we considerthe mobility of personalon-
line identi�ers. Peoplechangetheidenti�ers throughwhich
they arereachableon-lineasthey changejobsor residences
or Internetserviceproviders. Thiskind of personalmobil-
ity makesreaching peopleon-line error-prone. As people
move, they do not alwaysknow who or what has cached
their now obsoleteidenti�ers so as to inform themof the
move. Useof theseold identi�ers can causedeliveryfail-
ureof importantmessages,or worse, maycausedeliveryof
messages to unintendedrecipients. For example, a sensi-
tive email message sentto my now obsoletework address
at a formerplaceof employmentmayreach my unfriendly
formerbossinsteadof me.

In this paperwe describeHINTS,a historic name-trail
service. This serviceprovides a persistentway to name
willing participantson-lineusingtoday's transienton-line
identi�ers. HINTS accomplishesthis by connectingto-
gether the namesa personusesalong with the timesdur-
ing which thosenameswere valid for that person.A corre-
spondentwhowishesto reach a mobilepersoncanusean
obsoleteon-linenamefor thatperson,quali�ed with a time
at which the on-line namewas successfullyused; HINTS
resolvesthis historic nameto a current valid on-line iden-
ti�er for theintendedrecipient,if that recipienthaschosen
to leavea nametrail in HINTS.

1. Intr oduction

The on-line world is inhabited by nomads. People
changetheir on-line namesasthey switch Internetservice
providers(ISPs),eitherbecausethey changejobsandthey
usethe ISP of their employer, or becausethey switch to
a better, cheaper, or moreconvenientservicefor their per-
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sonalISP. As aresult,peopleaccumulatealegacy of on-line
identi�ers thatare,in mostcases,danglingpointersinto ob-
scurity, makingit hardto reachpeople.Thisproblemis ex-
acerbatedby thetrendfor mobilepeopletogarneraplethora
of on-line identi�ers pointing to a variety of accounts,ap-
plicationsandcommunicationdevices[23].

Unfortunately, sometimesan obsoleteon-line identi�er
doespoint to something,andthis canbe muchmoredan-
gerousthana danglingidenti�er. If the obsoleteidenti�er
belongsto my previouspersonalISP, thensomeunrelated,
unfortunatesubscriberof thatsameISP is botheredby my
legacy of spam. If the obsoleteidenti�er belongsto my
previousplaceof employment,it might allow my sensitive
communicationsto reacha potentially disgruntledformer
colleagueor boss.

Theproblemstemsfrom the fact thaton-line identi�ers
do not belongto thepeoplethat they name;they belongto
the organizationthat managesthe associatednamespace.
An employeeof Clump Inc. doesnot own her Clump Inc.
email address;that addressbelongsto the company itself,
whichloansit outto itsemployeefor thedurationof herem-
ployment there. Similarly, my yahoo.com addressonly
namesmeaslong asYahoo!allows meto useit andmain-
tainsits service.As a result,a mobilepersonmovesslowly
from identi�er to identi�er in a potentiallychangingland-
scapeof on-line namesover which he haslittle control or
authority.

This personal-identitymobility problemis analogousin
many waysto physicalmobility problems,andsomeof the
solutionsin thatspacemayat �rst appearsimilar, including
theapplicationof persistentuniqueidenti�ers to bothphys-
ical mobility andpersonalidentity mobility. In the phys-
ical space,for example,Mobile IP [20] attemptsto solve
theproblemof retainingreachabilityto a physicalhostthat
moves from one Internetconnectionto another, allowing
thathostto beaddressedthroughapersistent“home” IP ad-
dress,despitethemobilehost's network interfaceattaching
to networksthatrequireotherIP addresses.In thepersonal
identity space,the promiseof uniquepersistentpersonal



identi�ers asapanaceahasbeenmademany times,but it is
unlikely to succeed.In somecases,theproposedidenti�ca-
tion schemerequiresaretro�t of theentirecommunications
infrastructureof the Internetto work [12]. In othercases,
the“uniquepersonalidenti�er” is justanotheridenti�er as-
signedfrom aproprietarynamespace[6, 18, 19, 21].

Thedifferencebetweenthesemobility spacesis thetime
scaleoverwhichtheidenti�er mustpersist.Mobile IP is not
intendedto provide reachabilityto a singlehostat a persis-
tent IP addressover a decadedespiteits “home” network
going out of business,yet this is essentiallythe problem
we mustsolve for personalidentity mobility. We believe
thatany practicalsolutionto thepersonalidentity mobility
problemwill needto take into accountthepassageof time
itself.

In this paper we propose the HI storic Name-Trail
Service (HINTS). In our namingscheme,currenton-line
identi�ers, email addressesandinstantmessagingaccount
namesremaintheprimaryidenti�ers thatpeopleusein ev-
erydaycommunications.However, HINTS enablesa per-
son voluntarily to build a trail that connectsall the iden-
ti�ers that personusesover time into a namehistory. A
correspondentcanthensafelynamethe personby usinga
potentiallyobsoleteidenti�er quali�ed with atimeatwhich
that identi�er wassuccessfullyusedin the past. With this
informationtheappropriatenamehistory for a uniqueper-
soncanbe found andfollowed to its latestentries,which
provideamorerecentway to reachthesoughtperson.

HINTS offersmobilepeoplecontrolover forwardpoint-
ersfrom their old to their currenton-line identi�ers. Even
if an old namebelongsin a namespacemaintainedby a
now-defunctorganization,that namecan still be resolved
within HINTS to acurrentidenti�er for its pastowner. This
independenceof a historicalnamefrom theprovider of its
associatednamespacepromotesa robust,persistentway to
refer to people,even when the practicalnameswe usein
everydaylife areneitherrobust,uniquenorpersistent.

This is very mucha work in progress:the goal of this
paperis to describethe conceptof historic naming as a
meansto addressidentity mobility, andto introducea sim-
ple versionof HINTS that canbe deployed using today's
technology. However, ourcurrentinterestsfocusondesign-
ing a decentralized,morefault tolerantandsecureversion
of HINTS, whichwealsobrie�y describe.

We proceedby providing an abstractmodelof the cur-
rentpersonalon-lineidenti�cation landscape,in Section2.
In Section3 we introducethebasicconceptsof HINTS, in-
cluding the structureof the namespace,the functionality
of the service,and the implementationconsiderationsin-
volved. We evaluatethe usability of this servicein Sec-
tion 4. In Section5, we delineatewhat the servicecan
and cannotdo, given how personalon-line identi�cation
works today and elaborateon the next step for HINTS,

namelysecurityandfault-tolerance.We discusswhat ad-
ditional requirementsthesepropertiesplaceon on-lineser-
viceproviders,andwesketchtheresultingenhanceddesign
beforeconcluding.

2. A Model For PersonalOn-line Identi�cation

Thissectionoutlinesthenamingmodelonwhichthehis-
toric name-trailserviceis based.This modelabstractsthe
way in which namesarecurrently associatedwith people
on-line.Wealsodescribethecomponentsthatprovidenam-
ing servicesandexplain thedivision of controlandnaming
responsibilitiesbetweentheseservicesandtheir clients.

Peopleneednameson-line for a variety of purposes,
suchasauthentication,communication,andauthorization.
In most cases,thesenamesare simple: e.g., plain email
addresses[22]. In othercases,on-linenamesmaybe two-
tiered,startingwith a primaryapplication-unspeci�cname,
which is usedto look up application-speci�caddressesin
a directory via an accessprotocol such as LDAP [24].
For simplicity, we take the former approachin this paper.
Speci�cally, we useemailaddressesastheprimary names
of peopleon-linein ourexamples.However, thetechniques
we describein later sectionsapply directly and without
changeto namesin otherapplications,suchasinstantmes-
saging,or to two-tierednamingenvironments.

The namespeopleuseare drawn from a multitude of
independentnamespaces. A namespaceis a set of all
possiblenamesthat areor canbe assignedby a singlead-
ministrative entity, calleda name-spaceprovider. For ex-
ample,Yahoo! Inc. is the name-spaceprovider operating
the yahoo.com namespace:this is the setof all possi-
ble accountnamesfor Yahoo!Inc.'s services,suchasweb
mail, instantmessaging,calendaring,etc. In most cases,
the name-spaceprovider responsiblefor a nameis easy
to determinefrom the nameitself. For example,name@
yahoo.com is a namein Yahoo!'s namespace.Thecom-
putersresponsiblefor maintaininga namespaceare the
nameservers of theprovider. To �nd anauthoritative name
server for a namespace,we canaccesstheDomainName
Service[16], eitherthrougha distinctDNS resourcerecord
type, or through a straightforward name mapping (e.g.,
names.thatschool.edu for the thatschool.edu
namespace).

A personon-linemaybeaddressablevia multiplenames
drawn from differentnamespaces.For example,onemay
be addressedusingnamesassignedby a school,by a per-
sonalInternetserviceprovider, by webservicessuchasYa-
hoo! andHotmail,andby professionalassociationssuchas
theACM. Thesenamescanbeusedfor distinctor overlap-
pingpurposes:professional,personal,andcommercial.

Theassociationof anamewith apersonfollows thereg-
ulationsde�ned by thecorrespondingname-spaceprovider.



Theseregulationsmaydictatewhetheranameassociationis
temporaryor permanent,whetheranamemaybereassigned
after its previousassociationis discontinuedand,if so, the
minimumamountof time betweensuccessive assignments
of asinglename.For example,StanfordUniversity's Com-
puterScienceDepartmentassignsnamesto its graduatesfor
life, whereasISPsassignnamesto clientsfor the duration
of thepertinentserviceagreement.It is importantto note,
however, that thename-spaceprovider is theultimatecon-
troller of the namespace,regardlessof the “promises” it
makes to thoseusing its names. It is not uncommon,for
example, that a claimedpermanentnameassignmenthas
hadto changefor legal, socialor political reasons.As an
exampleexperiencedby oneof theauthorsatStanfordUni-
versity, thearrival of a new facultymemberwhodesiredan
email addressalreadyassignedto a graduateresultedin a
reassignmentof that email addressto the faculty member,
in spiteof the institution's guaranteeof lifelong identi�er
assignmentsto its graduates.

In most casestoday, a personexercisesimplicitly his
“stewardship”of a nameassignedto him, by beingableto
accesstheapplicationfor which thenameis assigned.For
example,in today's Internet,if I canreadandsendemailas
name@yahoo.com, thenI am assumedto be the person
to whomthatnamehasbeenassigned.Thoughnot bullet-
proof, this simplistic form of authenticationis widely used
for signingup in mailing lists, for signingup for web ser-
vicesor even for conductingbusinesson-line. The name-
spaceprovider canrevoke anassociationbetweena person
and his nameby stoppingthat personfrom accessingthe
namedservice;for example,theprovidercancanceltheas-
sociatedweb email account,or changethe requisitepass-
word. Asidefrom intra-enterprisesettings,notmany name-
spaceproviders todayoffer rigoroussecurityin how they
assignnamesor how their clientsassertownershipof their
names.Section5 describesa moresecurenamingmodel,
very similar to an attribute certi�cation model,that allows
usto addresstheproblemmorecomprehensively.

In the remainderof this paper, we usemobile person
to meansomeonewho wishesto remainreachabledespite
identi�er changes.A correspondentis someonewhowishes
to reachamobileperson.In theexamplesweuse,JaneMo-
bile is a mobileperson,andDanFriendis a correspondent
of Jane's.

3. A Historic Name-Trail Service

Theprimarygoalof this work is to provide mobilepeo-
ple with a forwardingservicethat is availableto helpthem
remainreachabledespitetheir identitymobility. Weaccom-
plish thisby allowing amobilepersonto determineto what
his historicnames—namesquali�ed with a time whenthey
validly namedthat person—point.We approachthe prob-

lem�rst by takingthesimplestpathpossible:acentralized,
trustedservicethatoperatessimilarly to mostwebservices
currentlydeployedandworkswith nocooperationfromcur-
rent infrastructure.We explore moresophisticated,secure
andfault-tolerantpossibilitiesin Section5.

Reachabilityin thefaceof identity mobility requiresthe
transferof someof thenaming“power” over a namefrom
theassociatedname-spaceprovider to thepersonto whom
theprovider assignsthename,within closelyguardedtem-
poral con�nes. Speci�cally, eventhougha provider cando
anything it wishesto a name,its actionsshouldnot beap-
plied retroactively: if Yahoo!assignsjmobile@yahoo.
com to JaneMobile from August 1999 to May 2000, it
shouldnot later be able to “changehistory” so as to strip
Janeof her control over jmobile@yahoo.com for the
indicatedtime period; Jane's authority over jmobile@
yahoo.com from August1999to May 2000mustbeper-
sistent.

By imposingthis persistenceof authority, HINTS splits
responsibilitiesbetweenmobile people and name-space
providers.Name-spaceprovidersareresponsiblefor creat-
ing anddestroying associationsbetweennamesandpeople
(in fact,betweenanameandthepersonwhocanaccessthe
servicestatefor thatname).Peopleareresponsiblefor act-
ing on behalfof, andbeingreachableas,a particularname
duringtheperiodthatthey have beenassignedthatname.

Thisseparationof controlenablesthede�nition of a“vir -
tual” global persistentnamespace,with most of the am-
bitious propertiessuggestedin IdentiScape[12], suchas
persistence,controllability andhuman-centricity, but with-
out requiringthecreationandmaintenanceof a centralized
nameservicefor a global, �at namespaceimplied by that
system.

3.1.The NameSpace

We de�ne the HINTS namespaceby extendingnames
with a continuoustime designation.For example,to refer
to thepersonnamedby the identi�er jmobile@yahoo.
com in March of 2000 we constructthe identi�er His-
toric[jmobile@yahoo.com , 03/2000]. More generally,
theHINTS namespacecontainsidenti�ers of theform His-
toric[name@namespace, time]. A HINTS namecorre-
spondsto a time-speci�c primaryname,andis meaningful
both while the associatedprimary nameis valid (i.e., as-
signed),andafterthatprimarynamehasbeenreassignedor
obsoletedby its name-spaceprovider.

Thetimecomponentof theidenti�er de�nesaversionof
thechosennamespaceat a particular, coarse-grainedtime.
The time componentmay designatean entireyear, a year
andamonth,or afull date.Thecoarserthetimecomponent,
themorelikely it is that theHINTS namedenotesmultiple
peopleto whom that identi�er belongedduring that time.
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Figure 1. Jane' s name histor y. Each of the
three names sho wn has been held by Jane
at some point in time . For each name, the
thic k gray line represents the time period dur ­
ing whic h Jane was assigned that name. For
example , Jane held janem@hotmail.com be­
tween July 2000 and October 2001.

However, sinceidenti�ers changeat “human” time scales,
re�ning thetime componentto anything shorterthana day
may be unnecessary. We assumethat clocksof clientsor
providersareat leastcoarselysynchronized(e.g., they all
agreeon whatdayit is), but we addressa moresecuretim-
ing environmentin Section5.

3.2.A PersonalNaming History

HINTS relies on a name history to resolve historic
names.A namehistory links togetherHINTS namesthat
referto thesameperson.Theobjective behindmaintaining
anamehistoryis to beableto reachacurrentlyvalid name-
to-personassociation,startingwith a now obsoleteone. In
the JaneMobile example,the goal is to be able to obtain
namejane@sample.edu , which is currentlyvalid and
is heldby Jane,startingwith Historic[jmobile@yahoo.
com, 03/2000],eventhoughjmobile@yahoo.com is no
longerheldby Jane.Figure1 shows anexamplenamehis-
tory for JaneMobile.

A namehistory is maintainedasa sequenceof historic
recordspertainingto a single namewithin a single name
space,suchasjmobile@yahoo.com . An on-lineentity
calledanamehistorianmaintainstheserecords.Thehistory
of a nameis modi�ed dueto eitherassignmentchangesor
linking changes.

Changesin assignmentaffect to whomaparticularname
points. Theseareeffectedin provider-speci�c ways,such
as changesin the password neededto receive serviceun-
der a particular name,etc. Assignmentchangescan be

detectedby the namehistorianeitherdirectly, throughan
explicit noti�cation from the name-spaceprovider, or in-
directly, throughfailure of a mobile personto respondto
a challengeissuedto his formerly assignedname. Since
in this designwe assumeno cooperationfrom name-space
providers,only indirectdetectionof assignmentchangesis
possible.However, thehistoriancaninitiate indirectdetec-
tions of assignmentchangesreactively, at the requestof a
mobileperson.

Changesin linking affect how a singlepersonassumes
differenton-line namesover time. The historianemulates
theconceptof a “person”on-lineby maintaininga trail of
“personalmanifestations,” suchasknowledgeof the same
secretpassword or of the secretportion of the samecryp-
tographickey pair. Linking representstheintentionof such
an on-line personto be or not to be namedby particular
on-linenames.Themobilepersonrequestsexplicitly to be
linked to or unlinked from a nameby contactingthename
historianwith theappropriaterequest.

Assignmentsandlinks mustbothsupporttheassociation
of an on-line namewith the historian's on-line representa-
tion of amobileperson.Speci�cally, to acceptsuchanasso-
ciation,thehistorianmustestablishtwo facts: �rst that the
mobile personwishesto assumethat name,as communi-
cateddirectlyto thehistorianvia alinking request;and, sec-
ond,that theon-linepersonhasaccessto thatname,which
thehistoriancandetectindirectlyby sendingachallengeto
thatnamevia email (or any otherapplicableprotocol)and
expectinganappropriateresponse.

Thehistorianperiodicallyreestablishesbothassignment
and linking for an association. Since the name-space
providersarenot awareof theservice,thehistorianhasno
recoursebut to poll the namespaceperiodicallyor in re-
sponseto userrequests,so asto establishwhetherthe as-
sumedmobile personstill hascontrol of his former name.
Similarly, to avoid caseswherea mobile personwho be-
comesunavailableis assumedto beassertingcontrolovera
nameby default for extendedtimeperiods,thehistorianex-
pectsperiodicallythatpersonto reasserthis links actively.
Bothof theseperiodicactivities canbeperformedin anau-
tomatedfashionbetweenthehistorianandauseragent,and
do not requirethe attentionof the mobile person,except
whenheactuallychangesidentities.

Figure 2 illustrates an associationrecord, the basic
building block of a historic namedatabase.The speci�c
recordidenti�es JaneMobile usingher�rst andlastnames,
althoughin practicea personis identi�ed by the historian
using an internal, private, implementation-speci�cname
spacefor mobile personidenti�cation that no correspon-
dentever sees.An associationrecordis active if it covers
thepresenttime(thatis, its expirationtime is in thefuture).
An expiredassociationrecordis archivedandbecomesim-
mutable.



AssociationRecord{
Name : jmobile@yahoo.com
Person : Jane Mobile
Start Time : March 2, 2000
End Time : May 1, 2000
Expiration Time : July 1, 2000
Next Link : June 29, 2000
Next Assign : June 29, 2000

}

Figure 2. An association recor d representing
the association between Jane Mobile and the
name jmobile@yahoo.com from March 2 to
May 1 of 2000. The historian consider s the
association valid until July 1 and expects a
recon�rmation thereof on June 29. If that
con�rmation does not arrive , the association
recor d is archived as ending on May 1st. Oth­
erwise , the association recor d remains ac­
tive , pushing its end time to July 1st and its
expiration time 2 months later . The duration
of the time­to­live period of 2 months is arbi­
traril y chosen here and can be modi�ed per
name space , per person, or per name histo­
rian.

Figure3 illustratessomeof thehistoricassociationsthat
the namehistorianmaintainsfor Jane. As shown in Fig-
ure 1, the name-spaceprovider for jmobile@yahoo.
com unassignsthenamefrom Janeon May 25,2000.As a
result,even thoughJanewishesto retainthename,asevi-
dencedby the link extensionto July 1st sherequested,the
historianstoresanarchivedassociationrecordthatonly ex-
tendsup to the last time both thename-spaceprovider and
Janeagreedon theassociation,May 1, 2000.

3.3.The NameHistorian

In thissection,wedelineatethefunctionalityavailableto
usersof HINTS. In particular, we describethe interfaceto
thenamehistorianitself, its designandsomeimplementa-
tion details.

The primary objective of any nameserviceis to sup-
port nameresolution; in the HINTS context, this means
thatHINTS namesmustberesolvedto primarynamessuch
as email addresses.If Dan Senderwishesto sendemail
to JaneMobile, heor his applicationmust�rst resolve the
HINTS namewith which he previously reachedher suc-
cessfully(Historic[jmobile@yahoo.com , 03/2000])to
acurrentlyvalid primaryname(jane@sample.edu ).

To providesuchnameresolution,thenamehistorianruns
a centralized,trustedservicemaintainingnamehistories.
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Figure 3. The names jmobile@yahoo.com
and janem@hotmail.com are linked to the
historian' s account for Jane Mobile (dashed
line in the mid dle). The gray line segment
covers associations that the historian has ac­
cepted.

Thehistorianis trustedto checkthevalidity of thenamehis-
toriesit storesandto reporton thosehistorieswhenasked.
Giventhenamingmodelweassumein thisdesign(seeSec-
tion 2), the historianis a powerful componentin the net-
work. We examinetheshortcomingsof having sucha cen-
tralized design,and we proposealternatives in Section5,
basedonstrongerassumptionsaboutname-spaceproviders.

Thehistorianoperatesa namespaceitself, consistingof
theaccountnamesof its users.This namespace,however,
is only usedto authenticatemobile peopleto the historian
andneednot be visible externally to the service. The his-
torian managesits own namespacesimilarly to how most
web servicesmanagetheir accountnamespaces:a client
(mobile personin this case)signsup on-line andreceives
an accountanda meansof authentication,suchasa pass-
word or anasymmetrickey pair, for futureexchangeswith
thehistorian.

To accomplishthe taskof resolution,thehistorianmust
alsobeableto receive link requestsfrom mobilepeopleas
describedin theprevioussection,andsendandverify chal-
lengesto the holdersof primary namesto detectnameas-
signmentchanges.

The resultingabstractinterfaceto the history serviceis
asfollows:

� Createmobilepersonaccounts.

� Requestlink changes(linking andunlinking) between
amobilepersonaccountandaprimaryname.

� Resolve a historic nameto a currently assignedpri-
maryname.



The historian maintains a databaseof association
records,asdescribedin theprevioussection.Thedatabase
containstwo sortedindices,oneon [name, start time] and
anotheron [person, start time].

Whena mobile personrequeststo be linked to a name,
the historiancontactsthat namewith a randomnumberN
asa challenge,by email or any otherapplicableprotocol.
If theemail is returnedwith theappropriateresponseto the
challenge(e.g.,a repetitionof N ), thenthe historiancon-
sidersthe nameassignedto the mobile personandcreates
a new associationrecord.Algorithm 1 detailsthis process.
We justify theneedfor a challenge-responseprotocolwith
theassumptionthat,althoughspoo�ngthesourceaddressof
anemailmessageis technicallytrivial, it is muchharderfor
anadversaryto eavesdroponemailaddressedto aparticular
addressoutsidehiscontrol.

Algorithm 1 Link mobile personA to namea@A. H is
the historian,M is the mobile person,now is the current
time(onthehistorian'sclock)andl is themaximumvalidity
periodof a link. M is assumedto have loggedin asA . )
denotesa network message. denotesassignment.The
processexecutesonH .

1: H ( M : Link A to a@A
2: N  random nonce
3: H ) a@A: Request con�r mation of assignment to A

with nonce N
4: H ( M : Assignment con�r mation of a@Ato A with

nonce N
5: if con�r mation is negative or none arrives then
6: Do nothing and exit
7: L  the association record where name is a@Aand

person is A with the greatest start time
8: if none is found then
9: Store into database [Association a@A, A , now, now,

now + l, now + l, now + l] f format is name, person,
start, end, expiration, next link, next assignmentg

10: else
11: if ExpirationTime (L ) < now then
12: Store into database [Association a@A, A , now,

now, now + l, now + l, now + l]
13: else
14: Update into database record L to [Association a@A,

A , StartTime (L ), now, now + l, now + l, now + l]

Links areseveredin a similar manner, althoughno con-
�rmation from the associatedprimary nameis necessary;
the reasonfor severinga link is exactly that theassociated
primarynameis no longerunderthecontrolof themobile
personand, as a result, a con�rmation from the primary
namemightnotevenbepossible.However, anoti�cation is
sentto theprimaryname,to make it harderfor anunautho-
rized userof the historianaccountto make changesunob-
trusively. Algorithm 2 describestheprocessin moredetail.

Correspondentsquerythehistorianfor resolvedhistoric

Algorithm 2 Sever thelink from thehistorianaccountA to
namea@A. H is thehistorianandM is themobileperson,
loggedin asA .

1: H ( M : Sever a@Afrom A
2: H ) a@A: Noti�cation of link severance from A
3: L  the association record where name is a@A, person

is A with the greatest start time
4: if ExpirationTime (L ) > now then
5: Update into database record L to [Association a@A,

A , StartTime (L ), now, now, now, now]

namesin a simplerequest-responseprotocol.Thehistorian
resolvesahistoricnameby �rst mappingit to aninternalac-
countandthen�nding thelateststill-valid associationfrom
thataccountto aprimaryname.Algorithm 3 hasthedetails.

Algorithm 3 ResolvehistoricnameHistoric[a@A, t] to pri-
marya name,if possible,or returnfailureotherwise.This
is runon thehistorianH .

1: L  the association record where name is a@Aand the
start time s is the highest such that s � t

2: if no record is found then
3: Return no results
4: L 0  the association record where person is Person(L )

and the end time is greater than now
5: if no record is found then
6: Return no results
7: Return Name(L 0)

Algorithm 3 assumes,for clarity andsimplicity, that a
singleassociationrecordis active for a given name. This
neednot bethecasein practice;thehistoriancanreturnto
correspondentsas many currently active identi�ers as the
mobilepersonhasregistered.

4. Usability Concerns

Fromthepoint of view of customersof thenamehisto-
rian, several usability questionsremain. We addresssome
of thesein this sectionbut defer othersuntil the descrip-
tion of themoresecuredecentralizedhistoryservicein Sec-
tion 5.

The �rst concernis how customerscan choosewhich
historictimeto associatewith anaddressfor presentationto
thenamehistorian.Keepingtrackof thelast time anemail
or otheraddresswassuccessfullyusedis arguablyfunction-
ality that currentemail clientscaneasilyoffer, andis very
similar in complexity to keepingtrack, for example,of the
last time a web URL wasused,which mostweb browsers
dotransparentlyby default. Many othercommunicationap-
plications,suchasinstantmessagingor chatprograms,can
similarly trackthisinformation,or it mightbepreferablefor



theapplicationsto shareandreferto a per-userdatabaseof
this information.

Alternatively, correspondentscanrememberanapproxi-
matetime periodwhenthey contacteda mobilepersonand
constructa historicnameaccordingly, perhapsby referring
to saved correspondencewith the mobile personand ex-
tractingdatesfrom thatcorrespondence.

By extending the abstractinterfaceof the history ser-
vice, HINTS caneven help correspondentswho mustrely
on their own memoryto constructa resolutionrequestby
presentingthemwith a historyof nameassociationsfor the
samename. For example,Dan Friend remembershaving
contactedJanein thelate90's,but that is asspeci�c a time
frameashe canrecall. If he can�nd out that jmobile@
yahoo.com belongedto someonefrom 1995to 2000,and
thento someoneelsefrom 2000to 2002,thenDancanrea-
sonablychooseHistoric[jmobile@yahoo.com , 1999]
to locate JaneMobile. Listing associationperiodsfor a
nameis a straightforwardoperationhelpedby thedatabase
indicesmaintained,but privacy concernscould potentially
make thisanunattractive additionto theinterface.

Unfortunately, if I neverknew JaneMobile before,there
is no historicnamethat I canuseto resolve Jane's current
contactinformation. HINTS is not intendedas a search
enginefor �nding contactinformation for peopleI have
never attemptedto reach before. We believe that web
searchenginesandcurrentlydeployedlookupservicessuch
asWhoWhere[11] aremoreappropriatefor that purpose.
However, old contactinformationgatheredfrom suchaweb
searchbecomesmore valuablewith HINTS, since it can
thenpotentiallyberesolvedto currentcontactinformation.

A secondusabilityquestionis thefrequency with which
addressesshould be resolved to determinewhether they
have beenlinked to a morerecentaddress.The morefre-
quentlyanameis resolved,thelesslikely it is thatacommu-
nicationis sentto anoutdatedor incorrectdestination,but
the moreload this placeson the history serviceandappli-
cations.While ourexperiencessofarsuggestthatchecking
a nameevery weekor soshouldbemorethansatisfactory,
wedonothave any realevidenceto supportthisnotion.

A third questionthat affects the potential successof
HINTS is concernfor the privacy of individuals. Enter-
ing identi�ers into a HINTS nametrail is voluntary; if a
personwantsobsoleteidenti�ers to remainso,heneednot
tell HINTS aboutthoseidenti�ers. However, mobilepeople
needto be awareof the risk that messagessentby corre-
spondentsto thoseold identi�ers may reachsomeoneelse
who now hascontrolover thatold identi�er. If thosemes-
sagesarepotentiallysensitive, thenmobilepeoplemayde-
sire to seea widespreaduseof HINTS. Furthermore,we
believe that identi�ers inevitably “leak out” to the outside
world; for example,it is not alwaysconvenientfor anem-
ployeeto avoid sendingemailfrom hiscompany accountto

an externaldestinationeven thoughthis resultsin the des-
tinationhaving a recordof his company-internalemail ad-
dress.Trueprotectionfrom spamandotherthreatsis better
performedusingothertechniques,suchastheuseof a per-
sonalcommunicationsproxy throughwhich all incoming
communicationsmaybe�ltered [23].

Fourth, it would be very convenientif usersbeginning
to usethehistoryservicecouldinstall into thehistorianthe
previous historyof their identi�ers, ratherthanmerelybe-
ginningtheirnaminghistorywith theircurrentlyvalid iden-
ti�ers. Unfortunately, weseenoreasonablysecurebut sim-
ple way to do this, as it is hard to prove in the presenta
user'sauthorityoverapastnamewhenthatpastnameis no
longervalid for them.For instance,DanSendercouldclaim
past authority over Historic[jmobile@lotsanames.
com, 1999]whenin facthehadno suchidenti�er assigned
to him in the past. Securelysettingup thesepasthistories
in thepresentwouldrequirethecooperationof, andtrustin,
thenamespaceproviders,which mayno longerevenbein
business.Ontheotherhand,theservicein thiscurrentform
is incrementallydeployable,so that it is not necessaryfor
everyoneto begin usingtheservicebeforeit maybeof use
to somepeople.

Finally, many mobile peoplemaintainmultiple identi-
�ers for the sameapplicationat the sametime (i.e., many
email addresses).HINTS historiansmust return all such
currently active identi�ers found during resolution for a
given historic name;this might result in giving too much
informationto a potentialcorrespondent.Althoughwe be-
lieve this to bea realproblem,we �nd its solutionoutside
the scopeof HINTS. Othersolutions,suchas the Mobile
PeopleArchitecture[23], addressthe problemof personal
routing adequately— i.e., forwardingmessagesto the ap-
propriateapplication-speci�caddressaccordingto amobile
person's wishes— andarecomplementaryto HINTS.

5. A SecureNameHistorian

Thenamehistorianwedescribein Section3 achievesthe
primarygoalof this work, reachabilityin the faceof iden-
tity mobility. HINTS accomplishesthiswithouttheneedfor
brandnew globallyvisible,unique,persistentidenti�ers for
everymobileperson.Furthermore,it requiresnoretro�tting
of currentname-spaceproviders' practices,requiresno co-
operationwhatsoever from thoseproviders,andcanbede-
ployedincrementally.

Unfortunately, this simple centralized approachhas
someshortcomingsthat can becomesigni�cant as an in-
creasingfractionof theworld'sbusinessandfraudaretrans-
actedon-line. First, it relieson the honestyof the organi-
zationthatoperatesthenamehistorian.A centralized,cen-
trally operatedhistorianis a singlepoint of failure,for fail-
uresincludingcorruption,malfunction,connectivity disrup-



tion or goingoutof business.Second,theschemeoffersno
tangibleassurancesfor thecorrectnessof theinformationit
givesout. For example,whena correspondentreceivesa
primarynamein responseto a resolutionrequest,hehasto
take theansweron faith; hehasto believe thatthehistorian
did not inventtheassociationandthatthehistorianchecked
the validity of the association(i.e., issueda challengeto
the claimedprimary nameand received a satisfactory re-
sponse).Third, the schemeis only useful to thosecorre-
spondentsandmobilepeoplewho trust thehistorian. If no
singlehistorianis globally trusted,thenthereis nostraight-
forward way to allow any correspondentto reachany mo-
bile person.

In this section, we sketch an enhancedname histo-
rian designthat offers the samefunctionality as what we
presentin earlier sections,but also alleviatesthe security
andfault-toleranceconcernsaddressedabove. We arecur-
rently focusingour designand implementationefforts on
thisstrongerversionof HINTS.

We believe that the increasingneedfor on-linesecurity,
therising costof identity theft andspoo�ng, andtheevolv-
ing standardizationprojectsfor securedirectoryaccesswill
soonchangehow name-spaceproviders do naming. We
expect that providerswill act muchmore like cooperative
but competingcerti�cation authoritiesin thefuture;in fact,
most large enterprisesandeven somegovernments[4] do
perform naming or digital certi�cation within their own
realmsin thismoresecurefashion.

Furthermore,we believe that unconditionaltrust in any
centralizedserviceis going to be increasinglydif�cult to
digestfor security-consciousmobilepeople.

We enhanceour earlierdesignfor a historic name-trail
service in two major ways: First we use cryptography
to prevent illegitimate changesin name-to-personassoci-
ations,ascanbecausedby IP andemailaddressspoo�ng,
andeavesdroppingon unsecuredemail. Second,we relax
theneedfor trustingthenamehistorianunconditionally, by
employing securetime stamping[9] andundeniableattes-
tation techniques[2], to limit the amountof unobtrusive
damagea corrupt historiancan causeto its clients' name
histories.

Westartby describingthestrongerandslightly moreco-
operative name-spaceproviderswe needfor this enhanced
design,and then outline how our earlier concernscan be
addressed.

5.1. Certi�cation Authorities As Name­Space
Providers

A certi�cation authorityis not muchmorethana name-
spaceprovider thataccompaniestheassignmentof a name
to a personwith the issuanceof a signedstatementcalled
an identity certi�cate, suchasthe oneshown in Figure4.

IdentityCertificate{
Issuer : yahoo.com
Subject : jmobile
Key : AB34D9...
Start Time : August 1, 1999
End Time : July 31, 2001
Nonce : 2C08A3...
Signature : <Issuer, subject, key,

times and nonce signed
using yahoo.com's
private key>

}

Figure 4. The identity cer ti�cate that links the
name jmobile@yahoo.com to the pub lic key
AB34D9... .

RevocationCertificate{
Issuer : yahoo.com
Subject : jmobile
Key : AB34D9...
Start Time : May 25, 2000
Nonce : 69C802...
Signature : <Issuer, subject, key,

start time and nonce
signed using yahoo.com's
private key>

}

Figure 5. The revocation cer ti�cate that
breaks the link between the name jmobile@
yahoo.com and the pub lic key AB34D9... .

Note that JaneMobile is not mentionedexplicitly in the
certi�cate. Instead,the provider assignsthe nameto the
personwho knows the secretportion of the public key
AB34D9... , after having establishedthat JaneMobile
holdsthatkey. Thekind of identity veri�cation performed
beforea name-spaceprovider assignsa nameto a person's
publickey isprovider-speci�c andoutof scopein thispaper,
but traditionally includesout-of-bandexchangesbetween
thatpersonandtheprovider.

The name-spaceprovider canrevoke an assignmentby
publishinga revocationcerti�cate, suchas that shown in
Figure 5, or by publishinganotheridentity certi�cate for
thesamenamebut adifferentpublic key.

Finally, the name-spaceprovider refreshesan assign-
mentby issuingnew identitycerti�catesfor thesamename
andkey beforethepreviousassignmentexpires.

Besidesthisbasiccerti�cation functionality, in thisenvi-
ronmentof highersecurityawarenessweassumethatname-
spaceprovidersarecooperative with thehistoryservice,in



LinkCertificate{
Name : jmobile@yahoo.com
Person Key : E51BB2...
Start Time : March 2, 2000
End Time : May 1, 2000
Nonce : 6FC3F0...
Signature 1: <Name, Person Key,

Times and Nonce
signed by the current
key of the name>

Signature 2: <Name, Person Key,
Times and Nonce
signed by the current
key of the historian
account>

}

Figure 6. A link cer ti�cate associating name
jmobile@yahoo.com with the person cur ­
rentl y represented by key E51BB2... on
3/2/2000.

SeveranceCertificate{
Name : janem@hotmail.com
Person Key : E51BB2...
Time : September 25, 2001
Nonce : EE3BF4...
Signature : <Name, Person Key,

Time and Nonce
signed by the
person key>

}

Figure 7. A severance cer ti�cate breaking the
link from the person currentl y represented by
the key E51BB2... to janem@hotmail.com
on September 25, 2001.

thesensethat they notify thehistorianof nameassignment
changesby conveying to thehistoriannewly issuedidentity
or revocationcerti�cates. For replay protection,we also
assumethat eachsuchcerti�cate issuedby a name-space
provider containsa noncevalue,which in thesimplestcase
is the time of issuance,but canalsobe a randomnumber
pickedasa freshnesschallenge.

5.2.Certi�ed Historic Naming

Onestraightforward way to addressthis hardernaming
problemis to make all informationthat thehistorianmain-
tainssigned,soasto prevent illegitimatemodi�cations. To
make sure that a corrupt historian cannotdivert a name

trail by changingto whathistorianuseraccountspoint,mo-
bile peoplearerepresentedin namehistoriesby their sign-
ing key pairs,calledpersonkeys, similarly to theapproach
taken in SPKI/SDSI[7]. In this manner, theon-line repre-
sentationof a personbecomes“the personwho knows the
secretsigningkey.”

Name assignmentscan be naturally representedwith
the identity and revocation certi�cates that name-space
providers issue. Linking can be representedwith similar
link andseverancecerti�cates(seeFigures6 and7, respec-
tively), signedby mobilepeople(i.e., theholdersof histo-
rian accounts)who lay claim on differentprimary names.
Insteadof storinga singleassociationrecordper primary-
name-to-mobile-personassociation,the historianstoresall
signedcerti�catesdelineatingtheassignmentandthe link-
ing timeperiodsthatmakeupanassociation.

Thehistoriancanperformthesametasksasthosein Sec-
tion 3.3with only little moredif�culty . For example,to re-
solveahistoricname,thehistorianmust�nd anassociation
from the historic nameto a mobile personand then back
from the mobile personto a currentlyvalid nameassocia-
tion, asdetailedin Algorithm 3. Insteadof just locatingan
associationrecord,the historianmust �nd the appropriate
certi�catesjustifying theassociationfrom thegivenhistoric
nameto a personandback to anotherprimary name;not
only doesthehistorianhave to returntheanswerit found—
a primarynameor a negative answer—but it mustalsore-
turn a proof: a setof certi�catesthat supportits response.
The correspondentmustthencheckthat all the statements
aresignedcorrectly, andthatthey in factdo supporta valid
resolution,regardlessof whethertheanswerwasa primary
nameor aname-not-foundresponse.

Unfortunately, there are three major issuesthat face
clientsof sucha namehistorian: the short lifetime of dig-
ital signatures,the needfor temporalorderingof historic
records,andthe needfor a “closed,” append-onlyhistoric
database.Weelaborateonall threein turn.

First, digital signatureshave a limited lifetime. How
doesonemakesurethatastatementsignedafew yearsback
wascorrectlysignedat the time, even thoughthe signing
key mayhave by now expired? Somework hasbeendone
to make signeddocumentsusableeven after the pertinent
signingkey hasexpired[8, 13]. In any case,theclientmust
either trust the name-spaceproviders themselves to main-
tainhistoricrecordsof whenthey usedwhatpublickey pair
to sign their issuedstatements,or trust an externalauthor-
ity, suchastheKASTSKey Archival Service[13], to main-
tain theserecords.Brie�y , this servicemaintainsasecurely
time stampedarchive of thekeys thatdifferentname-space
providers useduring their lifetimes, along with the times
whenthosekeys wereused.A client who wishesto verify
a signedstatement,including the certi�cates we describe
above, can look up the nameof the provider and the ap-



DelegationCertificate{
Issuer : E51BB2...
Delegate : D91452...
Time : September 1, 2001
Nonce : D8306A...
Signature : <Issuer, Delegate, Time

and Nonce signed using
both issuing and delegate
keys>

}

Figure 8. A delegation cer ti�cate , making the
delegate key a contin uation of the key trail of
the issuing key.

propriatetime period. The returnedkey canbe thenused
to verify thesignatureon thestatement.However, it is im-
portantto alsoascertainthatthestatementwassignedwhile
the key found wasstill valid (i.e., beforeit expired or was
revoked).

The ephemeralnatureof digital signaturesandsigning
keys alsomakesit hardto maintaintheon-linerepresenta-
tion of mobilepeoplewhenthehistorianis not fully trusted,
sincemobilepeoplemustchangethepublickeysthatrepre-
sentthemregularly. Peopledo this by issuingandsubmit-
ting delegation certi�cates to the historian(seeFigure8),
delegating their “personhood”from older keys to newer
ones. Again, timing is of the essence,sincea delegation
mustbeperformedbeforethepreviouskey hasto beaban-
doned,dueto expirationor compromise.(Maintainingtwo
independentsetsof keys, oneof which remainsvalid even
if theotheris compromised,canmitigatethisproblem.)

Second,any securehistoric databasemust incorporate
timing information on when its different records were
archived. This is necessaryfor archived signatures,asde-
scribedin the previous paragraphs,but alsofor authoriza-
tion purposes,in key delegationsor associations.For ex-
ample,given a historic name,to establishthe appropriate
nameassociationfrom assignmentand linking certi�cates
onemusthave knowledgeof therelative temporalordering
of the issuanceof thosecerti�cates. It mustbeshown that
thehistoricnamedesignatesa time after anidentity certi�-
cateanda linking statementcreatedanassociationbetween
thepertinentnameandmobileperson,but before thosecer-
ti�cates expired or any potential revocation or unlinking
statementscamein effect. Relative temporalauthentication
of certi�catesin centralized[3] anddecentralized[14] cer-
ti�cate archivescanbeinvaluablehere.

Brie�y , relative temporalauthenticationusesone-way,
collision-resistanthashfunctions,suchas SHA-1 [17], to
de�ne thetemporalorderingfrom earlierhistoricrecordsto
laterones.In asense,a tamper-evidentlinkedlist is created

from all historicrecords,sothatearlierrecordsappearear-
lier in the list. Thenregularly picked placeholderrecords
from the list arepublishedin a widely witnessed,secure,
write-oncepublicationmedium,suchasa high-circulation
newspaper;a veri�er who caresaboutwhen a particular
recordwas appendedinto the historic databasecan trace
the linked list backwardsandforwardsto �nd theprevious
andnext, respectively, list links publishedin the newspa-
per, which in turn placesthe recordin questionin a rough
time frame, that is, betweenthe publicationdatesof two
newspaperissuesin thenewspaperexample.Thecollision-
resistanceandone-waypropertiesof thehashfunctionused
to link recordstogetherguaranteethat oncea recordhas
beenplacedin thehistoricdatabaseandthenext link from
thedatabasehasbeen“committed”onanewspaper, neither
the maintainerof the databasenor anyoneelsecantamper
with history, changingwhen recordsappearto have been
incorporated,addingor removing records,or modifyingthe
contentsof thoserecords.This is thebasicmechanismbe-
hindsecuretimestamping[9].

Third, it is importantthatthehistorianbeunableto “for-
get” historicrecordsthat it hassuccessfullyacceptedwhen
they were submittedto it. For example, if a name-space
providersubmitsarevocationcerti�cate to thehistorianand
thehistorianacceptsit, it shouldbeunableto deny theex-
istenceof sucha revocationcerti�cate convincingly when
queriedlater. Undeniableattestation[2] is a cryptographic
constructthatallowsclientsto verify thehistorian'sclaimed
existenceor non-existenceof certain records. The basic
ideathereis to constructa sorteddatastructurethatallows
undeniableattestationson its contents,that is, proofsthat
a particularelementbelongsor doesnot belongto thedata
structure.In thesecureHINTS design,thedatabaseindices
are,in fact,undeniableattesters.

An essentialrequirementis that attestationproofs are
signi�cantly shorterin sizethantheentiredatastructureit-
self. Consider, for example,a historic namedatabasethat
holdsa few billion certi�cates for many namesandmany
mobilepeople.It would beextremelyunrealisticto have to
look throughevery single recordin sucha large database
beforebeingableto concludeno interestingrevocationcer-
ti�cate hasbeenarchived there. The constructsfrom the
work by Buldas et al. [2] and Maniatis and Baker [14]
offer attestationswith sizeslogarithmic in the numberof
recordsstored,which,for extremelyoptimisticlifetime and
popularityprojectionsfor a servicelike HINTS, never ex-
ceedroughly 20 KBytes; this is quite an acceptablesize
for recordsoneexpectsto receive over thenetwork onceor
twiceaday.

Finally, while we describean architecturefor a secure
namehistory that resolvesold identi�ers internallyby fol-
lowing a trail of successively morerecentidenti�ers, it is
not necessaryfor theserviceto returnany but thelastiden-



ti�er in thechain. In fact,privacy concernsmake it prefer-
ableto returnonly this lastidenti�er. Fortunately, thecryp-
tographicproof of integrity for thenameresolutionresults
neednot containinformationaboutthe identi�ers between
thehistoricnameto beresolvedandtheresultingcurrently
valid name.

6. RelatedWork

Theliteratureregardingnamingin distributedsystemsis
vast,soin thissectionwecon�ne ourselvesto asamplingof
systemsandproductsthateithercombinedateswith names
or attemptto provideon-linenamesspeci�cally for people.

Oursis not theonly projectto combinetimestampswith
names. Other examplesof such work include the “tag”
URI scheme[10], and the “duri” and “tdb” URN name
spaces[15]. Theseschemesdescribehow to combinedates
with namesfor severalpurposes,includinguniquenessand
persistenceof identi�ers, andtheability to mint identi�ers
withoutastableauthorityassigningnames.Thiswork does
not appearto addresstheneedto resolve old namesto cur-
rently valid namesor the securityand implementationis-
sueswe tackle,but theformatof the identi�ers themselves
couldvery reasonablybeusedfor HINTS names.

Thenew Internetdomainnamesendingwith .name are
intendedto provide a �at global namespacefor individu-
als that is not associatedwith particularemployersandin-
stitutions.Thesenamescouldalsofunctionastheprimary
namesin ournamingscheme.However, therearestill many
reasonswhy registrantsfor thesenamesmayendupchang-
ing their on-line identi�ers over time. Peoplewho fail to
pay their bills may loseaccessto their .name identi�ers.
Peoplewho changepersonalnames,suchaswhengetting
marriedor takingstagenames,maywant to re�ect this by
changingtheir on-line identi�ers aswell. Moreover, these
on-line identi�ers may not be the only on-line identi�ers
registrantsuse.A userof a .name identity mayalsohave
emailservicethroughanemployer, andit is hardto prevent
identi�ers from theseothernamespacesfrom “leakingout”
in sucha way that correspondentswill not attemptto use
themafterthey becomeobsolete.

IdentiScape[13] describesa �at global namespacefor
people,in which identi�ers do not necessarilyre�ect their
personalnamesbut insteadcanbea setof space-separated
words in Unicode, thus permitting persistenceof unique
identi�ers throughsimple lack of reuse. The hopeis that
this namespaceis large enoughto accommodatemany
namesper person,for everyonein the world, for the next
one hundredyears. Namesresolved throughIdentiScape
point to personallycontrolled identity objects,which are
repositoriesof access-controlledpersonalinformation,such
asemailaddressesandphonenumbers.Theglobal Identi-
Scapenamescanthuspoint to a changingsetof identi�ers

associatedwith a person.Unfortunately, thereis nothingto
suggestthatuserswill not changenameswithin theIdenti-
Scapenamespaceor useidenti�ers from othernamespaces
aswell, leaving identity mobility issuesunsolvedin Identi-
Scape.

PingID [21] is similar to IdentiScapein thatan identity
server, privatelyheldby anownerof anidentity, is respon-
sible for authorizing(or not) thereleaseof informationac-
cordingto who is asking. PingID's scopecoverstheusual
applications: single sign-on, password management,and
privacy management.PingID doesnot completelyaddress
identity mobility, sinceit doesnot allow reverselookups
from obsoleteprimarynamesto its own namespace.

CommonName[6] is one of many on-line redirection
services(others are OneName[19] and Novell's Digi-
talMe [18]). CommonNameallows the use of common
namesor phrasesinsteadof URLs or email addresses.It
alsoallows the owner of a commonnameto setup differ-
ent redirectionschedules,for example,the CommonName
“Jane Mobile” is redirectedto Jane's personalemail ad-
dressduringtheweekendbut to herwork emailaddresson
a weekday. CommonNameprovides plug-ins for popular
emailapplicationsandwebbrowsers.A CommonNameis
assignedto an accountfor the durationof the accountor
the service.However, oncean accountis discontinued,its
CommonNamecanbereassigned[1].

Classmates.com[5] is aservicethatallowspeopleto reg-
istertheschoolor collegethey attended,themilitary baseat
which they served,or thecompany for which they worked.
This allows peoplewho, for example,attendedthe same
classat thesameschoolto reconnectin thefuture. HINTS
hasvery similar goalsto this venture,but we take a purely
on-line andmoregeneralapproach;a correspondentneed
not know anything more than the mobile person's identi-
�er usedin the past, ratherthan �rst and last namesand
a classyear. Although this limits the amountof heuristic
weedingone can do to likely candidatenames,it makes
it easierfor email andotherapplicationsto run identi�ers
throughHINTS automaticallyand also allows correspon-
dentsthroughouta recipient's historyof identi�ers to con-
tact the recipient,even if the correspondentsdid not know
the recipientwhenhe graduatedfrom StanfordUniversity
in 1957.

7. Conclusion

The extremely volatile environment typical to on-line
servicesand their usersmakes identi�er changesand the
commensuratemanagementproblemsa painful factof on-
line life. In this paper, we addressthe problemof identity
mobility, by extendingthenamespeoplecommonlyusein
today'sapplicationswith adesignationof atimewhenthose
namesweresuccessfullyused.



We presenta simpledesignfor HINTS, a historicname-
trail service,thatallows mobilepeopleto recordandmake
available their movementsthrough the “identi�er land-
scape.” Correspondentscanfollow thosenametrails from
wherea personhasbeen(i.e., a namesheusedto have) to
wherethatpersonis (i.e.,anamesheusesnow). In thisway,
a correspondentcan resolve a temporallyquali�ed name
into anamethatis valid now; hecanusethatnameto reach
a mobilepersonwhomhehasnot contactedin a long time,
avoiding namesthatpoint to no oneandreassignednames
thatpoint to thewrongperson.

Finally, we describehow securitycanenhanceHINTS
in the increasinglynaughtyInternetto prevent illegitimate
use of historic namesand name-historycorruption by a
maliciousserviceitself. We outline a designfor suchan
enhancedHINTS system,which we hopeto evaluateand
makeavailablesoon.
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