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We present a study of information ow that takesinto accourt the obsenation that an item
relevant to one personis more likely to be of interest to individuals in the same social circle than
those outside of it. This is due to the fact that the similarit y of node attributes in social networks
decreasesas a function of the graph distance. An epidemic model on a scale-free network with
this property has a nite threshold, implying that the spread of information is limited. We tested
our predictions by measuring the spread of messagesin an organization and also by numerical
experiments that take into consideration the organizational distance among individuals.

The problem of information o ws in social organiza-
tions is relevant to issuesof productivit y, innovation and
the sorting out of useful ideasout of the general chatter
of a community. How information spreads determines
the speedwith which individuals can act and plan their
future activities. In particular, email hasbecomethe pre-
dominant meansof communication in the information so-
ciety. It pervadesbusinessssaocial and scierti ¢ exchanges
and as such it is a highly relevant area for researt on
communities and sacial networks. Not surprisingly, emalil
has beenestablishedas an indicator of collaboration and
knowledge exchange[1{6]. Email is alsoa good medium
for researt becauset providesplentiful data on personal
communication in an electronic form.

Since individuals tend to organize both formally and
informally into groups basedon their common activities
and interests, the way information spreadsis a ected by
the topology of the interaction network, not unlike the
spread of a diseaseamong individuals. Thus one would
expect that epidemic models on graphs are relevant to
the study of information ow in organizations. In partic-
ular, recert work on epidemic propagation on scale-free
networks found that the threshold for an epidemicis zero,
implying that a nite fraction of the graph becomesin-
fectedfor arbitrarily low transmission probabilities [7{9].
The presenceof additional network structure was found
to further inuence the spread of diseaseon scale-free
graphs[10{12].

There are, howewer, di erences between information
o ws and the spreadof viruses. While virusestend to be
indiscriminate, infecting any susceptible individual, in-
formation is selective and passedby its host only to indi-
viduals the host thinks would be interestedin it. The in-
formation any individual is interestedin dependsstrongly
on their characteristics. Furthermore, individuals with
similar characteristicstend to assaiate with oneanother,
a phenomenonknown as homophily [13{15]. Conversely
individuals many stepsremoved in a social network on
averagetend not to have as much in common, as showvn
in a study [16] of a network of Stanford studernt home-
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FIG. 1: Averagetextual similarit y of Stanford student home-
pagesas a function of the number of hyperlipks separating
them. The textual similarity is measuredas | 1=In(f (x)),
where x are shared words and phrasessuc as persons,proper
nouns, places, and organizations, and f (x) is the number of
homepagesmentioning Xx.

pagesand illustrated in Figure 1.

We therefore intro duce an epidemic model with decay
in the transmission probability of a particular pieceof in-
formation asa function of the distance betweenthe orig-
inating sourceand the current potential target. In the
following analysis, we show that this epidemic model on
a scale-freenetwork hasa nite threshold, implying that
the spread of information is limited. We further tested
our predictions by observing the prevalenceof messages
in an organization and also by numerical experimerts
that take into consideration the organizational distance
among individuals.

Considerthe problem of information transmissionin a
power-law network whosedegreedistribution is given by

px = Ck e = (1)

where > 1, there is an exponertial cuto at and
C is determined by the normalization condition. A real
world graph will at the very leasthave cuto at the max-
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FIG. 2: T; asafunction of . The three dierent curves,from
bottom to top are: 1) no decay in transmission probabilit y, no
exponertial cuto in the degreedistribution ( =1 ; = 0).
2) =106 =0,3) =100 = 1.

imum degreek = N, where N is the number of nodes,
and many networks shav a cuto at valuesmuch smaller
than N. For our analysis, we will make use of generat-
ing functions, whoseapplication to graphswith arbitrary
degreedistributions is discussedin [17]. The generating
function of the distribution is

Li (xe =)

Go(x) = pex* = T(er)"

k=1

(2)

where Li , (x) is the nth polylogarithm of x.

Following the analysisin [18] for the SIR (susceptible,
infected, removed) model, we now estimate the probabil-

ity pl(l) that the rst personin the community who has
received a piece of information will transmit it to | of
their neighbors. Using the binomial distribution, we nd
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wherethe superscript \(1)" refersto rst neighbors, those
who received the information directly from the initial
source. The transmissiblity T is the averagetotal prob-
ability that an infective individual will transmit an item
to a susceptibleneighbor and is derived in [18] asa func-
tion of rjj , the rate of contacts betweentwo nodes, and
i, the time a node remains infective. If rj and ; are
iid randomly distributed according to the distributions
P(r) and P( ), then the item will propagate as if all
transmission probabilities are equalto a constart T.

Z,

T=Hhyi=1 drd P(r)P( )e ' (4)

The generating function for pl(l) is given by
xR k K Iyl
p | T'@ DX @)
1=0 k=1
Go(1+ (x

GW (x)

1DT) = Go(x;T):  (6)

Supposethe transmissibility decays as a power of the
distance from the initial source. We choosethis weakest
form of decay as the results that are obtained from it
will also be valid for stronger functional forms. Then
the probability that an mth neighbor will transmit the
information to a person with whom he has contact is
given by

TM=(m+1) T; @

where > 0 is the decay constart. T(™ = T at the
originating node (m = 0) and decays to zeroasm ! 1 .

The generating function for the transmission probabil-
ity to 2nd neighbors can be written as

6@00= " pEP 0 = 6O G ) ®)
k
where
GPX)=Gi(x;2 T)=Gi(1+(x 1)2 T) (9)
and
_ kpx* _ GJ(x)
G975 e T S ()

is the generating function of the degreedistribution of
a vertex reached by following a randomly chosenedge,
not counting the edgeitself [17]. Similarly, if we de ne
G(M)(x) to bethe the generatingfunction for the number
of mth neighbors a ected, then we have

GMD (x) = GMGM(x)) form 1 (11)
where

GI™(x) = Gy(x;(M+1) T)= Gy(1+(x 1)(m+1) T):
(12)
Or, more explicitly,

GMY (x) = GV (6P (G (- G (13)

The averagenumber z,,.; of (m + 1)th neighbors is

Zma = G Y1) = M (DGEM YL = ™ 1)z
(14)

Sothe condition that the size of the outbreak (the num-

ber of a ected individuals) remains nite is given by

I - gm) < g (15)
Zm
or
(m+1) TG < 1 (16)
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FIG. 3: Outdegree distribution for all senders (224,514 in
total) sendingemail to or from the HP Labs email server over
the courseof 3 months. The outdegreeof a node is the number
of correspondents the node sert email to.

Note that G?(1) does not diverge when < 3 due to
the presenceof a cuto at . For any given T, the left
hand side of the inequality above goesto zerowhenm !
1, sothe condition is eventually satis ed for large m.
Therefore the averagetotal size

17)

is always nite if the transmissibility decays with dis-
tance.

To comparethis result with previous results on disease
spread on scale-freenetworks, we take as an example a
network made up of 10° vertices. We can de ne an epi-
demic to be an outbreak a ecting more than 1% or 10*
vertices. Thus for xed ; and , wecandene T, as
the transmissibility above which hsi would be made to
exceed10®.

Figure 2 shaws the numerical results of the variation
of T, asa function of . When = 0 (there is no deca
in transmission probability), = 1,and < 3, T¢is
zeroand epidemicsencompassingmore than 10* vertices
occur for arbitrarily small T, aswasfound in [8]. Keeping

at zero and adding a cuto at = 100 producesa
non-zerocritical transmissibility T, aswasfound in [18].
For = 2, atypical value for real-world networks, T; is
still very near zero, meaning that for most valuesof T,
epidemicsdo occur. However, whenwe imposea decgy in
transmissibility by setting to 1, T, rises substartially .
For example, T, jumps to 0.54at = 2 and risesrapidly
to 1as increasedurther, implying that the information
may not spreadover the network.

In order to validate empirically that the spreadof infor-
mation within a network of peopleis limited, and hence
distinct from the spread of a virus, we gathered a sam-
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FIG. 4: Number of peoplereceiving URLs and attachments

ple from the mail clients of 40 individuals (30 within HP
Labs, and 10 from other areasof HP, other researt labs,
and universities). Each volunteer executed a program
that identied URLs and attachmernts in the messages
in their mailboxes, aswell asthe time the messagesvere
received. This data wascryptographically hashedto pro-
tect the privacy of the users. By analyzing the message
cortent and headers, we restricted our data to include
only messagesvhich had been forwarded at least one
time, thereby eliminating most postings to mailing lists
and more closely approximating true inter-personal in-
formation spreading behavior. The median number of
messagesn a mailbox in our sampleis 2200, indicating
that many userskeepa substartial portion of their email
correspondence. Although somemessagesnay have been
lost when usersdeleted them, we assumethat a major-
ity of messagesontaining useful information had been
retained.

Figure 4 shaws a histogram of how many users had
received eath of the 3401 attachments and 6370 URLs.
The distribution shaws that only a small fraction (5% of
attachments and 10% of URLS) reached more than 1 re-
cipient. Very few (41 URLs and 6 attachments) reached
more than 5 individuals, a number which, in a sample of
40, starts to resenble an outbreak. In follow-up discus-
sions with our study subjects, we were able to identify
the content and signi cance of most of these messages.
14 of the URLs were advertisemerts attached to the bot-
tom of an email by free email servicessuch as Yahoo and
MSN. These are in a senseviral, becausethe senderis
sendingthem involuntarily . It is this viral strategy that
was responsible for the rapid buildup of the Hotmail free
email serviceuserbase. 10 URLs pointed to internal HP
project or personalpages,3 URLs were for external com-
mercial or personalsites, and the remaining 14 could not
be identi ed.

In our sample, one group is overrepreseited, allowing
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FIG. 5: Averageouthbreak and epidemic size as a function of
the transmission probabilit y p. The total number of potential
recipients is 7119.

us to obsene both the spread of information within a
close group, and the lack of information spread across
groups. A number of attachments reacing four or more
peoplewere resumescirculated within one group. A few
attachmernts were announcemeits passeddown by higher
level managemem. This kind of top down transmission
within an organization is another path through which
information can be e cien tly disseminated.

Next we simulated the e ect of decay in the transmis-
sion probability on the email graph at HP Labs in Palo
Alto, CA. The graph was constructed from recordedlogs
of all incoming and outgoing messagesver a period of
3 months. The graph has a nearly power-law out degree
distribution, shaown in Figure 3, including both internal
and external nodes. Becauseall of the outgoing and in-
coming contacts wererecordedfor internal nodes,their in
and out degreeswere higher than for the external nodes
for which we could only record the email they sert to
and received from HP Labs. We however considereda
graph with the internal and external nodes mixed (as in
[1]) to specically demonstrate the e ect of a decay on
the spreadof email in a power-law graph.

We simulated the spread of an epidemic by selecting
a random initial senderto infect and following the email
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log containing 120,000ertries involving over 7,000recip-
ients in the course of a week. Every time an infective
individual was recorded as sendingan email to someone
else, they had a constart probability p of infecting the
recipiert. Henceindividuals who email more often have
a higher probability of infecting. We alsoassumethat an
individual remainsinfective (willing to transmit a partic-

ular pieceof information) for a period of = 24 hours.

Next we introduced a decay in the one-time transmis-
sion probability p; asp d; ***°, whered; is the distance
in the organizational hierarchy betweenindividuals i and
j. This exponert roughly corresponds to the decay in
similarity between homepagesshown in Figure 1. Here
ri = pj fi, wherefy isthe frequency of communi-
cation between the two individuals, obtained from the
email logs. The deca in transmission probability rep-
resens the fact that individuals closer together in the
organizational hierarchy share more common interests.
Individuals have a distance of oneto their immediate su-
periors and subordinates and to thosethey sharea supe-
rior with. The distance betweensomeonewithin HP labs
and someoneoutside of HP labs was setto the maximum
hierarchical distance of 8.

In gure 5 we shawv the average outbreak size, and
the average epidemic size (chosento be any outbreak
a ecting more than 30 individuals) as a function of the
onetime transmission probability p. Without decay, the
epidemic threshold falls below p = 0:01. With decs,
the threshold is set back to p = 0:20 and the outbreak
epidemic sizeis limited to about 50 individuals, even for
p=1.

As these results show, the decay of similarity among
membersof a sccial group has strong implications for the
propagation of information amongthem. In particular,
the number of individuals that a given email message
readhesis very small, in cortrast to what one would ex-
pect on the basisof a virus epidemicmodel on a scalefree
graph. The implication of this nding is that merely dis-
covering hubs in a community network is not enoughto
ensurethat information originating at a particular node
will reach a large fraction of the community. We expect
that these ndings are alsovalid with other meansof so-
cial communication, such asverbal exchanges,telephony
and instant messengesystems.
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