which makes this solution

applications

impractical for

This report addresses the data migration issue from
generic perspective. It proposes mechanisms for bot
volume and object-level data migration. The problem is
investigated for widely distributed storage services thatt

follow the “file system” abstraction. The main requirements
for the proposed mechanisms in this context are:

e Scalahility: they must scale for the size of current
and future data sets.

e Granularity: they must support data sets that vary
anywhere from a small set of files (perhaps a
singlefile) to logical volumes.

e Transparency: they must be non-intrusive to the
applications that are deployed above the storage
service.

The decision about what part of the data set to move, the
location to which it is moved, and the timing of the
migration are policy issues, which will be addressed in
future work. This paper focuses on mechanisms required for
migration.

The proposed mechanisms are designed in the context of
DIiFFS, adistributed file service architecture currently under
investigation in HP Labs. An overview of DiFFSisgivenin
section 2, followed by a discussion on “location
transparency” for data in that architecture. Volume-level
migration is discussed in section 4 and object-level
migration in section 5. Section 6 addresses issues related
sharing objects that are migrated. Related work is discussed
in section 7 and the paper concludes in section 8.

2 DIiFFS: a scalable distributed file service

DIFFS is a distributed file service that uses a partitioning
approach to address the problem of contention for storage
resources [9]. It is designed to tolerate host and
communication failures without sacrificing performance for
failure-free operation [10]. DiFFS can be deployed above
multiple types of physical file systems; objects can be
placed in a file system that is best suited to their type and
size. DiFFS achieves scalability by partitioning the storage
and controlling shared access on a per-partition basis. The
basic building block of the DiFFS architecture is a partition
server. Each partition server in the system has exclusive
control over a set of logical volumes (Figure 1). Every
logical volume is associated with an identifier (LV-ID) that
is unique in the system.

A directory in a file system is a list of entries, each one
containing a reference to an object (file or directory) in the
system. Traditionally, a directory entry includes the inode
number (inode#) and name of the referenced object.
However, files and directories within DiFFS may reside in

many any partition, thus requiring cross-partition reference§ he

inodett field in the directory entry is augmented with the ID
of the logical volume where the referenced object resides.

ﬁ]’ he latter requires extensions to the directory entry

structure. To provide these extensions in a generic way,
DiFFS directories are implemented as normal (data) filesin
he underlying physical file systems. This approach has two
advantages. 1) DiFFS can be deployed on top of any
physical file system; 2) directories can be implemented in
various ways that are optimal for different access and search
patterns.

Partition N

Partition 1 ~ Partition 2

Figure 1: DiFFS Architecture

The location of where the objects reside is transparent to the
clients. Object location is determined by some “placement
policy” at creation time.

3 Location transparency in data access

The DiFFS architecture provides a location-independent
representation of objects, which is similar to that of AFS.
Typically, when aclient needsto access afile or adirectory,
a lookup operation is performed first. The result of the
lookup is afile handle that is used by the client to perform
future accesses. The role of afile handle isto provide a way
to identify the object at the server end and is opaque to the
client. The file handles are often cached at the clients for
performance reasons.

A “lookup” operation in DiFFS is performed as depicted in
Figure 2. The execution is described in a way that is
independent of the access protocol [9] used. For example, a
lookup for file “/etc/passwd” is performed in three stages:
(1) retrieve the file handle for the root inode—this
information is typically stored on every partition, in this
case it is retrieved from partition 1; (2) read the contents of
directory “/” and construct the file handle for directory
“etc”; (3) read the contents of “etc” and construct the file
handle for file “passwd”.
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Figure 2: Execution of lookup ("/etc/passwd") in DiFFS.

31 FileHandle
The structure of a DiFFS file handle is shown in Figure 3.

Inode# Inode Gawt
LV-ID

Figure 3: Structure of a file handle in DiFFS

A file handle is composed of the following information that
is kept within the directory entry of the object.

e |node # of the object

e Logical Volume ID (LV-ID). The purpose of the LV-
ID isto identify:

0 TheLogica volume where the object resides.
0 The partition server that is acting as a

“custodian” of the logica volume that
contains the object

¢ Generation # of the inode.

DiFFS provides a way to represent objects in a location-
independent manner by embedding the LV-ID in the
directory entry. The actual custodian of the logical volume
isretrieved as described in the following paragraphs.

3.2 Mapping Logical
Partitions

Volumes to Physical

In order to access an object, a client has to retrieve the
actual custodian of the logical volume referenced in the file
handle of the object. This mapping information has to be
maintained in a consistent way in the system and it must be
accessible by the clientsin an efficient way.

This section introduces two methods for maintaining
consistent system-wide mappings of logical volumes (LV-
IDs) to partitions.

3.21 Global mapping state

A global mapping table is maintained in the system, similar
to the volume location database (VLDB) in AFS. The
mapping table may be maintained and kept consistent by a
Storage Management Service. It can be replicated or cached
at various locations for performance and availability. A
mapping service running at the clients provides mapping
resolution by querying the table (either areplica of the table
or some locally cached part of it). The mapping table is
read-mostly. It is updated only in the presence of volume
migration (see section 4). Volume migration is not a
frequent event in the system. Therefore, a protocol that
guarantees dtrict replica consistency [11-13] can be
employed for updating the global mapping table.

3.22 Didributed algorithm

Each partition server maintains an ownership tablewith the
LV-IDs of al the volumes the server is responsible for
(owns). The table is assigned a version number; every time
its contents change, the version number is incremented.
Upon delivery of an access request for an object, the tableis
consulted to check whether the local server hosts the
corresponding volume or not.

A partition server finds out about the ownership tables of
other partitions, as a side effect of cross-partition
transactions in the system. The ownership tables of other
partitions are locally cached on the partition and form its
neighbourhood information. The cached tables are
maintained loosely synchronized with their master copies on
the owner partition servers. The local copies of neighbours’
tables are consulted when, for example, the partition server
receives a request for an object that does not reside in a
local volume. Upon lookup, in addition to the file handle,
the client is also provided with a hint for the partition server
it should contact for that object. This information is cached
on the client and is used when the object is accessed. It is
just a hint about the location of the corresponding volume,
because the volume may not reside in the partition indicated
by the lookup. Such scenarios can occur when volumes are
migrated across partitions. Volume migration is discussed in
detail in section 4.
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Figure 4: Initial Mapping of LV-IDs and Partition Ids.

Figure 4 shows an example of three partitions, each
containing two volumes. Each partition's own table is
depicted with a thick borderline. Outgoing arrows indicate
“knowledge” of another partition’s ownership table (the
neighbourhood of that partition).

As a result of migrating a volume from partition A to
partition D (volume 1, in the case of Figure 5), both A and
D have the up-to-date ownership information about
themselves, but partitions B and C have now stale tables
about A (depicted as shaded boxes in the figure).

Stale maps are updated in one of two ways. First, any cross-
partition transaction (for example, general DiFFS traffic) is
piggybacked with the version number of the ownership
table of the originating partition. Thus, partition servers can
find out whether the locally cached copies of others' tables
are out-of-date. In the latter case, the up-to-date tables are
explicitly requested from the corresponding partitions.

Second, the update of stale tables can be initiated when a
partition receives a request for an object that resides in a
migrated volume. For example, consider the configuration
of Figure 5. A file “foo” resides in volume 1, which has just
migrated from partition A to partition D. A parent directory
of “foo”, named “dir”, resides in volume 3/partition B. A
client does a lookup for “foo” in “dir” and gets back a file
handle, which indicates that “foo” is located in volume 1/
partition A (B consults its out-of-date cached table about
A). When a following request from the client arrives at
partition A, it is forwarded to partition D (or the client is
asked to re-send the request to D), the new location for
volume 1. Note, that A has an up-to-date table for itself and
D. In this case, the payload of the client request is required
to carry information about the location of the parent
directory of the object. That is, directory “dir’ in
volume 3/partition B. Using this information, partition
server A can infer that partition B has out-of-date
information about the location of volume 1. The updated
tablesfor A and D are explicitly forwarded to partition B.
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Figure 5: Mapping of LV-IDs and Partition Ids after
Logical Volume “1” migration.

The agorithm presented here guarantees that the
information about volume to partition allocations is
maintained in the system in a distributed way. Consistency
of this distributed state is maintained by means of a lazy
technique. The agorithm has the advantage that eliminates
any single point of failure (or performance bottleneck) in
the system, but it is clearly more complex than the approach
described in the previous section.

4  Volume-level migration

DiFFS supports volume migration as a fundamental
mechanism to ensure the robustness of the architecture.
Moving avolumeis usually an expensive operation, the cost
of which is proportional to the size of the volume. DiFFS
builds the distributed file service on top of multiple volumes
and therefore can afford to use small volumes to aid
incremental, more fine-grained migration.

There are two basic flavors of volume migration in DiFFS:
changing the ownership of alogical volume and physically
relocating the logical volume to a different device. A
combination of these two is used in some cases.

The following examples demonstrate scenarios where
volume-level migration may be required:

1. When a partition server is retired, al the volumes it
owns need to be reassigned. This requires change of
ownerships for the volumes.

2. Likewise, when a partition server is overloaded, the
ownership of some of its logical volumes needs to
change to some other partition server that isidle or less
loaded.



3. When a device that hosts multiple logical volumes
becomes a “hot-spot” (or the network path that leads to
the device is highly congested), then one or more
logical volumes need to be migrated to different
device(s).

If volume migration across devices is required, then it is
performed first. There are many well-known online volume
migration techniques; a process using the mirroring
technique of the LVM package available in Linux is as
follows:

1. Form a logical volume with the mirroring option by
creating a mirror set that contains the target device (all
writes go through the replica of the logical volume
located on the target device “secondary” and reads go
through the primary logical volume).

2. When mirroring is complete, a replica of the logical
volumeis created

3. Mirroring is cancelled and the primary of the mirror set
is freed up but note that the logical volume ID is not
changed.

If the device on which the logical volumes reside becomes a
“hot-spot,” the above procedure is sufficient to address the
problem.

4.1 Protocol for changing the custodian of a
logical volume

When reassigning the ownership of the logical volume, say,
LV-ID 1, from partition server Ps to partition server Pd
(with or without device migration ), the following steps are
performed:

1. Freeze /O (new requests are put into a pending state)
tothe LV-ID 1 at Ps.

2. Dismount the file system from the logical volume LV-
ID 1 at Ps. As a side effect, outstanding 1/Os for the
LV-ID 1 buffered in Ps' cache are flushed.

Send arequest to Ps to mount the volume.

Upon receiving an acknowledgement from Pd, update
the mapping to reflect the change of ownership of the
volume. We have discussed two alternatives in section
3.2.

4.2 Failure Analysis

421 Failure Model
We assume the following failure model:

Hosts fail by crashing; they do not exhibit malicious
(Byzantine) behavior.

Messages may be not sent or not delivered due to host
crashes. Also, messages may be lost due to network
partitioning. On recovery from any such failure, the
communication session between two hosts is re-established.
Messages delivered during the same communication session
between two hosts are aways delivered in order. This
condition is guaranteed by using TCP as the communication
protocol.

Consistency of the local object-store is guaranteed, despite
failures. This property is ensured by mechanisms of the
physical file system, such as journaling [14], soft updates
[15] or recovery procedures (fsck) [16].

Log entries are written synchronously and atomically.

4.2.2  Failureanalysison volume-level migration

In order to guarantee fault-tolerance, we propose that the
partition server Ps, from which the volume is migrating,
initiates a recovery protocol after step (3) (described in
section 4.1). The recovery protocol is initiated when Ps
does not receive an acknowledgement from partition server
Pd. Ps may not receive an acknowledgement from Pd for
various reasons.

a) The new partition server (Pd) is not reachable due to
host or network failures

b) The new partition (Pd) is still available but the mount
processis still in progress

c) The new partition server (Pd) received the request,
mounted the file system for the logical volume but the
acknowledgement was lost due to network failure.

For all of the above failure cases, the recovery protocol at
Ps remounts the file system for the logica volume and
releases all pending I/Os to proceed normally. Request for
updating mapping of logical volume to the partition server
Pd is not sent, thus, leaving only the original partition server
Ps access the logical volume. Thereis a small possibility for
having both partition servers mounting a file system for the
same logical volume. However, Pd isinstructed to dismount
the file system from the logical volume when the connection
with Pd is re-established.

5 Object-level migration

In some situations, it is desirable to move individual objects
instead of the whole volumes. For example, the files that
constitute the personal profile of a nomadic user need to be
migrated close to the physical location where they are
accessed from. What objects (individual or working-set)
should be migrated, when and where they should be moved
to are policy issues that are handed by SMS. Once SMS
identifies the object(s) that need to be migrated, migration
mechanisms move those objects to the specified locations.



update approaches for object level migration and compared
them to stress the strengths of the aggressive approach.

The mechanisms proposed also handle soft state such as
leases. Migration of hard state information (e.g., locks) will
be addressed in the future.

DiFFS provides efficient data movement mechanisms and a
variety of granularities in order to help IDCs address
current and future demand for storage services. We have
provided some examples and scenarios that are potential
candidates where these data migration mechanisms can be
used. Data migration mechanisms proposed in this report,
help IDCs realize the true benefit of infrastructures based
on autility model.
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