


to some of the compliance requiremen ts could lead

to serious di�culties. An estimate of the tra�c that

is end-to-end HTTP/1.1 helps us quan tify b ene�ts

(or disadv an tages) of the c hanges to the proto col

that cannot b e gleaned b y comparing the proto col

v ersion n um b ers.

There are di�eren t audiences for this pap er.

Serv er implemen tors ma y b e in terested in seeing

the lev el of compliance of their pro duct in prac-

tice. Some serv ers ha v e fron t ends that distort and

alter the seman tics of the resp onse leading to p o-

ten tially incorrect conclusion ab out the compliance

lev el of that implemen tation. Proto col designers can

see what ideas actually get re
ected in usage. Muc h

debated additions to the proto col ma y not b e imple-

men ted prop erly or ma y b e turned o� via con�gura-

tion options in practice. Kno wing the realities w ould

help them deal with ev olving the proto col. Those in-

terested in learning ab out compliance issues of pro-

to cols in general could see what features are hard to

get righ t and wh y . W eb site administrators deciding

on mo ving to the new v ersion of the proto col can see

if a reasonable n um b er of p opular sites are running

HTTP/1.1. Ho w ev er, if man y of the serv ers running

HTTP/1.1 are not complian t or if sev eral of the new

features are not enabled, they ma y w an t to w ait.

Giv en the enormit y of the W eb and the complex-

ities of the new v ersion of the proto col (the sp eci�-

cation nearly tripled in size b et w een HTTP/1.0 and

HTTP/1.1), it is not easy to test the compliance

of deplo y ed W eb serv ers. F ortunately ho w ev er, our

task is somewhat simpli�ed for three reasons. Prior

w ork [KMK99 ] (in whic h one of the authors of this

pap er w as in v olv ed) examined the k ey di�erences b e-

t w een HTTP/1.0 and HTTP/1.1, categorizing and

iden tifying the imp ortan t c hanges in the proto col.

P artitioning of the c hanges help ed isolate the fea-

tures and enabled the rapid construction of the set

of compliance tests. Secondly , although there are

tens of millions of sites, only a small fraction of sites

attract a signi�can t p ercen tage of tra�c. A plausi-

ble list of these sites is a v ailable from a set of surv ey

sites. Thirdly , access to pac k et traces from a large

ISP helps us v erify the accuracy of the surv ey sites,

calibrate the set of p opular serv ers, and determine

whic h (new) HTTP headers are commonly used.

Instead of designing a simple exp erimen t that only

addresses the issue of compliance when tested from

a clien t to an origin serv er w e ha v e designed a global

exp erimen tal infrastructure infrastructure spanning

m ultiple coun tries and a mix of sites (educational,

commercial, and so on residen tial sites connected via

ISPs). The infrastructure is used p erio dically to

study the ev olution of proto col compliance. W e

conducted the compliance tests o v er a p erio d of 16

mon ths roughly ev ery six mon ths. Along the w a y

sev eral p opular sites mo v ed from HTTP/1.0 serv ers

to HTTP/1.1 serv ers.

W e ha v e sev eral signi�can t �ndings. Ov er a 16

mon th p erio d, the p ercen tage of serv ers claiming to

b e HTTP/1.1 complian t increased with little im-

pro v emen t in the p ercen tage of serv ers that w ere

actually complian t. Some p opular W eb sites failed

ev en the most basic compliance requiremen ts. A sig-

ni�can t n um b er of serv ers ha v e turned o� a n um b er

of the k ey HTTP/1.1 impro v emen ts. Sev eral serv ers

crashed during our testing. Compliance do es not

necessarily impro v e o v er time. Man y of the prob-

lems app ear to b e caused b y incorrect serv er con�g-

urations or p o orly implemen ted plugins or �lters. A

n um b er of implemen tors ha v e already utilized the re-

sults of our study . F or example, a prominen t bro wser

c hanged their default b eha viour on p ersisten t con-

nections and a serv er v endor �xed a serious securit y

hole as a result of an earlier v ersion of our study

(w e noti�ed them discreetly and do not divulge the

sp eci�c problem here).

The rest of this pap er is divided as follo ws:

Section 2 presen ts motiv ation for the mo v e to

HTTP/1.1 and Section 3 discusses related w ork in

this area. Section 4 presen ts our compliance test-

ing metho dology while Section 5 describ es the ac-

tual exp erimen t p erformed to measure the compli-

ance. Section 6 discusses the soft w are used to test

and the en vironmen t in whic h the exp erimen t w as

conducted. Section 7 discusses the results of the ex-

p erimen t. W e conclude with a summary of the pap er

and a discussion of future w ork.

2 HTTP/1.1 Proto col

Along with the astounding increase in net w ork

tra�c of HTTP pac k ets, sev eral problems w ere dis-

co v ered in the HTTP/1.0 proto col. There w as no

o�cial standard for the HTTP/1.0 proto col though

there w ere v arious implemen tations. The latest v er-

sion of the Hyp ertext T ransfer Proto col HTTP/1.1



w as standardized in June 1999 (in RF C 2616 [ea99 ])

after o v er four y ears of discussion in the IETF HTTP

W orking Group. A primary motiv ation in coming up

with a new v ersion of the proto col w as to �x sev eral

kno wn w eaknesses in HTTP/1.0. Ho w ev er, during

the pro cess of dev eloping the standard, sev eral in-

termediate \HTTP/1.1" implemen tations of serv ers

and clien ts b egan sho wing up on the W eb.

As part of the standardization e�ort of HTTP/1.1,

rep orts on sev eral in terop erable implemen tations of

the comp onen ts (clien ts/bro wsers and serv ers) had

to b e submitted to the W3C{W orld Wide W eb con-

sortium. W3C forum rep orts describing the features

supp orted b y v arious implemen tations are a v ailable

in [F or ]. The information in the forum rep orts are

submitted b y the v arious individuals/organizations

who dev elop ed the comp onen ts. The forum rep ort

lets dev elop ers indicate the subset of features of the

proto col they ha v e implemen ted and if they ha v e

tested the features.

The testing that is rep orted in the forum is done

b y the dev elop ers themselv es but o ccasionally com-

p onen ts are made a v ailable for others to test. Some

of the serv ers on the forum are v ery p opular on

the W eb (e.g., Apac he, Netscap e-En terprise, and

Microsoft-I IS) while others are exp erimen tal serv ers

often used in the researc h comm unit y . There is a rea-

sonable amoun t of v ariance in the set of features im-

plemen ted in this collection and compliance testing

cannot b e done b y just testing the subset presen ted

in this forum. Giv en that there are millions of sites

running serv ers with di�eren t con�gurations, it b e-

comes imp ortan t to broaden our compliance testing

base and metho dology from that used in the forum.

3 Related w ork

Measuremen t of proto col compliance is not en-

tirely no v el but w e kno w of no other indep enden t

testing in the HTTP arena. P artially , this is due to

the relativ e recency of the proto col and HTTP/1.1

is the �rst upgrade since HTTP/1.0. Earlier v er-

sions, suc h as as HTTP/0.9 and HTTP/1.0 w ere

nev er formally standardized. F ormal testing of non-

standardized v ersions w ould not ha v e b een v ery

helpful. Ho w ev er, the de�ciencies found in the im-

plemen tations of HTTP/1.0 and the prematurely

(mis-)lab eled HTTP/1.1 help ed in the clari�cation

of the actual HTTP/1.1 sp eci�cation. F orum re-

p orts [F or ] from implemen tors and in terop erabilit y

testing conducted via the W eb consortium aided in

�nding some problems. In the commercial arena

there are more claims than actual evidence of com-

pliance: man y pro ducts claim compatibilit y or com-

pliance with HTTP/1.1 to impro v e their mark etabil-

it y .

4 Metho dology

In this section, w e presen t the design decisions of

our exp erimen t. W e had to decide if the compliance

tests could b e run lo cally and if not, ho w to come

up with a canonical set of test sites. W e then had

to assem ble a testing infrastructure, iden tify testing

soft w are, and isolate the features to b e tested based

on the proto col draft standard. W e discuss the v ar-

ious tradeo�s and the reasons b ehind the c hoice of

the approac h w e to ok.

One approac h to test compliance w ould ha v e b een

to c ho ose just a handful of p opular serv ers (e.g.,

Apac he, Netscap e, Microsoft-I IS) and run our tests

directly on the soft w are in a lab en vironmen t. There

are man y reasons for not doing this. First, it is ex-

tremely di�cult to test all of the soft w are con�gura-

tions (w e coun ted nearly 60 di�eren t con�gurations

of the Netscap e serv er and close to 700 di�eren t con-

�gurations of the Apac he serv er in a recen t pac k et

trace from a large ISP). Secondly , di�eren t answ ers

migh t result based on where the tests originate (al-

though w e did not exp ect the results to v ary based

on clien t lo cation, but w e w an ted to con�rm this h y-

p othesis). Thirdly , it is more in teresting to see what

installed serv ers in the �eld do than a particular bi-

nary release with a �xed con�guration. F ourth, it

is not p ossible to obtain the source and binaries of

all the serv ers. Sev eral p opular sites run proprietary

serv ers designed just for their organization. Finally ,

w e w an ted to test under real w orld conditions { our

requests w ould b e lik e an y other W eb request. As

will b e seen later, this decision w as w ell w arran ted,

since some serv er implemen tors w ere surprised to see

the circumstances under whic h their serv er w as b e-

ing used.

Additionally , ev en the information ab out the

serv er returned in the HTTP resp onse (in the

Server: header) didn't alw a ys include an y con�g-



uration information. This leads to anomalies suc h

as the same feature implemen ted correctly in some

sites and not so in others, although b oth sites ap-

paren tly ran the \same" serv er instance. Relying on

the serv er iden ti�er w ould th us b e a mistak e leading

to wrong conclusions.

It has b een w ell kno wn for a while that a small

n um b er of W eb sites attract a signi�can t p ortion

of the W eb tra�c. This has led to the compila-

tion of p opular W eb sites whic h has signi�can t eco-

nomic v alue to those sites (rev en ue from adv ertise-

men t). Rating sites suc h as MediaMetrix [Med],

Netcraft [Net], and Hot100 [Hot] o�er statistics on

p opularit y . In addition, some compilations of w ell

kno wn corp orations suc h as F ortune 500 [F or99 ] and

Global 500 [Glo98 ] pro vide lists of globally kno wn

corp orations some of whic h presumably attract a sig-

ni�can t amoun t of W eb tra�c. Our com bined list

con tained more than 500 unique W eb sites.

Eac h of the surv ey sites has a di�eren t w a y of

gathering their data and none of them ha v e made

their metho dology transparen t enough for indep en-

den t testing. Some ev en sa y that they delib erately

withhold this information to ensure surv ey ed sites do

not misuse it to alter their rankings. Hot100 claims

to surv ey 100,000 users (40% of whom are outside

the USA). They claim to gather data at \strate-

gic" p oin ts on the In ternet (not at the bro wser or

serv er) whic h they then sift through. Mediametrix

claims to use a 50,000 user p opulation. Our longi-

tudinal study sho w ed that throughout the 16 mon th

p erio d in whic h our study w as conducted, o v er 40%

of the top 150 unique sites from the com bined Me-

diaMetrix [Med ], Netcraft [Net], and Hot100 [Hot]

ranking lists w ere the same.

If w e are in terested in testing compliance of the

HTTP/1.1 proto col, it w ould mak e sense to exam-

ine the serv ers running on p opular W eb sites. W e

p erformed an initial test to determine whic h sites

w ere using HTTP/1.0 and whic h sites w ere claiming

to b e HTTP/1.1 complian t. All of our remaining

tests w ere p erformed using only the list of sites that

claimed to b e HTTP/1.1. W e con tacted eac h one of

these sites from a v ariet y of lo cations in the w orld to

ensure that the clien t lo cation didn't in tro duce an y

bias. Our clien ts w ere either the http erf [MJ98 ] to ol

or handwritten C co de imitating basic asp ects of a

bro wser and sa ving the resp onse headers returned.

P art of the reason for testing from a v ariet y of places

is to extend the tests in the next round to go through

pro xies (rather than directly from clien t to serv er as

in this w ork). W e also considered some of the W3C

forum rep orts [F or ] submitted to the W3C consor-

tium b y v arious serv er and clien t implemen tors to

see if the features that w ere rep orted as implemen ted

and examined in the in terop erabilit y tests are indeed

complian t. W e included a subset of tests that most

of the implemen tors had conducted.

Next, it is imp ortan t to measure the origin serv er's

compliance without ha ving to w orry ab out the in
u-

ence of pro xies, gatew a ys, and tunnels in the path.

Pro xies, dep ending on if they are transparen t or non-

transparen t ma y mo dify the requests and alter some

of the headers in either direction. The resp onse from

the serv er w ould not b e seen directly b y the testing

clien t; only the resp onse sen t b y the pro xy . Our

kno wledge of our lo cal net w orks allo w ed us to a v oid

b oth non-transparen t and transparen t pro xies at the

clien t sites. Ho w ev er, ev en when w e send requests

directly from clien ts to origin serv ers, it is p ossible

for an in termediary in fron t of the serv er to in ter-

cept the request (w e noticed sev eral suc h cases in

our test).

In terms of v erifying compliance, w e primarily

relied on the proto col standard [ea99 ]. The pro-

to col sp eci�cation has three classes of compliance

b y clien ts, pro xies, and serv ers for features: MUST,

SHOULD, and MA Y [Bra97 ]. The HTTP/1.1 sp eci-

�cation states that a serv er implemen tation that fails

to satisfy one or more MUST requiremen ts is not

complian t. If it satis�es all MUST and SHOULD re-

quiremen ts it is unc onditional ly complian t and if it

meets all MUST but not all SHOULD requiremen ts

it is c onditional ly complian t.

It should b e noted that our tests are not simply

a test of the MUST, SHOULD, and MA Y require-

men ts of the HTTP/1.1 draft standard. Instead, w e

ha v e divided the tests in to categories based on im-

p ortance to the o v erall W eb infrastructure. While

some serv ers ma y ha v e consciously not complied

with some requiremen ts or turned o� some features

(since they are not a MUST requiremen t), w e ma y

still highligh t that fact. The goal of our exp erimen t

w as to b oth classify the serv ers in terms of com-

pliance and also sp eculate on the reasons for an y

non-compliance. While w e ha v e not tested ev ery

feature of the proto col for compliance, w e ha v e pri-

oritized and tested some of the k ey features. The



primary reason w e did not dev elop a complete test

suite for HTTP/1.1 compliance is that it w ould b e

extremely di�cult to automate some of the tests

without ha ving sp eci�c kno wledge of the design of

eac h site under test (an example of this is pro vided

in Section 7.2.3. Our testing mo del is extensible|

other features simply require extensions to the script

whic h can b e plugged in to our testing and analy-

sis infrastructure. This enables con tin ued testing

o v er the long haul as more serv er sites mo v e to

HTTP/1.1. Our con tin ued testing also help ed us to

monitor c hanges to the serv ers o v er time. W e also

k ept our tests free of biases suc h as time of da y and

lo cation of clien ts.

5 Compliance exp erimen t

The actual compliance exp erimen t in v olv ed ex-

tracting imp ortan t features from the HTTP/1.1 pro-

to col sp eci�cation as presen ted in RF C 2616, the

HTTP/1.1 draft standard. Sev eral of the features

of 1.1 are carried o v er from HTTP/1.0 since all

HTTP/1.1 serv ers ha v e to accept HTTP/1.0 st yle

requests. W e divided our exp erimen t in to three cat-

egories: imp ortan t features in the proto col sp ec-

i�cation (all of whic h are MUST conditions; i.e.,

the implemen tation is not complian t otherwise), fea-

tures that w e b eliev e are signi�can t additions in

HTTP/1.1, and features that are not mandatory in

serv ers y et are considered useful in ev olving the pro-

to col. W e exp ect ev ery complian t serv er to meet

the tests of the �rst category , most to meet the

second category tests, and exp ect signi�can t v ari-

ance in compliance for the third category tests. Our

testing infrastructure can b e easily extended to do

other compliance tests b y augmen ting the scripts

and reusing the largely automated analysis pro cess.

5.1 Category One tests

In the �rst category of the exp erimen t w e tested

GET and HEAD metho ds with mo di�ers as w arran ted,

and tested for the absence of the required Host

header. W e exp ect these tests to succeed in any com-

plian t HTTP/1.1 serv er. Serv ers that do not imple-

men t the ab o v e features correctly are presumably in-

v alidly lab eling themselv es as HTTP/1.1. It should

b e noted that the v ersion n um b er in an HTTP mes-

sage is a hop-b y-hop header (as opp osed to an end-

to-end header) and since our tests are directly from

clien t to origin serv er, w e get exactly the v ersion

n um b er the origin serv er claims it implemen ts.

A v ast ma jorit y of all HTTP requests made to

W eb serv ers are GET , the basic w a y to request a

resource on the W eb. The HEAD metho d requests

that only metadata ab out the resource b e returned

and is often used to debug serv ers. Neither of these

metho ds are new in HTTP/1.1, nor has their b e-

ha viour c hanged signi�can tly . Use of mo di�ers with

GET (suc h as If-Unmodified-Si nc e) , ho w ev er, are

new and th us included in our tests. These tests are

to v erify that serv ers resp ond with (the new resp onse

co de) 412 Precondition Failed , when the precon-

dition fails.

The Host header w as added to slo w do wn the

depletion of IP addresses, due to a rush to obtain

v anit y URLs (suc h as www.foo.com ) and HTTP/1.0

requests not passing the hostname of the request

URL. Rather than c hange the request line format

(whic h w ould cause massiv e con�guration di�cul-

ties), a new ( Host :) header w as mandate d to b e

presen t in ev ery HTTP/1.1 request message. If a

HTTP/1.1 request message do es not ha v e the Host:

header it must b e rejected.

5.2 Category Two tests

The second category of tests consists of imp or-

tan t features that ha v e b een added to HTTP/1.1.

A signi�can t amoun t of discussion ensued on some

of these features during the o v er four-y ear dev el-

opmen t of HTTP/1.1. In the case of a serv er

mis-implemen ting or partially implemen ting features

tested in this category , w e w ould b e curious to kno w

wh y . Unlik e Category One tests, where errors simply

imply non-compliance, this category includes tests

of features that serv ers are p ermitted to selectiv ely

implemen t. There is a general exp ectation that a

HTTP/1.1 serv er w ould implemen t these features.

The tests that w e include in this category are han-

dling of p ersisten t connections, pip elining, and range

requests.

In tro duction of p ersisten t connections w as a ma-

jor inno v ation in HTTP/1.1. In HTTP/1.0, con-

nections lasted just for for a single request/resp onse

exc hange. This had b oth a deleterious e�ect on user



T able 4: Breakdo wn of Category One Results b y Serv er T yp e (HPL Data)

Serv er Date %of Svrs GET(%) HEAD(%) Host(%) P ass All(%) F ail All(%)

6/99 9.1 100.0 100.0 97.8 97.8 0.0

Apac he/1.2 11/99 6.3 96.9 100.0 96.9 93.8 0.0

9/00 2.4 100.0 100.0 100.0 100.0 0.0

6/99 18.1 100.0 96.7 100.0 96.7 0.0

Apac he/1.3 11/99 19.7 99.0 99.0 99.0 98.0 0.0

9/00 21.8 98.4 98.4 98.4 98.4 0.0

6/99 32.5 89.7 98.0 98.2 87.3 0.0

I IS/4.0 11/99 30.7 89.7 98.1 98.1 88.4 0.0

9/00 30.2 90.2 98.9 96.0 89.0 0.0

6/99 14.0 70.8 22.2 0.0 0.0 16.9

Netscap e/3.5 11/99 13.8 71.4 20.3 0.0 0.0 14.5

9/00 6.2 66.7 22.2 0.0 0.0 13.9

6/99 12.8 50.8 29.2 0.0 0.0 27.7

Netscap e/3.6 11/99 21.7 58.2 23.8 0.0 0.0 23.9

9/00 27.0 60.2 27.9 0.0 0.0 20.8

T able 5: Breakdo wn of Category Tw o Results (HPL

Data)

Date P ersis- Pip e- Range P ass F ail All

tence lining All All

Jun 99 71.9 70.6 52.3 43.9 20.6

No v 99 71.5 64.8 54.9 41.0 21.2

Sep 00 74.3 66.8 54.7 42.8 20.8

T able 5 rev eals that man y of the serv ers supp orted

at least one of the Category Tw o features. Ov er

70% of the serv ers supp orted p ersisten t connections.

W e susp ect that man y remaining sites had p ersisten t

connections disabled b y the administrators. Sligh tly

few er sites allo w ed the clien t to pip eline requests.

Only ab out half of the serv ers supp orted Range re-

quests prop erly . Only 40% of the sites supp orted all

three Category Tw o features, while 20% of the sites

supp orted none of these features.

The results in T able 6 rev eal that the serv er t yp e

has less e�ect on the results than w as the case for the

Category One tests. Almost all of the Apac he/1.2,

Apac he/1.3 and Microsoft-I IS/4.0 serv ers supp orted

p ersisten t connections and pip elining. Only ab out

half of these serv ers supp orted the Range requests

whic h is the primary reason wh y so few of these

serv er passed all three Category Tw o tests. F ew er

Netscap e-En terprise/3.5 and 3.6 serv ers supp orted

p ersisten t connections and pip elining than ranges.

W e ha v e evidence that suggests there is a prob-

lem with the p ersisten t connection implemen tation

in instances of some serv ers (e.g., the serv er sends

a Connection: keep-alive header with the re-

sp onse, then closes the connection without allo wing

the clien t to issue an y subsequen t requests).

W e next examine the n um b er of serv ers that (un-

conditionally) supp orted all six features. T able 7

sho ws that around 30% of the serv ers under study

passed all six tests, while 7% of the serv ers w ere ei-

ther conditionally complian t or not complian t on all

six tests. Not sho wn in the table are the follo wing

�gures: 15% of the Netscap e-En terprise/3.5 serv ers

(N-E/3.5) failed all six tests (i.e., they supp orted

zero features) and none supp orted all six features.

Ov er 20% of the Netscap e-En terprise/3.6 serv ers (N-

E/3.6) failed all six tests and none supp orted all

six features. Appro ximately 50% of the Apac he/1.2,

Apac he/1.3 and Microsoft-I IS/4.0 serv ers supp orted

all six features.

7.2.3 Category Three test results

In this section w e tested the serv ers to deter-

mine whether they supp orted nine other sug-

gested/recommended but lesser kno wn features of



T able 6: Breakdo wn of Category Tw o Results b y Serv er T yp e (HPL Data)

Serv er Date P ersistence(%) Pip elining(%) Range(%) P ass All(%) F ail All(%)

6/99 89.1 89.1 52.7 43.5 10.9

Apac he/1.2 11/99 90.6 90.6 46.9 40.6 3.1

9/00 100.0 92.9 50.0 50.0 0.0

6/99 87.0 87.0 51.1 47.8 9.8

Apac he/1.3 11/99 89.0 89.0 54.0 51.0 8.0

9/00 89.0 88.2 52.8 48.8 7.9

6/99 87.9 87.3 52.4 52.4 12.7

I IS/4.0 11/99 85.9 85.8 55.8 54.5 12.8

9/00 86.8 86.7 52.6 49.7 11.4

6/99 41.1 38.4 67.2 37.5 30.6

Netscap e/3.5 11/99 40.0 28.1 68.6 24.6 30.4

9/00 44.4 31.3 63.9 27.8 36.1

6/99 41.5 35.4 47.7 35.4 52.3

Netscap e/3.6 11/99 50.0 33.6 54.6 32.7 44.6

9/00 54.2 32.3 57.4 31.6 40.7

HTTP/1.1. Unfortunately man y of these features

are not straigh tforw ard to test. F or example, POST

requests ma y not b e allo w ed for certain ob jects. In

suc h a situation w e can test that the serv er prop erly

rejects the request, but w e cannot test whether the

serv er w ould prop erly handle a POST request.

T able 8 sho ws the results of our Category Three

tests. The ranges sho wn in T able 8 indicate the

minim um and maxim um v alues seen o v er the three

measuremen t p erio ds. W e observ ed that a signi�-

can t n um b er of serv ers returned non-complian t re-

sp onses in some of our Category Three tests. F or

example, some serv ers return a status 200 resp onse

(along with a W eb page that indicates an error

has o ccurred) to a request for an incorrect/non-

existen t URL. This is due to the serv er con�gura-

tion rather than the serv er implemen tation. The

most signi�can t o ccurrences of non-complian t re-

sp onses happ ened with our \POST with Expect :

100-Continue " test and our If-Unmodified-Si nc e

T able 7: Breakdo wn of Category One and Tw o Re-

sults (HPL Data)

Date P ass All T ests(%) F ail All T ests(%)

Jun 99 31.1 7.1

No v 99 29.8 7.3

Sep 00 31.4 6.5

T able 8: Category Three T est Results (HPL data)

F eature % Serv ers % Serv ers

Unconditionally Not Complian t

Complian t

OPTIONS 26.8{32.3 0.8{2.7

TRA CE 94.3{97.3 0.2{1.8

F OO 54.5{60.3 5.3{7.1

POST, Exp ect 54.6{63.2 31.0{32.0

Incorrect URL 75.9{80.5 5.3{8.2

Long URL 62.7 2.0

I-U-S (1123) 40.0{41.7 57.1{59.3

I-U-S (1036) 40.0{41.7 57.1{59.3

I-U-S (ANSI C) 40.0{41.7 57.1{59.3

I-U-S == If-Unmodified-Since with Date in RFC

1123/1036/ANSI-C formats.

Long URL test done only in June '99.

tests. In the Expect : 100-Continue test w e ob-

serv ed that man y sites did not issue a resp onse to

the request. Since the n um b er of sites that did not

resp ond w as m uc h higher than normal (27{30% of

sites v ersus an a v erage of 1-2% for the other tests),

w e sp eculate that most of these sites are simply w ait-

ing for further information from the clien t. Most of

the serv ers w e tested do not app ear to understand

the If-Unmodified-Sin ce header, and as a result of

ignoring it return a non-complian t resp onse. All of



the serv ers that do implemen t this feature correctly

understo o d all of the three required date formats.

7.3 Intersection of three studies

W e examined the sites that w ere in the top 150 in

all three study p erio ds. Of the sites claiming to b e

running HTTP/1.1, 44% of these sites ran Apac he,

37% Netscap e and 17% I IS. The results w ere quite

consisten t with the o v erall results presen ted in Sec-

tion 7. F or example, all Apac he serv ers w ere uncon-

ditionally complian t across all Category One tests,

as w ere 71% of I IS (4.0 and 5.0) serv ers. None of

the Netscap e serv ers passed all three Category One

tests for unconditional compliance..

7.4 Reasons for non-compliance

There app ear to b e sev eral reasons for non-

compliance on the part of serv ers. Some of the

reasons are subtle and ma y not b e kno wn ev en to

the serv er implemen tors. While most instances of

a Microsoft-I IS/4.0 site tested yielded the prop er

400 Bad Request to a HTTP/1.1 request without

the Host: header, 7 of the 174 sites claiming to run

I IS/4.0 returned a 200 OK resp onse. Closer exam-

ination and consultation sho w ed that at least one

site probably uses an ISAPI �lter [Isa ] { a dynam-

ically link ed library that in tercepts requests|with

the in ten tion of mo difying it b efore the core serv er

can parse it. In this situation it is the resp onsi-

bilit y of the �lter to return the appropriate HTTP

headers. The failure of man y �lters to do this cor-

rectly suggests that curren t serv er implemen tations

ma y not b e meeting the needs of the p eople who

use those serv ers. Serv er arc hitectures ma y need to

b e redesigned so that the serv er retains resp onsi-

bilit y for handling the HTTP headers while pro vid-

ing users with the functionalit y they desire. Some

sites ha v e purp osely con�gured their serv ers to re-

turn a success resp onse with HTML text indicating

that an error has o ccurred. Ev en though the serv er

implemen tation ma y b e complian t, its con�guration

causes compliance failure, suggesting that the serv er

do es not pro vide its users with desired functionalit y .

Our results sho w ed that a signi�can t n um b er of

sites disabled HTTP/1.1 features suc h as p ersis-

ten t connections. There are at least three reasons

for this b eha viour. First, some sites ma y b e con-

cerned ab out the p erformance impact of using suc h

features. One serv er v endor states that \If y our

site has hits from man y users at an y time, then

p ersisten t connections ma y not b e go o d for y our

serv er." [IBM]. Ho w ev er, no p erformance ev alua-

tion results w ere pro vided to substan tiate this state-

men t. Second, problems with TCP implemen tations

on some clien ts has b een rep orted to cause unex-

p ected b eha viour in some bro wsers when p ersisten t

connections are used [IBM]. Some sites ma y there-

fore c ho ose to disable p ersisten t connections in or-

der to a v oid receiving complain ts from visitors to

their W eb site. Third, some HTTP/1.1 serv ers actu-

ally shipp ed with p ersisten t connections disabled. If

the default con�guration w as used (or if this feature

w as not sp eci�cally enabled) then the site w ould not

supp ort p ersisten t connections. Early v ersions of a

v endor's serv er [IBM] had p ersisten t connections en-

abled b y default, but some later v ersions of the had

p ersisten t connections disabled b y default. Serv er

implemen tations can th us b ecome less complian t in

new er v ersions.

8 Conclusions and future w ork

W e examined compliance to the HTTP/1.1 pro-

to col of the most p opular W eb sites in the w orld.

Although man y of the p opular sites claim to run

HTTP/1.1, some ev en fail the most basic compli-

ance requiremen ts. Man y others run with a n um b er

of the signi�can t HTTP/1.1 impro v emen ts turned

o�. A presen tation b y one author of early results of

this w ork [Kri99 ] led to a prominen t bro wser mak-

ing p ersisten t connections the default, a prominen t

serv er v endor �xing a denial of service attac k prob-

lem, and another prominen t serv er handling some

of the compliance errors. It is clear to us based on

our tests and con v ersations with serv er dev elop ers

that MUST lev el conditions are more lik ely to b e

tak en seriously . The more damaging scenarios out-

lined (suc h as the one that led to serv er crashes)

should b e c hanged from SHOULD to MUST and w e

ha v e recommended so to the IETF. Including an ap-

p endix in the HTTP sp eci�cation that highligh ts all

of the MUST and SHOULD lev el conditions ma y as-

sist implemen tors in dev eloping complian t pro ducts.

W e describ ed the �rst phase of our exp erimen t ex-

amining a list of p opular serv ers with a suite of static



tests. Ongoing extensions include dynamic tests ex-

amining resp onse headers as they arriv e and gener-

ating subsequen t requests based on the resp onse. It

ma y also b e useful to examine en tire user sessions

rather than just single requests for the home page

(or text p ortion thereof ). Curren tly , w e use o�ine

analysis to c hec k for proto col compliance. Incor-

p orating this pro cess in to the probing mec hanism

w ould simplify the conformance c hec ks. A natural

extension is testing compliance of pro xies. Ho w ev er,

testing pro xy compliance is signi�can tly harder than

testing serv ers or clien ts. An HTTP message can go

through sev eral pro xies, only some of whic h ma y b e

HTTP/1.1 pro xies. Complian t HTTP/1.1 pro xies

can b e detected b y the presence of Via headers but

w e w ould not b e able to iden tify the HTTP/1.0 or

non-complian t HTTP/1.1 pro xies.
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