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Abstract. An e-business infrastructure is comprised of a large number of business processes that are
exposed through web services. To manage such an infrastructure, it is necessary for business managers to
be able to observe their e-business operations in greater detail. In particular, a framework and a tool is
reguired that allows business users to define qualitative and quantitative metrics, depending on their own
(business or IT) goas. Once metrics have been defined, the tool should be able to measure them and
support users in semantic analysis of the results, allowing them to quickly identify quality degradations as
well astheir causes.
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An e-business infrastructure would comprise of large number of business processes [1]. Steps in a business
process are handled by either humans (as is the case in work-flow management systems [2]), automated
systems, or some times will be outsourced to external e-businesses. As the intention of an e-business is to
undertake business on the web, they will also need mechanisms that enable customers to access their
services through the Internet. Web services [3] are becoming a well-accepted way of putting e-businesses
on the web so as to enable users (either humans or other web services) to use them. Web service refersto a
service delivered using standard web technology, such as HTTP (Hypertext transfer protocol), XML

(Extensible markup language) [4], and SOAP (Simple object access protocol) [5]. According to many



market research firms[6, 7], it is likely that, before the year 2005, many of the companies’ offerings will be
available as web services, and that large corporations will deploy tens or hundreds of web services. These
web services have to be interfaced with the internal business processes to receive, fulfill and deliver orders.
A complex infrastructure is usually a reality in an e-business. In order to manage the e-business
infrastructure it is necessary to have frameworks and tools that allow business managers/analysts/users to
define, compute, and analyze business and I T metrics.

In this paper, we present a platform called Business Cockpit (BC) that assists users in managing their
processes and services. In particular, the cockpit supports users in defining, computing, and anayzing
business and IT metrics on e-business data, in order to assess the quality of their operations, understand
problems, and identify their root causes.

The business cockpit operates by tracking and logging message exchanges as well as the execution of
internal business operations, by extracting logged data and transferring them into a data warehouse, and by
then adding a semantic layer that enables the specification of user-defined, qualitative metrics on top of the
detailed, low-level data extracted by the e-business infrastructure. For example, using the cockpit, users can
define a metric quote outcome with values of quote delivered on time, quote delivered late, or quote not
delivered, and define how it can be computed based on the available data. Once computed, measures can be
analyzed under different perspectives and aggregated at different levels of abstraction.

One of our goas in designing the cockpit is its simplicity. In fact, users can deploy the cockpit (including
the instrumentation, the data warehouse, and the semantic mapping layer) as well as define and analyze
business metrics without writing code. This is in general a desirable feature that becomes a fundamental
reguirement when users are at the business level. Another important aspect of the solution is that users can
look at heterogeneous collections of objects (e.g., different business processes or web services) in a
homogeneous way, i.e., using a reduced set of metrics that can be used to analyze most or al of them. To
achieve this goal, the cockpit separates the definition of the metric from its computation logic, depending
on the specific object being measured. This independence enables the specification of different ways to
compute the same metric for different objects. For example, the outcome of a supply chain process can be
considered successful if the process ends its execution in a purchased state, while a driving direction

service is successful if the directions are delivered within 3 seconds. In this way, analysts can assess a a



glance the behavior of their services, regardless of their type (e.g., they can see which services are
successful or unsuccessful), easily identify the problematic ones, and then drill down to understand the
source of the problem.

In the following, we first present a scenario that motivates our work and provide an example that will be
used throughout the paper to demonstrate our solution. Then, we dive into the details of the cockpit, by
presenting its three main components. the instrumentation, the data warehouse, and the semantic mapping

layer. Finally, we show how the cockpit can be used to quickly and easily analyze e-business operations.

C EXVLQHVV , QIUDVWUXFWXUH

An e-business infrastructure will comprise of set of business processes that are exposed through web
services to other e-businesses. This will necessitate definition of web services that interact with other web
services. Analyzing e-business operations will necessitate analysis of business process and web service
data.

We will use the following scenario for explaining our motivation, problems that we want to attack, and our

solution. We assume that business partners provide web services in order to enable dynamic interactions

with each other. Individual web services are implemented as business processes that are managed by
workflow management systems. Figure 1 summarizes overall layout of our example scenario. The names of
web services provided by participating businesses are shown in brackets.

The scenario includes the following participants:

— Clients: PCBuyerl and PCBuyer2 are two example clients that purchase PCs from a vendor
(PCMaker). We assume that some clients, such as PCBuyerl, are capable of using the web service
provided by their vendors in order to submit their purchase orders; whereas, some other clients, such as
PCBuyer2, prefer to submit their orders through fax or phone calls.

— Providers. PCMaker Sales Department provides the web service PCSupply in order to alow its
clientsto interact with itself electronically. This department also acts as client and uses web services of
various service providers and product suppliers in order to satisfy its own clients orders. In our
scenario, PartSupplier, DeliveryProvider, and PaymentProvider are three external service providers,

and PCMaker Assembly Department is an internal service provider. There may be many more



providers, customers, and internal departments involved in such a scenario, but we list only few for

simplicity.
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Figure 1: PC Purchase scenario

Succesy Failure
Get_Pice_Quote

Order_Ack
Send_Invoice

<=

Invoice_Accept

Shipment_sent

Shipment_Recvd

Figure 2: Business processes and web servicesin PCMaker

The PCMaker.com e-business is shown in Figure 2. This infrastructure is set up by PCMaker.com that
receives orders from companies’humans interested in buying PCs. It has internal business processes like

user authentication, PC manufacturing, preparation of invoices etc. For some of the PC order parts, it needs



to contact its supplier and similarly uses a shipping company to ship the PCs it makes. In order to do
business on the web it needs to have a web service, that enables other users to access its e-business. The
PCMaker.com web service has a web service that has operations, namely Login, Price_quote,
Order_request, Send_invoice, and Send_shipment. It also has other operations, namely Order_parts and
Ship_order.

Figure 3 shows the definition of a sample business process that runs at the back-end of Price quote
operation. The process is initiated when a Get_PriceQuote (PQ) request is received from a client. The
process proceeds in three parallel branches to collect quote information from three business partners, then
calculates the total cost, and finally sends the total cost to the client. Similarly, there could be many other

business processes implemented to handle client requests at the back-end of aweb service.
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Figure 3: Business process that handles price quote requests

Behind all the logical business processes, web services and operation as described above, the e-business
infrastructure needs hardware, software and humans that support the web service infrastructure. For
example, it would require web sites, web server farms, applications servers and business processes
execution platforms (e.g., Process Manager, MQSeries, Web Methods).

From a business manager s point of view, it isimportant to have overall information about the activities of
a business and its interactions with business partners. For example, a manager at the Sales Department of a
PC manufacturing company might want to know what percentage of the Purchase Orders (PO) with a
particular client are satisfied within a reasonable amount of time. Such information may be critical for the
manager in evaluating the success of the business. The manager may also want to see other summary
information, such as total purchases made by a particular client, overall value of products sold by the

business in the current month, or what percentage of clients that sent a Price Quote request also sent a



Purchase Order within a week following the quote request. Moreover, the manager might like to define
taxonomies over the data based on user-defined criteria and view the data using his own definitions. For
example, the manager might want to categorize the internal business process instances that handle POs into
three categories: slow, acceptable, and fast. Then, she might want to see how many instances of POs fall
into each category in order to estimate the satisfaction of the clients. Considering similar examples to those
listed above, our goal is to provide high-level and flexible business view to managers so that they can
observe and control both the activities inside their own businesses and the interactions with business

partners.

$BODO\]JLQI C EXVLQHVV = SHUDWLRQV

In order to manage the e-business infrastructure, it is thus necessary to obtain a complete picture and to
collect raw measurement data from both the web service and business process infrastructure (Figure 4). The
collection of measurement data is done through instrumentation as described in section 3.1. Once the data
is collected, it is cleaned from inconsistencies and transferred to a data warehouse. The data model used in
the warehouse is described in section 3.2. Once the data is collected and modeled, it can be used for

semantic analysis by the business cockpit as described later in section 3.3.
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Figure 4: Architecture of business cockpit
3.1 Ingrumenting the e-businessinfrastructure

Instrumentation of e-business infrastructure consist of two stages:



e Instrumentation of web service interactions in order to keep track of message exchanges among
business partners

« Instrumentation of business process management tools in order to keep track of internal business
processes that automate internal activities

Before we go into details of each stage, we explain our basic assumptions.

311 Assumptions

First of all, we assume that the web services communicate with each other using a standard protocol, such
as SOAP. We aso assume that the interfaces of web services and their interactions with each other are
described using industry standards, such as Web Services Definition Language (WSDL) [8], Web Services
Flow Language (WSFL) [9], and Universal Discovery, Description, and Integration (UDDI) [10] models.
We assume that most web services make use of a back-end software component, such as a Workflow
Management System (WfMS), in order to carry out their complex tasks, which usually involve multiple
sub-tasks. We also assume that such WfMS either provide APIs in order to collect data about their
execution, or log such datato afile or database table that is accessible by other software components.

We use the term Global Flow (GF) to describe the activities that are executed by the web services in order
to satisfy a client request. A GF instance starts when a client submits a request, which is not triggered by
the receipt of another message at the client side, to a web service. This initial request may cause the web
service to submit sub-requests to other web services in order to carry out sub-tasks for satisfying the
client s request. After getting back responses for the sub-requests, the web service responds to the client
with one or more messages that explain the result of the initial request. The initial request message of the
client, the sub-requests and responses that are exchanged among web services, and the result messages sent
to the client describe the execution of one GF instance. Each web service knows for which activities it is
responsible in a particular GF definition, and which messages it is supposed to send and receive. We have
to assume that web services use industry standards for communicating, exposing their interfaces, and
describing the Global Flow of activities. Without those assumptions, it is not possible to easily deploy a

new solution on existing web services and start collecting and analyzing data about their interactions.



Finally, we assume the existence of a unique identifier for each Global Flow (GF). We assume that each
global flow instance can be assigned a Globally Unique Identifier (GUID), and this GUID will be
forwarded among the web services and other back-end software components (e.g. WfMS) that are involved

in the execution of the global flow instance.

3.1.2 Instrumentation of web serviceinteractions

It is necessary to interfere with message exchanges among web services in order to collect information
about the interactions with business partners. An acceptable solution should not impose any modifications
or limitations on existing web services. Since SOAP is rapidly becoming the preferred standard for web
service interactions, we assume SOAP messages are used among web services in order to submit request
and response messages. We have implemented a small proxy component that tries to capture incoming and
outgoing messages, and records data about the message exchanges, then forwards the captured messages to
the actual recipients. We have considered various alternatives for easily attaching a proxy component to
existing web services in order to listen to incoming and outgoing messages: port sniffing, server-side filters
(Microsoft s Internet Server Application Programming Interface [11], or Netscape s Netscape Server
Application Programming Interface [12]), APl provided by web services themselves, and modification of
SOAP toolkit. Port sniffing and server-side filters are usually not suitable because the message contents are
encrypted by SOAP toolkit. Most web services do not provide an API for controlling or querying about
their activities due to security issues or simply because the web service developers did not feel any need for
such interfaces. Consequently, we have chosen to keep track of message exchanges among web services by

modifying SOAP toolkit.

The most popular implementations of SOAP toolkits share common components, called routers. SOAP
routers receive the messages from SOAP clients and submit them to the receivers. SOAP toolkit encrypts
the message at the sender site, and decrypts it only when it reaches the receiver s site. A proxy can be
easily attached to SOAP toolkit routers with minor modifications to the toolkit. Thisis the most appropriate
way to automatically attach a proxy in order to capture SOAP messages and collect information from those

messages. It does not require any modifications to existing web services, and does not require re-



compilation of existing SOAP toolkit installations. We used this approach for collecting data from SOAP

message exchanges among web services.

In order to correlate individual message exchanges with each other, we use the notion of Global Flow (GF)
as described within our assumptions above. The GUID is used for keeping track of a GF. Every time our
proxy component catches a message that is exchanged between web services, it first checks whether a
GUID exists. If a GUID does not exist in the message, the proxy inserts a GUID into SOAP header of the
message. All web services and other software components propagate the GUID in their communications.
Consequently, our proxy components that are attached to SOAP toolkits at business partner sites can easily

figure out which SOAP message is sent in the context of which previous messages.

3.1.3 Instrumentation of business process

Since activities of web services are automated by WfMS at the back-end, it is necessary to collect data from
those software components in order to gather detailed information about internal activities of a business,
and correlate those internal activities with external message exchanges. As we indicated among our
assumptions, most WfMS log data about internal business process executions into a raw log file or
database. For example, HP Process Manager (HPPM) logs execution data into a raw file, which is then
uploaded into database tables by a dedicated process. A proxy component can be configured in order to
read logged data from proper database tables. This component can also correlate the message exchanges
with internal process executions using the GUID that is passed through all web services and their back-end
software components.

Some WFMS provide interfaces or adapters for other software components to interfere with the execution
of the business processes, or at least collect limited data about the progress of process execution. HPPM
provides a Java APl for process executions to be controlled by other software components. A proxy
component uses this Java APl to feed in the GUID into HPPM process instances and retrieve it when
necessary.

3.2 Maodding e-businessinfrastructure

Once the instrumentation data is collected it is necessary to model the data in the data-warehouse for

semantic analysis by the business cockpit. The data model that we use is inspired by the web service and



business process standards. These standards (e.g., WSDL and WSFL) propose how web services should be

defined, how business processes should be defined, and the latter should be interfaced with the former.

3.21 Standards

In WSDL, a web service is implemented through a set of endpoints. An endpoint is in turn a set of
operations. An operation is defined in terms of messages that they receive and send out:
- Message an abstract definition of data being communicated. Messages are made up of message

parts.

- Operation an abstract definition of an action supported by the service. Operations are of the

following type namely, one-way, request-response, solicit-response, notification.
- Porttype anabstract set of operations supported by one or more end points
- Binding aconcrete protocol and data format specification for a particular port type

- Port asingle end point defined as a combination of a binding and a network address

Service acollection of related end-points

WSFL introduces the notion of activities and flows which are useful for describing both local business
process flows and global flow of messages between multiple web services. WSFL models business
processes as set of activities and links. An activity is a unit of useful work. The links could be control links
where decisions are made to follow one activity or another, data links where data is fed into an activity
from another. These activities could be exposed through one or more operations that are grouped through
end-points (as defined in WSDL). A service is comprised of a set of end-points. A service provider can
provide multiple services. Just like internal flows, global flows can be defined. Global flow consists of plug
links that link up operations of two service providers. This helpsin creation of complex services that can

be recursively defined.

322 Mode

The data warehouse uses a model inspired by the web services and business processes. It models the e-
business infrastructure in terms of web service constructs (namely operations, end points, services) and

business process constructs (namely business processes, activities, plug-link, global flows).



A business owns a set of processes, each of which consists of a set of activities. Each of these activities
could be implemented or exposed as an operation. An end-point is a construct that groups operations
together. An end-point is associated with an address and a protocol (TCP/IP, http, etc). A service could be
comprised of a set of end-points. Each operation is defined by messages that they exchange. A service-
provider groups services. A plug-link links two operations from two different services. This is useful for
modeling a B2B infrastructure that involves multiple suppliers and customers. A UML representation of

the managed object model with these constructsis shown in Figure 5.
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Figure 5: Managed object model in data warehouse
3.3 Businesscockpit metric model
The management infrastructure presented in the previous sections is in itself very beneficial to users that
need to analyze business operations, in that it provides a repository of operational data collected from
different, possibly heterogeneous platforms, cleaned from errors and inconsistencies aways present in

operational systems, and endowed with correlation information, so that analysts can identify the different



data items that relate to the same Global Flow. However, this by itself is not sufficient to fulfill the analysis
reguirements described earlier in the paper. Indeed, the analysis of the data repository can provide users
with reports on the average execution time for each node in the process, or on the total number of
execution, but such reports are of limited usefulness to business analysts, who are interested in information
that is at a higher level of abstraction. For example, analysts could be interested in viewing the number of
successful quotes depending on the customers, suppliers, or items for which the quote has been requested,;
or they could require information on the processes that delivered the requested service (e.g., provided the
guote) within the time agreed with the customer. In addition, besides these objective reports, users may
want to define subjective criteria for the analysis of operational data, to look at process and service
execution under their own perspective. For example, they may want to define their own notion of quality,
and be able to analyze which processes, services, customers, suppliers, or other entities are responsible for
low quality execution of the business operations.

In order to enable this semantic analysis of operational data, the cockpit allows users to define business and
IT metrics for measuring and analyzing e-business operations. Once metrics have been defined, the cockpit
can compute measures and support usersin analyzing results.

The metric framework is composed of three basic entities: the metrics to be computed, the mappings, that
define how operational data can be mapped into qualitative and quantitative measures, and meters, that
define which mapping should be used to compute which metric depending on the element being measured,
thereby allowing the homogeneous analysis of heterogeneous objects, as described in the introduction (see

Figure 6). We next discuss these three different components of the semantic analysis cockpit model.

3.3.1 Metrics

In the cockpit, ametric is characterized by:
A name, unique within the cockpit system.
A data type, that can be Numeric, Boolean, or Taxonomy. For taxonomies, the definition also includes a
description of the categories that are part of the taxonomy. For example, a quote outcome taxonomical
metric could be characterized by categories quote delivered in time, quote deliverved late, quote not

delivered. Quote amount is instead an example of numeric metric.
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Figure 6: Schema of the cockpit metric database

Metrics (like every other the cockpit abstraction) can be defined in XML, internally transformed into
insertions into the cockpit s (relational) database. Alternatively, we provide a user interface that can be

used for both defining and analyzing metrics (see Figure 7).



Figure 7: Metric definition

3.3.2 Mapping templates

A mapping template is a parametric definition of a mapping from operational data into a numeric or
Boolean measure. Examples of templates are:

Did conversation end in state S? (Boolean template)

Number of invocations (numeric)

Percentage P of the value of numeric output variable V (numeric)

Did at least P% of the operations take less than M minutes to complete? (Boolean).

ocow»

Meters can then instantiate templates (i.e., reuse templates with specific values of the parameters) and
apply them to specific elements in the data warehouse, to define how measures for a given metric are
computed, depending on the elements being measured.

Templates are defined by XML documents. Each template includes a specification part and an
implementation part. The specification part has three purposes. first, it provides a human readable
description about the purpose of the template and about how to use it (i.e., the semantics of the template
parameters). Second, it provides information that can be consumed by a (Java or otherwise) Graphical User
Interface (GUI). Thisisimportant, because new templates can be dynamically added to the cockpit library:
Since different templates may have different characteristics (e.g., different number and type of parameters),

the GUI that assists users in selecting and instantiating templates also needs to be dynamic, and must be



