


automorphisms and random w alks is explained in Section 5. Section 6 giv es some bac kground that is

necessary to de�ne the Gauss sum problem for �nite rings. A quan tum algorithm for this problem is giv en

in Section 7. The �nal Section 8 discusses the connection b et w een the presen ted algorithm for Gauss sum

estimation and other quan tum algorithms. Also the relativ e hardness of the problem with resp ect to other

kno wn problems is addressed. Throughout the article, results that are already kno wn are indicated as `facts'.

2 Gauss Sums over Finite Fields

2.1 De�nitions and Notation: Gauss Sums over Finite Fields

Let �

p

denote the p th ro ot of unit y: �

p

:

= e

2 � i =p

. The tr ac e of an elemen t x of the �nite �eld F

p

r

o v er

F

p

is T r ( x )

:

=

P

r � 1

j =0

x

p

j

. It can b e sho wn that for ev ery x 2 F

p

r

, its trace is an elemen t of the base-�eld:

T r( x ) 2 F

p

. F or an y � 2 F

p

r

w e also ha v e the related functions x 7! T r( � x ). These trace functions are all the

linear functions F

p

r

! F

p

(note that � = 0 giv es the trivial function 0). When w e write �

T r ( x )

p

w e in terpret

the v alue T r( x ) as an elemen t of the set f 0 ; 1 ; : : : ; p � 1 g � Z . F or � 2 F

p

r

, the functions e

�

( x )

:

= �

T r ( � x )

p

describ e all p ossible additiv e c haracters F

p

r

! C .

Let g b e a primitiv e elemen t of F

p

r

, i.e. the m ultiplicativ e group h g i generated b y g equals F

�

p

r

. F or eac h

0 � � � p

r

� 2, the function � ( g

j

)

:

= �

�j

p

r

� 1

(complemen ted with � (0)

:

= 0) is a m ultiplicativ e c haracter

F

p

r

! C . Also, ev ery m ultiplicativ e c haracter can b e written as suc h a function. F or a non-zero x 2 F

�

p

r

,

the discrete logarithm with resp ect to g is de�ned b y log

g

( g

j

)

:

= j mo d p

r

� 1. Hence, ev ery m ultiplicativ e

c haracter can b e expressed b y � ( x )

:

= �

� log

g

( x )

p

r

� 1

for x 6= 0 and � (0)

:

= 0. The trivial m ultiplicativ e

c haracter is denoted b y �

0

and is de�ned b y �

0

(0) = 0 and �

0

( x ) = 1 for all x 6= 0. Using the equalit y

�

� log

g

( x )

p

r

� 1

�

� log

g

( x )

p

r

� 1

= �

( � + � ) log

g

( x )

p

r

� 1

, it is easy to see that the p oin t wise m ultiplication b et w een t w o c haracters

establishes the isomorphism

^

F

�

p

r

' Z = ( p

r

� 1) Z .

De�nition 1 (Gauss sums over Finite Fields) F or the �nite �eld F

p

r

, the multiplic ative char acter � ,

and the additive char acter e

�

, we de�ne the Gauss sum G by

G ( F

p

r

; �; � )

:

=

X

x 2 F
p

r

� ( x ) �

T r ( � x )

p

: (1)

Example 1 L et �

:

F

5

! f 0 ; 1 ; � 1 ; i ; � i g b e the multiplic ative char acter de�ne d by: � (0) = 0 , � (1) = 1 ,

� (2) = i , � (3) = � i and � (4) = � 1 . We se e that G ( F

5

; �; 1) = �

5

+ i �

2

5

� i �

3

5

� �

4

5

=

1

4

p

10 + 2

p

5(1 �

p

5 � 2i) =

p

5 � e

2 � i � 0 : 338 :::

.

Ob viously , G ( F

p

r

; �

0

; 0) = p

r

� 1, G ( F

p

r

; �

0

; 6= 0) = � 1, and G ( F

p

r

; �; 0) = 0 for � 6= �

0

. In general, for

� 6= 0 w e ha v e the follo wing fact.

Fact 1 F or � 6= 0 it holds that G ( F

p

r

; �; � � ) = � ( �

� 1

) G ( F

p

r

; �; � ) .

Proof: F or G ( F

p

r

; �; � � ) w e ha v e

P

x 2 F
p

r

� ( x ) �

T r ( � � x )

p

= � ( �

� 1

)

P

z 2 F
p

r

� ( z ) �

T r ( � z )

p

, where w e used the

substitution x  z �

� 1

and the m ultiplicativit y of � .

F rom no w on w e will assume that the Gauss sum concerns a non trivial c haracter � and � 6= 0. The

in v erse of a c haracter � is de�ned b y �

� 1

( x )

:

= � ( x ) for all x 6= 0 and �

� 1

(0)

:

= 0 (where z is the complex

conjugate of z ). It is kno wn that the norm of a Gauss sum ob eys j G ( F

p

r

; �; � ) j =

p

p

r

, and more sp eci�cally

G ( F

p

r

; �; � ) G ( F

p

r

; �

� 1

; � ) = � ( � 1) p

r

.

2.2 The Approximate Gauss Sum Problem

If w e w an t to de�ne the problem of estimating Gauss sums as a computational task, w e ha v e to mak e clear

what the length of the input is. As stated ab o v e, an y m ultiplicativ e c haracter �

:

F

p

r

! C can b e describ ed

b y a triplet ( p

r

; g ; � ), where g 2 F

�

p

r

is a generator of F

�

p

r

and � 2 F

p

r

the index of � . As a result, the
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sp eci�cation of the problem \What is G ( F

p

r

; �; � )?" as de�ned b elo w, requires no more than O ( r log p ) bits

of information.

De�nition 2 (Gauss Sum Problem for Finite Fields) L et F

p

r

b e a �nite �eld, � a nontrivial char acter

over F

p

r

and � 2 F

�

p

r

. What is (appr oximately) the angle 
 mo d 2 � in the Gauss sum e quation G ( F

p

r

; �; � ) =

p

p

r

� e

i 


?

A quadr atic char acter is a non trivial � suc h that � ( x ) 2 f 0 ; 1 ; � 1 g for all x . By the isomorphism

^

F

�

p

r

'

Z = ( p

r

� 1) Z one sees that suc h a c haracter is only p ossible if p is o dd and where � is de�ned b y � ( g

j

) =

( � 1)

j

. Unlik e the case of general c haracters, the Gauss sums of suc h quadratic c haracters are kno wn

completely: G ( F

p

r

; �; 1) = � ( � 1)

r

p

p

r

if p = 1 mo d 4, and G ( F

p

r

; �; 1) = � ( � i)

r

p

p

r

if p = 3 mo d 4. (See

Theorem 11.5.4 in [1] for a pro of.)

3 Quantum Computing

In this section w e giv e a brief o v erview of the kno wn results on quan tum computation that are relev an t for

the rest of this article. F or more information, w e refer the reader to [11 ].

3.1 EÆcient Quantum Procedures

Fact 2 (Quantum Phase Estimation) L et 
 b e an unknown phase mo d 2 � of the qubit state j x




i

:

=

1

p

2

( j 0 i + e

i 


j 1 i ) . If we me asur e this qubit in the ortho gonal b asis j m

�

i

:

=

1

p

2

( j 0 i + e

i �

j 1 i ) and j m

?

�

i

:

=

1

p

2

( j 0 i �

e

i �

j 1 i ) , then the r esp e ctive outc ome pr ob abilities ar e Prob ( m

�

j x




) =

1

2

+

1

2

cos ( 
 � � ) and Prob ( m

�

j x




) =

1

2

�

1

2

cos ( 
 � � ) . Henc e, if we c an sample t c opies of j x




i (with various di�er ent angles � ), then we c an

obtain an estimate ~
 of the unknown 
 within an exp e cte d err or of O (

1

t

) .

Shor's famous article [12 ] implies the follo wing result.

Fact 3 (EÆcient Quantum Algorithm for the Discrete Logarithm) Ther e exists a quantum algo-

rithm that, given a b ase g 2 ( Z = n Z )

�

and an element x = g

j

mo d n , determines the discr ete lo garithm

log

g

( x )

:

= j in time p olylo g( n ).

Fact 4 (EÆcient Quantum Fourier Transform) L et � 2 F

�

p

r

. The quantum F ourier tr ansform F

�

over

the �nite �eld F

p

r

, which is de�ne d as the unitary mapping

F

�

:

j x i 7� !

1

p

p

r

X

y 2 F
p

r

�

T r ( � xy )

p

j y i (2)

for every x 2 F

p

r

, c an b e implemente d e�ciently on a quantum c omputer. Similarly, we c an also p erform

the F ourier tr ansform over the gr oup Z = n Z in an e�cient way.

Sometimes w e use the hat notation in F

:

j  i 7! j

^

 i to denote the F ourier transform of a state.

3.2 Quantum State Preparation

F or ev ery function f

:

S ! C , w e de�ne the state

j f i

:

=

1

k f k

2

X

x 2 S

f ( x ) j x i with the `

2

norm k f k

2

:

=

s

X

x 2 S

j f ( x ) j

2

: (3)

W e also allo w ourselv es to use the shorthand j S i

:

=

1

p

j S j

P

x 2 S

j x i , for an y set S .

In this article w e are mostly concerned with the preparation of states j � i that refer to a m ultiplicativ e

c haracter �

:

R ! C , whic h is zero for those v alues that are not in the m ultiplicativ e subgroup R

�

and that

are p o w ers of �

j R

�
j

for the elemen ts that are in R

�

.
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Fact 5 (Phase Kickback Trick [3]) If the c omputation j x i 7! j x ij f ( x ) i with f ( x ) 2 Z =n Z c an b e p er-

forme d e�ciently, then the phase changing tr ansformation j x i 7! �

f

x

n

j x i c an b e p erforme d exactly and c oher-

ently in time p olylo g( n ) as wel l.

Proof: First, create the state j x ij

^

1 i

:

= j x i 


1

p

n

P

n � 1

j =0

�

j

n

j j i , b y applying the F ourier transform o v er

( Z = n Z ) to the righ tmost part of the initial state j x ij 1 i . Next, consider the ev olution that is established b y

subtracting f ( x ) mo d n to that same righ tmost register:

j x i 


1

p

n

n � 1

X

j =0

�

j

n

j j i 7� ! j x i 


1

n

n � 1

X

j =0

�

j

n

j j � f ( x ) i = �

f ( x )

n

j x i 


1

p

n

n � 1

X

k =0

�

k

n

j k i ; (4)

where w e used the substitution j  k + f ( x ) and the additivit y �

k + f ( x )

n

= �

f ( x )

n

� �

k

n

. Clearly , the o v erall

phase c hange of this transformation is the one desired.

The phase kic kbac k tric k enables us to induce the c haracter v alues � ( x ) as phases in a quan tum state.

F or those x that ha v e � ( x ) = 0 w e will use the amplitude ampli�cation pro cess of Gro v er's searc h algorithm

to c hange the amplitudes of the states j x i .

Fact 6 (Quantum Amplitude Ampli�cation) L et f

:

S ! f 0 ; 1 g b e function of which we know the total

`weight' k f k

1

:

=

P

x 2 S

f ( x ) , but not the sp e ci�c p ositions for which f ( x ) = 1 . The c orr esp onding state j f i

c an b e e�ciently and exactly pr ep ar e d on a quantum c omputer with O (

p

j S j = k f k

1

) queries to the function

f .

Proof: See the standard literature ([2, 6, 7 ] for example).

The F acts 5 and 6 sho w that it is easy to create the state j � i

:

=

1

p

p

r

� 1

P

x 2 F
p

r

� ( x ) j x i with a constan t

n um b er of queries to the function � . F urthermore, w e kno w that � , sp eci�ed b y the triplet ( p

r

; g ; � ), is

de�ned b y � ( x ) = �

� log

g

( x )

p

r

� 1

for x 2 F

p

r

and � (0) = 0. Using Shor's discrete logarithm algorithm (F act 3),

w e can calculate this discrete log, from whic h it follo ws that giv en ( p

r

; g ; � ), w e can create the state j � i

e�cien tly in the follo wing w a y .

Lemma 1 (EÆcient � state preparation) F or a �nite �eld F

p

r

and ( p

r

; g ; � ) the sp e ci�c ation of a mul-

tiplic ative char acter � , the state

j � i

:

=

1

p

p

r

� 1

X

x 2 Fp

r

� ( x ) j x i ; (5)

and its F ourier tr ansform j ^� i c an b e cr e ate d in p olylo g( p

r

) time steps on a quantum c omputer.

Proof: First, use the amplitude ampli�cation pro cess on the set F

p

r

and the F ourier transform o v er

Z = ( p

r

� 1) Z to create the initial state

j F

�

p

r

ij

^

1 i

:

=

1

p

p

r

( p

r

� 1)

X

x 2 F�
p

r

j x i

p

r

� 2

X

j =0

�

j

p

r

� 1

j j i : (6)

Next, in sup erp osition o v er all x 2 F

�

p

r

states, calculate the discrete logarithm v alues log

g

( x ) and subtract

� log

g

( x ) mo d ( p

r

� 1) to the state in the righ tmost register. By the phase kic kbac k tric k of F act 5 w e th us

obtain the desired state:

j F

�

p

r

ij

^

1 i 7� !

1

p

p

r

� 1

X

x 2 F�
p

r

�

� log

g

( x )

p

r

� 1

j x i j

^

1 i = j � ij

^

1 i : (7)

Giv en this construction, w e can also create its F ourier transform j ^� i b y using the quan tum F ourier transform

on j � i .
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4 Estimating Gauss Sums over Finite Fields

With the ingredien ts of the last t w o sections, w e are no w ready to describ e the quan tum algorithm that

estimates the angle 
 of the Gauss sum G = j G j � e

i 


o v er �nite �elds. The crucial part of our algorithm relies

on the in teraction b et w een the F ourier transform F

�

and the m ultiplicativ e c haracter � . Using the fact that

for non trivial c haracters ^� = G ( F

p

r

; �; � ) =

p

p

r

� �� , w e are able to p erform a 
 -phase c hange. By sampling

this unkno wn phase factor w e can obtain an arbitrary precise estimation of 
 and th us of G ( F

p

r

; �; � ).

Algorithm 1 Consider a �nite �eld F

p

r

, a non trivial c haracter � and a � 2 F

�

p

r

. If w e apply the quan tum

F ourier transform ( F

�

) o v er this �eld to the state j � i , follo w ed b y a phase c hange j y i 7! �

2

( y ) j y i , then w e

generate an o v erall phase c hange according to

j � i

:

=

1

p

p

r

� 1

X

x 2 F
p

r

� ( x ) j x i 7� !

G ( F

p

r

; �; � )

p

p

r

j � i : (8)

Proof: First, w e note that the output after the F ourier transform F

�

lo oks lik e

j ^� i

:

=

1

p

p

r

( p

r

� 1)

X

y 2 F
p

r

0

@

X

x 2 F
p

r

� ( x ) �

T r ( � xy )

p

1

A

j y i : (9)

The expression b et w een the big paren theses equals G ( F

p

r

; �; � y ), whic h equals � ( y

� 1

) G ( F

p

r

; �; � ) for y 6= 0

and is zero if y = 0. In sum, w e th us see that

j ^� i =

G ( F

p

r

; �; � )

p

p

r

( p

r

� 1)

X

y 2 F�
p

r

� ( y

� 1

) j y i ; (10)

suc h that indeed after j y i 7! �

2

( y ) j y i w e ha v e created the eigenstate j �

2

� ^� i =

G ( F
p

r

;�;� )

p

p

r

j � i .

With the ab o v e algorithm w e are no w able to e�cien tly estimate the angle 
 in the equation G ( F

p

r

; �; � ) =

p

p

r

� e

i 


.

Theorem 1 (Quantum Algorithm for Gauss Sum Estimation over F

p

r ) F or any " > 0 , ther e exists

a quantum algorithm that estimates the phase 
 in G ( F

p

r

; �; � ) =

p

p

r

� e

i 


, with exp e cte d err or E[ j 
 � ~
 j ] < " .

The time c omplexity of this algorithm is b ounde d by O (

1

"

� p olylog( p

r

)) .

Proof: By the earlier algorithm, w e kno w that w e can induce the phase c hange j � i 7! e

i 


j � i in p olylog( p

r

)

time. If w e do this in sup erp osition with a `stale' comp onen t ? , then w e ha v e pro duced the relativ e phase

shift

1

p

2

( j ? i + j � i ) 7!

1

p

2

( j ? i + e

i 


j � i ). As describ ed in F act 2, w e can estimate this phase b y measuring the

states along the axis j m

�

i

:

=

1

p

2

( j ? i + e

i �

j � i ) for di�eren t � . After O (

1

"

) of suc h observ ations, the estimate

~
 of the true 
 will ha v e exp ected error E[ j 
 � ~
 j ] < " .

4.1 Estimation of Jacobi Sums over Finite Fields

Closely related to Gauss sums are the Jac obi sums, whic h pla y an esp ecially imp ortan t role in primalit y

testing [4 ].

De�nition 3 (Jacobi Sums over Finite Fields) F or a �nite �eld F

p

r

and two multiplic ative char acters

� and  , the Jacobi sum J ( �;  ) is de�ne d by

J ( �;  )

:

=

X

x 2 F
p

r

� ( x )  (1 � x ) : (11)

Clearly , J ( �;  ) = J (  ; chi ). With �

0

the trivial c haracter and  a non trivial c haracter w e ha v e

J ( �

0

; �

0

) = p

r

� 2, J (  ;  

� 1

) = �  ( � 1), and J ( �

0

;  ) = � 1. (Note that w e use the con v en tion �

0

(0) = 0

for the primitiv e c haracter, not �

0

(0) = 1.) The other, less trivial, cases ha v e the follo wing connection with

Gauss sums, whic h is pro v en in Section 2 of [1 ].
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Fact 7 F or � and  b e nontrivial multiplic ative char acters over F

p

r

, with � nontrivial as wel l, it holds

that J ( �;  ) = G ( F

p

r

; �; 1) G ( F

p

r

;  ; 1) =G ( F

p

r

; � ; 1) . As a r esult, J ( �;  ) = e

i �

�

p

p

r

.

Corollary 1 (Quantum Algorithm for Jacobi Sum Estimation) Using the Gauss sum estimation al-

gorithm of The or em 1, ther e exists a quantum algorithm that estimates the angle � mo d 2 � in J ( �;  ) =

e

i � �

�

p

p

r

with exp e cte d err or " with time c omplexity O (

1

"

� p olylog( p

r

)) .

5 The Classical Complexity of Approximating Gauss Sums

The ob vious next question no w is: Ho w di�cult it is to estimate Gauss sums with classical computers?

Although w e are not able to pro v e that this is hard, w e can giv e the follo wing reduction, whic h indicates

that a classical p olynomial time algorithm is unlik ely .

5.1 Reducing the Discrete Log Problem to Gauss Sum Estimation

Lemma 2 (Reduction from Discrete Log to Gauss Sum Estimation) L et F

p

r

b e a �nite �eld with

primitive element g , � ( g

j

)

:

= �

j

p

r

� 1

a multiplic ative char acter and x an element of F

�

p

r

. With an or acle

that " -appr oximates the angle 
 of the Gauss sum G ( F

p

r

; �; � ) for arbitr ary � , we c an e�ciently determine,

classic al ly, the discr ete log

g

( x ) .

Proof: With x = g

`

, w e try to determine this 0 � ` � p

r

� 2. F or k = 1 ; 2 ; 3 ; : : : w e observ e, using

Lemma 1, that: G ( F

p

r

; �; x

k

) =G ( F

p

r

; �; 1) = � ( g

� k `

) = e

� 2 � i k `= ( p

r

� 1)

; call this angle 


k

:

= � 2 � k `= ( p

r

� 1).

Using the `p o w ering algorithm' ( x 7! x

2

7! x

4

� � � et cetera) w e can calculate x

k

for an y 0 � k � p

r

� 2

in p olylog( p

r

) time, hence w e can use our oracle to " -appro ximate 


k

for an y suc h k . Via the equalit y

�




k

2 �

( p

r

� 1) = k ` mo d ( p

r

� 1) this will giv e us information on the v alue of ` mo d ( p

r

� 1) dep ending on

k . By estimating 


k

for k = 1 ; 2 ; 4 ; 8 ; : : : ; � p

r

, w e can th us get a reliable estimation of all log ( p

r

) bits of ` ,

thereb y calculating the desired v alue log

g

( x ) = ` .

5.2 Galois Automorphisms and Other Homomorphisms of Q(�
pr�1

; �
pr
)

The previous lemma sho ws that it is not trivial to estimate the Gauss sum G ( F

p

r

; �; � ) ev en if w e already

kno w the v alue G ( F

p

r

; �; 1). A similar result seems to hold for the estimation of G ( F

p

r

; �

�

; � ) while ha ving

information on G ( F

p

r

; �; � ).

As noted earlier, G ( F

p

r

; �; � ) is an elemen t of Q ( �

p

r

� 1

; �

p

). Compare no w the t w o expressions for

G ( F

p

r

; �; � ) and G ( F

p

r

; �

�

; � ), resp ectiv ely ,

P

p

r

� 2

j =0

�

j

p

r

� 1

�

T r ( � g

j

)

p

and

P

p

r

� 2

j =0

�

�j

p

r

� 1

�

T r( � g

j

)

p

. This sho ws that

under the homomorphism �

�

:

Q ( �

p

r

� 1

; �

p

) ! Q ( �

�

p

r

� 1

; �

p

), with �

�

:

�

p

r

� 1

7! �

�

p

r

� 1

, w e ha v e �

�

:

G ( F

p

r

; �; � ) 7! G ( F

p

r

; �

�

; � ). (If gcd ( �; p

r

� 1) = 1 then this mapping is a Galois automorphism �

�

2

Gal( Q ( �

p

r

� 1

; �

p

) = Q ( �

p

)). If gcd ( �; p

r

� 1) 6= 1 then the mapping �

�

is not necessarily bijectiv e, and hence

not an automorphism.)

This result suggests that kno wledge ab out the Gauss sum G ( F

p

r

; �; � ) is su�cien t to e�cien tly determine

G ( F

p

r

; �

�

; � ) for all other � . Ho w ev er, it should b e noted that the degree [ Q ( �

p

r

� 1

; �

p

)

:

Q ( �

p

)] equals

� ( p

r

� 1), whic h is exp onen tial in the input size log( p

r

). As a result, the �

�

mapping concerns an exp onen tial

n um b er of co e�cien ts, and is hence not e�cien t.

5.3 Gauss Sums as Pseudorandom Walks in C

Let the �nite �eld b e a base �eld F

p

. F or ev ery x 6= 0, the terms � ( x ) e

�

( x ) in the summation

P

x

� ( x ) e

�

( x )

are unit norm v ectors in C that together describ e a w alk in C (of p � 1 steps) from 0 to the �nal outcome

G ( F

p

; �; � ). View ed lik e this, an ob vious classical attempt to appro ximate G consists of trying to estimate

the `a v erage direction' of the terms � ( x ) e

�

( x ) b y sampling a small n um b er of x v alues. It should also b e

ob vious that this metho d will not w ork for random samples that are not p olynomial in p . As the �nal

destination G is only

p

p a w a y from the origin, a signi�can t a v erage direction can only b e obtained with a

sample size that is p olynomial in p .
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:
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:
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+ � ( g

t
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t

)

Figure 1: Illustration of the pseudorandom w alks describ ed in Example 2. The w alk R on the left is de�ned

b y the equation R ( t )

:

=

P

t

x =0

� ( t ) e ( t ), while the w alk R

0

on the righ t ob eys R

0

( t )

:

=

P

t � 1

j =0

� (7

t

) e (7

t

).

In fact, the just describ ed w alk shares man y of the prop erties that a truly random w alk in C w ould

ha v e. Not only do es the �nal distance coincide with the exp ected distance norm of a random w alk, but

also the sequence of steps exhibits the nonregularit y of a random pro cess. It is easy to v erify that the

auto correlation of the sequence � (1) e (1) ; � (2) e (2) ; : : : is near-zero: E[ � ( j ) e ( j ) � � ( j + s ) � e ( j + s )] =

� e ( � s )

p � 1

for s 6= 0. These pseudorandom c haracteristics do not c hange when w e indexing of the summation (and

hence of the sequence) to � (1) e (1) ; � ( g ) e ( g ) ; � ( g

2

) e ( g

2

) ; : : : with g a generator of F

�

p

, as this sequence ob eys

E[ � ( g

j

) e ( g

j

) � � ( g

j + s

) � e ( g

j + s

)] =

� � ( � s )

p � 1

. See the follo wing example for an illustration of this pseudorandom

b eha vior.

Example 2 Consider the Gauss sum for the �nite �eld F

24 1

, with multiplic ative gener ator 7 , and the char-

acter de�ne d by � (7

j

)

:

= �

10 j

240

. Calculations show that G ( F

241

; �; 1) =

p

241 � e

2 � i � 0 : 6772 :::

� � 6 : 85 + 13 : 9i .

Figur e 1 shows the two pseudor andom walks that ar e de�ne d by the se quenc es � (1) e (1) ; � (2) e (2) ; : : : (left)

and � (7

0

) e (7

0

) ; � (7

1

) e (7

1

) ; : : : (right).

6 Gauss Sums over Finite Rings

Although the �nal quan tum algorithm for estimating Gauss sums o v er rings Z = n Z is not m uc h more com-

plicated than the �nite �eld algorithm, the theory surrounding it is somewhat more elab orate. A large

part of this section concerns the prop er description of a m ultiplicativ e c haracter o v er Z =n Z and its v arious

prop erties. These details are necessary to get a v alid de�nition for the input size of the Gauss sum problem

o v er Z =n Z (see De�nition 5).

6.1 De�nitions and Notation: Dirichlet Characters

Again, the n th ro ot of unit y is denoted b y �

x

n

:

= e

2 � i x=n

. F rom [4 ], Section 1.4 w e cop y the follo wing facts.

Consider the m ultiplicativ e subgroup ( Z =n Z )

�

with the prime decomp osition n = p

r 1

1

� � � p

r

k

k

. F ollo wing the

Chinese remainder theorem w e ha v e ( Z = n Z )

�

' ( Z =p

r 1

1

Z )

�

� � � � � ( Z =p

r

k

k

Z )

�

, suc h that j ( Z =n Z )

�

j = � ( n ),

7



with � Euler's totien t function. F urthermore w e ha v e

8

>

>

<

>

>

:

( Z = p

r

Z )

�

' Z = ( p � 1) p

r � 1

Z if p � 3 ;

( Z = 2 Z )

�

' Z = Z ' f 0 g ;

( Z = 4 Z )

�

' Z = 2 Z ;

( Z = 2

r

Z )

�

' Z = 2 Z � Z = 2

r � 2

Z if r � 3,

(12)

hence ( Z =n Z )

�

is cyclic if and only if n = 2 ; 4 ; p

r

or 2 p

r

, with p an o dd prime.

De�nition 4 (Dirichlet Characters) A function �

:

Z = n Z ! C is a Dirichlet char acter if for al l x; y 2

Z =n Z we have � ( x ) � ( y ) = � ( xy ) and � ( x ) = 0 if and only if gcd ( n; x ) 6= 1 .

Using the m ultiplicativ e decomp osition ( Z = n Z )

�

= ( Z =p

r 1

1

Z )

�

� � � � � ( Z = p

r

k

k

Z )

�

, w e see that all Diric hlet

c haracters �

:

( Z =n Z ) ! C can b e decomp osed as � = �

1

� � � �

k

with �

i

:

( Z = p

r

i

i

Z ) ! C for ev ery 1 � i � k ,

and th us � ( x )

:

= �

1

( x mo d p

r 1

1

) � � � �

k

( x mo d p

r

k

k

).

F or p an o dd prime the c haracter �

:

Z = p

r

Z ! C can b e describ ed b y the expression � ( x )

:

= �

� log

g

( x )

� ( p

r

)

,

where g is a generator of the cyclic ( Z = p

r

Z )

�

, � ( p

r

) = p

r � 1

( p � 1) and � 2 Z =� ( p

r

) Z . F or ( Z = 2 Z )

�

w e only

ha v e the trivial c haracter �

0

, while for ( Z = 4 Z ) w e ha v e t w o p ossibilities: �

0

and �

1

with �

�

(3) = ( � 1)

�

and

�

�

(1) = 1. If � is a c haracter o v er ( Z = 2

r

Z )

�

with r � 3, then w e ha v e to decomp ose the c haracter in t w o

terms. The group ( Z = 2

r

Z )

�

is generated b y 3 and 5 (see [4]), hence the c haracter can b e describ ed b y the

pair ( �; �

0

) 2 ( Z = 2 Z ) � ( Z = 2

r � 2

Z ) suc h that for all i and i

0

w e ha v e � (3

i

5

i

0

mo d 2

r

)

:

= ( � 1)

�i

�

�

0

i

0

2

r �2 (while

� ( x ) = 0 if x is ev en).

De�nition 5 (Speci�cation of Dirichlet Characters) L et ( Z = n Z )

�

' ( Z = 2

r 0
Z )

�

� ( Z =p

r 1

1

Z )

�

� � � � �

( Z = p

r

k

k

Z )

�

' ( Z = 2

r 0
Z )

�

� ( Z = �

1

Z ) � � � � � ( Z = �

k

Z ) , with �

j

:

= ( p

j

� 1) p

r

j

� 1

j

(se e Equation 12). The

sp e ci�c ation of a Dirichlet char acter �

:

Z =n Z ! C is done by thr e e se quenc es ( p; g ; � ) , with the prime

de c omp osition p = ( p

1

; : : : ; p

k

) of n , the gener ators g = ( g

1

; : : : ; g

k

) 2 ( Z =p

r 1

1

Z )

�

� � � � � ( Z = p

r

k

k

Z )

�

of the

multiplic ative gr oups, and � = (( �

0

; �

0

0

) ; �

1

; : : : ; �

k

) 2 ( Z = 2 Z � Z = 2

r � 2

) � ( Z =�

1

Z ) � � � � � ( Z = �

k

Z ) the

sp e ci�c ation of the char acters �

j

in the de�nition � ( x )

:

= �

0

( x mo d 2

r 0
) �

1

( x mo d p

r 1

1

) � � � �

k

( x mo d p

r

k

k

)

with

�

0

(3

i

5

i

0

mo d 2

r 0
)

:

= ( � 1)

� 0 i

�

�

0

0
i

0

2

r 0�2 and �

j

( x

j

)

:

= �

�

j

log

g

j

( x

j

)

�

j

if x

j

2 ( Z = p

r

j

j

Z )

�

; (13)

while �

j

( x

j

)

:

= 0 if gcd ( x; p

j

) 6= 1 .

With this de�nition, w e see that the sp eci�cation of a Diric hlet c haracter �

:

Z = n Z ! C requires only

O (log n ) bits of information. Hence, in the con text of suc h c haracters, an algorithm that requires p olylog( n )

steps is e�cien t, while a running time p olynomial in n is ine�cien t.

Lemma 3 (Calculation of Dirichlet Character Values) L et ( p; g ; � ) b e the sp e ci�c ation of a char acter

�

:

Z =n Z ! C . Given n and ( p; g ; � ) , we c an induc e the phase change j x i 7! � ( x ) j x i for any x 2 ( Z = n Z )

�

e�ciently with a quantum algorithm.

Proof: T o compute the phase c hange j x i 7! �

j

( x mo d p

r

j

j

) j x i w e p erform the follo wing t w o steps (w e use

a similar proto col for the �

0

part of � ):

1. Use Shor's discrete log algorithm (F act 3) to determine the v alue s

j

:

= log

g

j

( x mo d p

r

j

j

).

2. Use the phase kic kbac k tric k (F act 5) to induce the phase c hange j x i 7! �

�

j

s

j

� ( p

r

j

j

)

.

P erform the phase c hanges for all �

j

to the same x state, suc h that the o v erall transformation will b e:

j x i 7! �

0

( x ) j x i 7! �

0

( x ) �

1

( x ) 7! � � � 7! �

0

( x ) �

1

( x ) � � � �

k

( x ) j x i = � ( x ) j x i .

De�nition 6 (Conductance and Triviality of Dirichlet Characters) A char acter � is trivial if � ( x ) =

1 for al l x 2 ( Z =n Z )

�

, that is, if � is the zer o ve ctor. The conductor c of a char acter �

:

Z = n Z ! C is

the minimum value c > 1 for which ther e is a char acter �

c

:

Z = c Z ! C such that � = �

c

�

0

wher e �

0

8



is the trivial char acter over Z =n Z . We c al l � a primitiv e char acter if � has the maximum c onductanc e

c = n . The trivial char acter has c onductanc e 1 and is not primitive. The �eld Z =p Z has p � 2 primitive

char acters, wher e as the ring Z = p

r

Z with r � 2 has p

r � 2

( p � 1)

2

such char acters. F or Z = 2

r

Z with r � 2

this me ans that al l char acters �

(1 ;�

0

)

ar e primitive ( Z = 2 Z has no primitive char acters, and Z = 4 Z has one).

F or Z = p

r

Z with p and o dd prime, a char acter � ( x ) = �

� log

g

( x )

� ( p

r

)

has c onductanc e p

r � s

wher e p

s

j � , while

p

s +1

- � . As a r esult �

�

is primitive, if and only if p - � . In gener al, a char acter over the ring Z = n Z with

( Z = n Z )

�

' ( Z =p

r 1

1

Z )

�

� � � � � ( Z = p

r

k

k

Z )

�

, and ac c or dingly � = �

1

� � � �

k

, is primitive if and only if al l �

i

factors ar e primitive.

6.2 De�nition and Properties of Gauss Sums over Rings Z=nZ

The de�nition of Gauss sums o v er Z = n Z is a natural generalization of the de�nition for �nite �elds.

De�nition 7 (Gauss sums over Finite Rings) F or the ring Z =n Z , the Dirichlet char acter � , and the

additive char acter e

�

( x )

:

= �

x�

n

, we de�ne the Gauss sum G by

G ( Z =n Z ; �; � )

:

=

X

x 2 Z=n Z

� ( x ) �

� x

n

: (14)

Note that the Gauss sum terms are the co e�cien ts of the F ourier transform of the c haracter: G ( Z =n Z ; �; � ) =

^� ( � ), with the F ourier transform o v er the additiv e group Z = n Z . See Section 1.6 in [1] for the pro ofs of the

facts b elo w.

Fact 8 L et � b e a nontrivial Dirichlet char acter over Z = n Z . The summation of al l � values ob eys

P

n � 1

x =0

� ( x ) =

0 . If � is trivial, then the sum e quals � ( n ) .

Fact 9 L et � b e a char acter over the ring ( Z = n Z )

�

' ( Z =p

r 0

0

Z )

�

� � � � � ( Z =p

r

k

k

Z )

�

, such that � = �

0

� � � �

k

with �

i

a multiplic ative char acter over ( Z = p

r

i

i

Z )

�

for every 0 � i � k . With J

i

2 ( Z =p

r

i

i

Z )

�

the inte gers

such that J

i

n=p

r

i

i

= 1 mo d p

r

i

i

, it holds that G ( Z = n Z ; �; � ) =

Q

k

i =0

G ( Z =p

r

i

i

Z ; �

i

; � J

i

) . (Such J

i

always exist

b e c ause gcd ( p

i

; n=p

r

i

i

) = 1 , and henc e n=p

r

i

i

2 ( Z = p

r

i

i

Z )

�

, for al l i .)

This last lemma sho ws that w e should only b e concerned ab out Gauss sums o v er rings Z = p

r

Z , the size of a

prime p o w er. F or trivial c haracters, suc h Gauss sums are easily calculated.

Fact 10 L et �

0

:

Z = p

r

Z ! C b e the trivial char acter, and p

j

j � with p

j +1

- � , then

G ( Z = p

r

Z ; �

0

; � ) =

8

<

:

p

r � 1

( p � 1) if j = r ,

� p

r � 1

if j = r � 1 ,

0 if j < r � 1 :

(15)

Non trivial c haracters that are not primitiv e can b e reduced to primitiv e c haracters o v er smaller groups in

the follo wing w a y .

Fact 11 L et �

:

Z =p

r

Z ! C b e a non-primitive char acter with c onductanc e p

r � s

, then the c orr esp onding

Gauss sum ob eys (note that � mo dulo p

r � s

wil l b e primitive):

G ( Z =p

r

Z ; �; � ) =

�

p

s � 1

( p � 1) � G ( Z = p

r � s

Z ; �; � =p

s

) if � j p

s

,

0 if � - p

s

.

(16)

Similar to the �nite �eld case, the � index of the additiv e c haracter can b e `factored out' as �

� 1

( � ):

Fact 12 L et � b e a primitive char acter over Z = n Z , then ^� ( � ) = �

� 1

( � ) ^ � (1) , and henc e, e quivalently,

G ( Z = n Z ; � ; � ) = �

� 1

( � ) G ( Z =n Z ; �; 1) . A lso, j G ( Z = n Z ; �; 1) j =

p

n holds.

9



7 Estimating Gauss Sums over Finite Rings

Theorem 2 (Quantum Algorithm for Gauss Sum Estimation over Z =n Z ) F or any " > 0 , ther e ex-

ists a quantum algorithm that estimates the phase 
 in G ( Z = n Z ; �; � ) = j G ( Z =n Z ; �; � ) j � e

i 


, with exp e cte d

err or E[ j 
 � ~
 j ] < " . The time c omplexity of this algorithm is b ounde d by O (

1

"

� p olylog( n )) . A lso the norm

j G ( Z = n Z ; �; � ) j c an b e determine d in p olylo g( n ) time.

Proof:

1. Determine the in tegers J

0

; : : : ; J

k

as men tioned in F act 9.

2. Calculate the Gauss sums G ( Z =p

r

i

i

Z ; �

i

; � J

i

) for the trivial c haracters �

i

, using F act 10. Con tin ue

with the reduced pro duct of non trivial c haracters.

3. Re-express the Gauss sums terms for the p erio dic c haracters, using F act 11. Con tin ue with the reduced

pro duct of primitiv e c haracters.

4. Use Algorithm 2 to calculate the norms and estimate the phases of the Gauss sums of the remaining

primitiv e c haracters (using the standard phase estimation tec hnique of F act 2 this requires O (

1

"

�

p olylog( n )) steps).

Algorithm 2 Let �

:

Z = n Z ! C b e a primitiv e c haracter and � 2 Z =n Z . The follo wing algorithm calculates

the norm and estimates the phase 
 in the Gauss sum G ( Z =n Z ; �; � ) = j G ( Z =n Z ; �; � ) j � e

i 


.

1. If � =2 ( Z =n Z )

�

then conclude that G ( Z =n Z ; �; � ) = 0 (see F act 12).

2. Otherwise, use Shor's discrete log algorithm to determine the � ( �

� 1

) factor in the equalit y G ( Z = n Z ; �; � ) =

� ( �

� 1

) G ( Z =n Z ; �; 1 ) (F act 12). Con tin ue with the estimation of 
 in G ( Z = n Z ; �; 1) = e

i 


p

n .

3. Apply the quan tum F ourier transform F o v er the ring Z = n Z to the state j � i , follo w ed b y a phase

c hange j y i 7! �

2

( y ) j y i for all y 2 ( Z = n Z )

�

in the sup erp osition j ^� i =

P

y

^� ( y ) j y i . Because for primitiv e

c haracters ^ � ( y ) = �

� 1

( y ) ^ � (1) (F act 12), this transformation generate an o v erall phase c hange according

to j � i 7! e

i 


j � i . Lik e in Theorem 1, w e use this phase c hange to estimate 
 to the required precision " .

It should b e noted that for primitiv e c haracters o v er rings Z = p

r

Z with r � 2 the Gauss sums G ( Z =p

r

Z ; �; 1 )

are kno wn (Section 1.6 in [1]). Hence step 3 of the ab o v e algorithm is not alw a ys necessary .

8 Conclusion and Discussion

The algorithms that w e presen ted in this article rely on the sp eci�c in teraction b et w een m ultiplicativ e

c haracters and F ourier transformations, some of whic h ha v e b een describ ed earlier in [5] and [9]. T ypical for

these results is the fact they are de�ned for �nite �elds or �nite rings but not for groups, whic h indicates a

departure from the Hidden Subgroup framew ork for quan tum algorithms [10 ]. What is new ab out the results

presen ted here, is that they describ e quan tum algorithms for a natural problem that do es not assume the

presence of a blac k b o x function. The only other natural problems for whic h an e�cien t quan tum algorithm

has b een constructed are those describ ed b y Shor [12 ] and Hallgren [8], b oth of whic h deal with n um b er

theory as w ell.

F or the results of this article it remains therefore an imp ortan t op en question if Gauss sum estimation is

hard classically , ev en under the assumption that factoring and discrete logarithms are easy . If this is indeed

the case, another related question remains: Whic h problems reduce to Gauss sum estimation that do not

reduce to factoring or the discrete logarithm problems?
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