


the dev elopmen t of our later tec hniques. Section 6 sho ws ho w prop erties of the

group order (namely , the size of the large prime, and small Hamming w eigh ts)

ma y b e used to giv e impro v ed p erformance. Section 7 in tro duces new form ulae for

elliptic curv e p oin t tripling in c haracteristic three, and sho ws ho w this leads to an

e�cien t ternary Miller's algorithm. Section 8 and 9 discuss the implemen tation

of the �nite �eld arithmetic. Section 10 con tains some of our timing results.

W e m ust note that in the �nal stages of preparing this pap er w e b ecame

a w are of the w ork of Barreto, Kim and Scott [1] whic h also pro vides an excellen t

solution to the problem of e�cien t computation of the T ate pairing.

2 The T ate pairing

The W eil pairing w as �rst in tro duced in to cryptograph y b y Menezes, Ok amoto

and V anstone [12] who used it to attac k the elliptic curv e discrete logarithm

problem on certain elliptic curv es. The T ate pairing w as in tro duced to cryptog-

raph y b y F rey and R • uc k [5] in their extension of the w ork of Menezes, Ok amoto

and V anstone.

Let E b e an elliptic curv e o v er a �nite �eld F
q

. W e write O
E

for the p oin t

at in�nit y on E . Let l b e a p ositiv e in teger whic h is coprime to q . In most

applications l is a prime and lj# E ( F
q

). Let k b e a p ositiv e in teger suc h that

the �eld F
q

k con tains the l th ro ots of unit y (in other w ords, lj( q k � 1)). Let

G = E ( F
q

k ) and write G[ l ] for the subgroup of p oin ts of order l and G=lG for

the quotien t group (whic h is also a group of exp onen t l ). Then the T ate pairing

is a mapping

h�; �i : G[ l ] �G=lG! F
�

q

k =( F
�

q

k )

l : (1)

The quotien t group on the righ t hand side of (1) can b e though t of as the set

of equiv alence classes of F
�

q

k under the equiv alence relation a � b if and only if

there exists c 2 F
�

q

k suc h that a = bcl

. W e call this relation `equiv alence mo dulo

l th p o w ers'.

The T ate pairing satis�es the follo wing prop erties [5]:

1. (W ell-de�ned) hO
E

; Qi 2 ( F
�

q

k )

l

for all Q 2 G and hP;Qi 2 ( F
�

q

k )

l

for all

P 2 G[ l ] and all Q 2 lG.

2. (Non-degeneracy) F or eac h p oin t P 2 G[ l ] � f0 g there is some p oin t Q 2 G

suc h that hP;Qi 62 ( F
�

q

k )

l

.

3. (Bilinearit y) F or an y in teger n, h[ n] P;Qi � hP; [ n] Qi � hP;Qin

mo dulo l th

p o w ers.

The T ate pairing is de�ned as follo ws. Giv en the p oin t P compute a function

g suc h that the divisor of g is equal to l (( P ) � ( O
E

)) (see [15] for an in tro duction

to divisors). Then compute a divisor D whic h is equiv alen t to ( Q) � ( O
E

) suc h

that the supp ort of D is disjoin t from the supp ort of g . Then the v alue of the

T ate pairing (up to l th p o w ers) is

hP;Qi = g ( D )
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where g ( D ) =

Q
i

g ( P
i

)

n i
if D =

P
i

n
i

P
i

.

W e emphasise that the T ate pairing is only de�ned up to a m ultiple b y an l th

p o w er in F
�

q

k . F or most applications in cryptograph y a unique v alue is required,

and so it is necessary to exp onen tiate the v alue of the T ate pairing to the p o w er

( q k � 1) =l (since raising to this p o w er eliminates all m ultiples of order l ).

3 Miller's algorithm

The T ate pairing can b e computed using an algorithm �rst prop osed b y Miller

[11] whic h is also describ ed in [5, 6]. Miller's algorithm is basically the usual

`double and add' algorithm for elliptic curv e p oin t m ultiplication com bined with

an ev aluation of certain in termediate functions whic h are the straigh t lines used

in the addition pro cess.

Before giving the details of this algorithm w e recall the elliptic curv e addition

la w (for more details see [2, 15]).

Let P and Q b e p oin ts on an elliptic curv e E . Let l
1

b e the line through

P and Q (if P = Q then l
1

is tak en to b e the tangen t to the curv e E at P , if

one of P or Q is O
E

then l
1

is a `v ertical line' through the a�ne p oin t). Then

l
1

in tersects the cubic curv e E at one further p oin t, sa y R
1

. No w let l
2

b e the

line b et w een R
1

and O
E

(whic h is a `v ertical line' when R
1

is not equal to O
E

).

Then l
2

in tersects E at a third p oin t R
2

whic h is de�ned to b e the sum of P

and Q.

The lines l
1

and l
2

can b e though t of as functions on the curv e, and the

corresp onding principal divisors are

( l
1

) = ( P ) + ( Q) + ( R
1

) � 3( O
E

) and ( l
2

) = ( R
1

) + ( R
2

) � 2( O
E

) :

It follo ws that w e ha v e the follo wing equalit y of divisors

( P ) � ( O
E

) + ( Q) � ( O
E

) = ( R
2

) � ( O
E

) + ( l
1

=l
2

) :

Let E b e an elliptic curv e o v er F
q

and let P and Q b e giv en p oin ts of prime

order l for whic h w e w an t to compute hP;Qi. Miller's algorithm is giv en in Figure

1.

T o understand ho w this algorithm w orks, �rst note that the divisor ( Q0
) � ( S )

is equiv alen t to the divisor ( Q) � ( O
E

) and, since S w as c hosen randomly , it is

lik ely that the p oin ts Q0
and S in the supp ort of ( Q0

) � ( S ) do not app ear in an y

in termediate computations in the algorithm. Secondly , note that at eac h stage

in the algorithm T
1

is the p oin t obtained b y computing [ m] P where m is the

in teger whose binary expansion is the top n bits of the binary expansion of l .

The v alue f
1

is the ev aluation at the divisor ( Q0
) � ( S ) of the function f de�ned

suc h that

m(( P ) � ( O
E

)) = ( T
1

) � ( O
E

) + ( f ) :

Hence, at the end of the algorithm w e ha v e T
1

= O
E

and f
1

is the ev aluation at

( Q0
) � ( S ) of the function g suc h that l (( P ) � ( O

E

)) = ( g ), as required from the

de�nition of the T ate pairing.
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Choose a random point S 2 E(F
q

k ) and compute Q0 = Q+ S 2 E(F
q

k ).

Set n = blog
2
(l)c � 1, T1 = P , f1 = 1.

While n � 1 do

{ Calculate the equations of the straight lines l1 and l2 arising in a doubling of T1.

Set T1 = [2]T1 and f1 = f21 (l1(Q
0)l2(S))=((l2(Q

0)l1(S)).

{ If the nth bit of l is one then

� Calculate the equations of the straight lines l1 and l2 arising in an addition

of T1 and P . Set T1 = T1 + P and set f1 = f1(l1(Q
0)l2(S))=((l2(Q

0)l1(S)).

{ Decrement n.

Return f1.

Fig. 1. Miller's Algorithm.

4 The cryptographic applications

W e do not discuss the cryptographic applications of the T ate pairing in great

detail since w e are in terested in implemen tation issues whic h are common to all

sc hemes. W e simply note that:

1. Cryptosystems based on the W eil pairing ma y b e mo di�ed to use the T ate

pairing, and this will impro v e their computational p erformance.

2. In man y of these sc hemes the calculation of the T ate pairing is the dominan t

computational task.

In most applications of the W eil and T ate pairing to cryptograph y w e consider

an elliptic curv e E o v er F
q

with n um b er of p oin ts divisible b y some prime l . It is

necessary that l ha v e at least 160 bits for securit y , and for e�ciency it is desired

that l and q not b e to o large. Also imp ortan t for these applications is the �nite

�eld F
q

k where k is de�ned to b e the smallest in teger suc h that lj( q k � 1). It is

necessary that q k

ha v e at least 1000 bits for securit y , and for go o d e�ciency it

is desired that q k

not b e to o large. F urther discussion ab out these matters ma y

b e found in [7], but the conclusion is that there are three cases most relev an t for

cryptograph y:

1. Sup ersingular elliptic curv es suc h as y 2

= x3

+ 1 o v er certain prime �elds F
p

where p has 512 bits (in this case k = 2).

2. Sup ersingular elliptic curv es of the form y 2

+ y = x3

+ x + b ( b 2 f0 ; 1 g) o v er

F
2

considered as a group o v er F
2

m
where m is prime of size around 250 (in

this case k = 4).

3. Sup ersingular elliptic curv es of the form y 2

= x3 � x� 1 o v er F
3

considered

as a group o v er F
3

m
where m is prime of size around 110 (in this case k = 6).

F or the cryptographic applications the basic op eration is to compute the

v alue of the T ate pairing hP;Qi where P 2 E ( F
q

) and where Q 2 E ( F
q

k ) (usu-

ally Q is the image of some m ultiple of P under a non-rational endomorphism
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or \distortion map"). W e stress that since a unique v alue is required for the

cryptographic applications w e m ust also raise the v alue of the T ate pairing to

the p o w er ( q k � 1) =l .

5 E�cien t computation of the T ate pairing

Our analysis b egins in this section, where w e mak e three general commen ts ab out

e�cien t computation of the T ate pairing in the sp eci�c application w e ha v e in

mind.

The most imp ortan t observ ation is that w e are computing hP;Qi where P 2
E ( F

q

) and where Q 2 E ( F
q

k ). In practice, this means that the co e�cien ts of the

lines l
i

in Miller's algorithm (Figure 1) are all elemen ts of the smaller �eld F
q

while the large �eld F
q

k is only used for computing the v alue f
1

.

This observ ation is the most fundamen tal observ ation in the pap er and most

of the implemen tation details arise from trying to mak e the most it. In particular,

to b ene�t from this observ ation, one should w ork with an e�cien t represen tation

of F
q

for all op erations in v olving the elliptic curv e E , the p oin ts T
1

and T
2

, and

the straigh t lines l
i

. One should then implemen t e�cien t op erations for F
q

k whic h

allo w fast scalar m ultiplication b y elemen ts in F
q

. The natural w a y to pro ceed

is to represen t F
q

k as a degree k extension of F
q

. W e giv e man y more details

in Section 9. W e commen t that this is di�eren t to the approac h prop osed b y

Boneh, Lynn and Shac ham [4].

A further example of w orking in sub�elds whenev er p ossible is to consider

the c hoice of the random p oin t S in Miller's algorithm (Figure 1). As stated,

S 2 E ( F
q

k ) but in fact w e ma y tak e S 2 E ( F
q

) and this reduces the n um b er of

op erations in F
q

k .

It is in teresting at this p oin t to consider the relationship b et w een the W eil

pairing and the T ate pairing. W e write e
l

( P;Q) for the W eil pairing. In most sit-

uations the W eil pairing is related to the T ate pairing b y the equation e
l

( P;Q) =

hP;Qi=hQ;P i (and no exp onen tiation is required to get a unique v alue) and this

is the w a y the W eil pairing is usually computed. Other metho ds to compute the

W eil pairing (suc h as Section I I I.8 of [ ?]) seem to b e ev en less e�cien t. This leads

to the often quoted statemen t \the W eil pairing is just t w o applications of the

T ate pairing". Ho w ev er, in the case that P 2 E ( F
q

) but Q 2 E ( F
q

k ) then these

t w o T ate pairing op erations require v ery di�eren t computation times. Hence,

the W eil pairing seems to require m uc h more than t wice the running time of the

T ate pairing in the cryptographic applications.

Our second observ ation relates to the w ell-kno wn fact that divisions are more

exp ensiv e than m ultiplications. This statemen t is particularly true for divisions

in the large �eld F
q

k since w e are represen ting it as a degree k extension of the

�eld F
q

. Hence it is desirable to reduce the n um b er of divisions in F
q

k in Miller's

algorithm. Consider the divisions whic h are required in the large �eld F
q

k when

computing the v alue f
1

. It is ob vious that these divisions can all b e gathered

in to a single division at the conclusion of the algorithm b y represen ting the v alue

f
1

as a quotien t f
1

=f
2

and using m ultiplications to up date the f
i

.
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Our third general observ ation is that, as with elliptic curv e p oin t exp onen-

tiation algorithms, there is a signi�can t impro v emen t b y using windo w metho ds

(see [2], [8]). These metho ds emplo y a precomputation stage whic h computes

the v alues [ n] P for all v alues n in a `windo w' of 3 or 4 bits. Miller's algorithm

then pro ceeds b y p erforming addition op erations according to windo ws in the

binary expansion of the exp onen t l instead of bit b y bit. This do es not c hange the

n um b er of doubling op erations, but it do es reduce the n um b er of addition op er-

ations. The metho ds are completely standard (see [2, 8]) and it is not necessary

to rep eat them here.

Note that in Section 6 w e describ e a class of groups whic h are particularly

e�cien t for the T ate pairing computation, and the windo w metho ds are no longer

useful for these groups.

Finally w e men tion the use of pro jectiv e co ordinates and homogenizing Miller's

algorithm to remo v e divisions. W e ha v e implemen ted suc h a metho d and found

that in practice it giv es w orse p erformance. The n um b er of m ultiplications in-

v olv ed in suc h a metho d gro ws so m uc h that it out w eighs the b ene�t gained

from a v oiding divisions in F
q

(w e �nd that an in v ersion in F
3

m
represen ted with

a p olynomial basis tak es only ab out 5 times the time of a m ultiplication, see

Section 9.3).

6 Choice of groups

As noted b y Boneh and F ranklin [3] it is not necessary that the prime order l b e

of the same size as the �eld q . F or instance, when w orking with sup ersingular

elliptic curv es o v er F
p

where p > 3 it is necessary that p ha v e at least 512 bits,

but l ma y b e c hosen to ha v e 160 bits.

This tec hnique of w orking in a smaller subgroup has a h uge impact on the

complexit y of Miller's algorithm, since the n um b er of iterations dep ends on

log

2

( l ). This tec hnique ma y b e used in c haracteristic 2 and 3 as w ell, when-

ev er the group order of E ( F
q

) has factors of a suitable size.

A further metho d whic h sp eeds up the T ate pairing v ery signi�can tly is to

c ho ose the prime l suc h that it has v ery lo w hamming w eigh t (or, more generally ,

so that it has lo w hamming w eigh t in a signed binary represen tation, or in a

ternary represen tation in c haracteristic three). This greatly reduces the n um b er

of addition op erations in Miller's algorithm. Note that this tec hnique means that

windo w metho ds are no longer required, and so there is no precomputation step

in this case.

The system of Boneh and F ranklin [3] for large prime c haracteristic can b e

trivially mo di�ed to emplo y primes l of lo w Hamming w eigh t. In c haracteristic

2 an example of suc h a group order is the follo wing: Let E b e the elliptic curv e

y 2

+ y = x3

+ x + 1 o v er F
2

283
. Then # E ( F

2

283
) = l where l is the prime

l = 2

283

+ 2

142

+ 1, whic h has Hamming w eigh t 3. There are other cases in

c haracteristic 2 with prime n um b er of p oin ts whic h ha v e the same prop ert y of

their (signed) binary expansion. Similarly , sup ersingular curv es with a prime
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n um b er of p oin ts in c haracteristic 3 will ha v e lo w Hamming w eigh t of the signed

ternary expansion of l .

F or sev eral examples in c haracteristic t w o and three the group order N has

small Hamming w eigh t, but the large prime factor l is a quotien t of N b y a

small cofactor and so it do es not ha v e small Hamming w eigh t. In practice one

can compute the T ate pairing of the p oin ts P and Q of order l with resp ect to the

group order N (and it is recommended to then raise to the exp onen t ( q k � 1) =N

whic h also has lo w Hamming w eigh t). In this case the small Hamming w eigh t of

N pro vides computational sa vings in Miller's algorithm, while the result is still

a unique elemen t of order l . An imp ortan t p oin t to note is that the v alue of the

T ate pairing when computed with resp ect to the group order N is not necessarily

the same as the v alue of the T ate pairing when computed with resp ect to the

large prime l (hence the use of this time-sa ving tec hnique m ust b e sp eci�ed in

the system parameters to enable in terop erabilit y). This tec hnique is used for the

implemen tation results in Section 10 and it reduces the running time b y at least

30%.

7 Sp eci�c adv an tages in c haracteristic 2 and 3

In this section w e discuss certain features of elliptic curv es in small c haracteristic.

In particular, w e discuss certain arithmetic op erations whic h are particularly

e�cien t, suc h as p oin t tripling in c haracteristic three.

7.1 Doubling in characteristic two

It is w ell-kno wn in elliptic curv e cryptograph y that there are p erformance ad-

v an tages a v ailable in c haracteristic t w o, particularly when implemen ting elliptic

curv e exp onen tiation directly in hardw are. F or a surv ey of p oin t exp onen tiation

metho ds in c haracteristic t w o see Hank erson, Hernandez and Menezes [8]. These

metho ds can all b e used to impro v e Miller's algorithm in c haracteristic t w o, and

it follo ws that cryptosystems based on the T ate pairing on sup ersingular curv es

in c haracteristic t w o ha v e go o d p erformance. Note that, for the �eld sizes w e

are considering, Karatsuba m ultiplication do es not pro vide an y b ene�t. All the

relev an t metho ds from [8] w ere used to obtain the timings in Section 10.

7.2 Tripling in characteristic three

In c haracteristic three for our sup ersingular elliptic curv es (and, more generally ,

for curv es o v er F
3

m
with equations of the form y 2

= x3

+ Ax + B ) it happ ens

that the tripling op eration can b e p erformed extremely e�cien tly .

Indeed, one can giv e tripling form ulae whic h do not require divisions! F or the

T ate pairing computation it is necessary to obtain the equations of the straigh t

lines used for the addition rule, and so one division is una v oidable.

W e giv e all the details of the tripling op erations and the straigh t lines b elo w.
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Let P = ( x
1

; y
1

) b e a p oin t on E : y 2

= x3 � x + b o v er F
3

m
. The tangen t to

E at P has slop e �
2

= 1 =y
1

and the equation of the tangen t line is

l
1

: y � �
2

x + ( �
2

x
1

� y
1

) = 0 :

The p oin t ( x
2

; y
2

) = [2] P has co ordinates x
2

= �2

2

+ x
1

and y
2

= ��3

2

� y
1

. The

equation of the v ertical line is l
2

: x� x
2

= 0.

The line b et w een ( x
1

; y
1

) and ( x
2

; y
2

) has slop e �
3

= y 3

1

��
2

and its equation

is

l0
1

: y + ( �
2

� y 3

1

) x + ( y 3

1

x
1

� �
2

x
1

� y
1

) = 0 :

The p oin t ( x
3

; y
3

) = [3]( x
1

; y
1

) has co ordinates x
3

= x
1

+ y 2

1

+ y 6

1

and y
3

= �y 9

1

.

The equation of the v ertical line is l0
2

: x�x
3

= 0. Note that these form ulae pro-

vide a division-free algorithm for tripling on these elliptic curv es in c haracteristic

three.

Also note that cubing is v ery fast in c haracteristic three (esp ecially in hard-

w are, or if a normal basis represen tation is used) and so computing y 3

1

; y 6

1

and

y 9

1

is c heap from y
1

and y 2

1

.

These form ulae for p oin t tripling are v ery e�cien t and so it is pruden t to re-

write Miller's algorithm to utilise a signed base-3 represen tation of the exp onen t

l . Recall that a signed base-3 represen tation is an expression

l =

mX

n =0

l
i

3

i

where l
i

2 f�1 ; 0 ; 1 g. W e call eac h l
i

a `trit'. W e sk etc h the details in Figure 2.

W e stress that, in practice, care m ust b e tak en to implemen t the form ulae for

l
1

and l0
1

ab o v e so that the n um b er of m ultiplications in the large �eld F
q

k is

minimised.

Note that the e�cien t tripling form ulae are v aluable for e�cien t implemen-

tation of the application of Koblitz in [10].

8 E�cien t implemen tation of c haracteristic three �elds

It is essen tial to ha v e an e�cien t implemen tation of arithmetic in the �nite �eld

F
3

m
. A lot of researc h has b een done in to e�cien t implemen tation of c haracter-

istic t w o �nite �elds, and also for large c haracteristic p, but c haracteristic three

do es not seem to ha v e b een studied in detail. Either p olynomial bases or normal

bases ma y b e used [2], and w e use p olynomial bases.

The con v en tional wisdom for represen ting v alues in c haracteristic t w o is to

represen t eac h co e�cien t b y a single bit and to pac k 32 co e�cien ts in to a sin-

gle computer w ord. In this w a y , the addition of t w o v alues can b e p erformed

e�cien tly b y using an exclusiv e-or mac hine instruction to add 32 co e�cien ts at

a time. Most �nite �eld pac k ages treat c haracteristic t w o as a sp ecial case and

then degenerate to using a bign um implemen tation for o dd c haracteristic. This

can b e impro v ed up on.
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1. Choose a random point S 2 E(F
q

) and compute Q0 = Q+ S.

2. Precompute P2 = [2]P and the value f2 of the function f such that 2((P ) �

(O
E

)) = (P2)� (O
E

) + (f) evaluated at the divisor (Q0)� (S).

3. Let n be the number of trits in a signed base-3 representation for l. Set T1 = P

or P2 and f1 = 1 or f2 according to whether the nth bit of the ternary expansion

of l is 1 or 2.

4. Decrement n.

5. While n � 1 do

{ Perform a tripling of T1, i.e., compute the equations for the lines l1; l2; l
0

1; l
0

2

above, set T1 = [3]T1, and update the value of f1 via

f1 = f31 (l1=l2 � l
0

1=l
0

2)((Q
0

)� (S)):

{ If the nth trit in the signed base-3 expansion of l is 1 then set T1 = T1 + P

and update f1 by f1 = f1(l1=l2)((Q
0) � (S)) where l1 and l2 are the lines

appearing in the point addition.

{ If the nth trit in the signed base-3 expansion of l is �1 then set T1 = T1�P2

and set f1 = f1f2(l1=l2)((Q
0)� (S)) where l1 and l2 are the lines appearing

in the point addition.

{ Decrement n.

6. Return f1.

Fig. 2. Miller's Algorithm in base three.

W e note that a co e�cien t in c haracteristic 3 has the v alues 0, 1, or 2. That is,

w e need t w o bits to represen t suc h a v alue. Rather than pac k 16 2-bit co e�cien ts

in to a 32 bit w ord, w e pac k the high order bits in to one w ord arra y and the lo w

order bits in to a separate w ord arra y .

In other w ords, w e write the 16 co e�cien ts mo dulo 3 as a = alo + 2 ahi . This

giv es the follo wing adv an tages:

1. Doubling a v alue can b e p erformed b y sw apping the high and lo w order bit

arra ys. Note: negation is iden tical to doubling in c haracteristic 3.

2. Adding t w o v alues r = a + b leads to

( rhi; rlo ) = ( ahi; alo ) + ( bhi; blo )

where

rlo = (( alo ^ blo )&( � ( ahijbhi ))) j( ahi & bhi )

rhi = (( ahi ^ bhi )&( � ( alojblo ))) j( alo & blo ) :

Here, as usual, � means bit wise complemen t, & means bit wise and, j means

bit wise or, and ^ means bit wise exclusiv e-or. In other w ords, w e can add 32

co e�cien ts with 12 b o olean op erations.

3. Cubing is p erformed analogously to squaring in c haracteristic 2 b y using

a \thinning" algorithm with a reduction op eration (this is just a shift if a

normal basis is used).

9



4. Subtracting t w o v alues is p erformed using addition:

( rhi; rlo ) = ( ahi; alo ) � ( bhi; blo ) = ( ahi; alo ) + ( blo; bhi ) :

9 E�cien t computation in extension �elds

W e no w describ e some implemen tation details for �nite �eld extensions. These

issues arise b ecause of our c hoice of �eld represen tation, whic h in turn is moti-

v ated b y the b ene�t of w orking in sub�elds wherev er p ossible.

The t w o most imp ortan t cases are the elliptic curv es y 2

= x3 � x � 1 o v er

extensions of F
3

and y 2

+ y = x3

+ x + b o v er extensions of F
2

. In practice it is

necessary to b e able to w ork e�cien tly with �nite �elds F
3

6m
and F

2

4m
where m

is prime. W e giv e further details ab out ho w to ac hiev e this.

9.1 Characteristic two

W e represen t F
2

4m
b y a to w er of t w o quadratic extensions of F

2

m
. T o b e precise,

let F = F
2

m
and denote

F
1

= F [ x] =( x2

+ x + 1)

�
=

F
2

2m

and

F
2

= F
1

[ y ] =( y 2

+ ( x + 1) y + 1)

�
=

F
2

4m :

A general elemen t of F
2

can b e written as a + bx + cy + dxy with a; b; c; d 2 F .

The naiv e w a y to p erform m ultiplication of t w o elemen ts ( u
1

+ yv
1

) and

( u
2

+ yv
2

) of F
2

(where u
i

; v
i

2 F
1

) to obtain the pro duct

( u
1

u
2

+ v
1

v
2

) + y ( u
1

v
2

+ u
2

v
1

+ ( x + 1) v
1

v
2

)

w ould require 4 m ultiplications in F
1

(plus the `sp ecial' m ultiplication b y the

term ( x + 1)). A more e�cien t m ultiplication pro cess is to compute the three

pro ducts t
1

= u
1

u
2

; t
2

= v
1

v
2

and t
3

= ( u
1

+ v
1

)( u
2

+ v
2

). The desired pro duct

is then reco v ered as ( t
1

+ t
2

) + y ( t
3

� t
1

+ xt
2

) whic h requires 3 m ultiplications in

F
1

plus the `sp ecial' m ultiplication xt
2

(whic h is sho wn b elo w to b e just a single

addition).

Similarly , m ultiplication of general elemen ts ( u
1

+ xv
1

)( u
2

+ xv
2

) in F
1

can

b e p erformed with just 3 m ultiplications in F , plus one `sp ecial' m ultiplication.

Finally , note that the result of the sp ecial m ultiplication x( u + xv ) is equal

to v + x( u + v ), whic h is computed b y a single addition.

In conclusion, the cost of a general m ultiplication in F
2

is reduced from 16

(or more) m ultiplications in F to only 9 m ultiplications in F .

Division in F
2

can b e reduced to a single division in F b y using conjugates.

The details are straigh tforw ard, and since there is only one division in F
2

in our

algorithm this is not w orth discussing in depth here.

10



9.2 Characteristic three

W e represen t F
3

6m
b y a to w er of extensions of F

3

m
. T o b e precise, let F = F

3

m

and denote

F
1

= F [ a] =( a3 � a + 1)

�
=

F
3

3m

and

F
2

= F
1

[ b] =( b2

+ 1)

�
=

F
3

6m :

(Note that i = b and � = a and � = �a in the notation of Section 3.9 of [7])

As in the previous subsection, a m ultiplication of general elemen ts in F
2

can

b e p erformed with few er m ultiplications than the naiv e metho d. The details are

as follo ws:

T o m ultiply ( u
1

+ bv
1

)( u
2

+ bv
2

) where u
1

; u
2

; v
1

; v
2

2 F
1

w e compute t
1

=

u
1

u
2

, t
2

= v
1

v
2

and t
3

= ( u
1

+ v
1

)( u
2

+ v
2

). The pro duct is then reco v ered as

( t
1

� t
2

) + b( t
3

� t
1

� t
2

) :

The pro duct of ( u
1

+ av
1

+ a2 w
1

) and ( u
2

+ av
2

+ a2 w
2

) with u
1

; u
2

; v
1

; v
2

; w
1

; w
2

2
F is

( u
1

u
2

+ v
1

w
2

+ w
1

v
2

)+ a( u
1

v
2

+ v
1

u
2

+ v
1

w
2

+ w
1

v
2

+ w
1

w
2

)+ a2

( u
1

w
2

+ v
1

v
2

+ w
1

u
2

+ w
1

w
2

) :

T o compute this in few er than 9 m ultiplications compute t
1

= u
1

u
2

, t
2

= u
1

w
2

,

t
3

= v
1

v
2

, t
4

= v
1

w
2

, t
5

= w
1

u
2

, t
6

= w
1

v
2

, t
7

= w
1

w
2

and t
8

= ( u
1

+ v
1

+

w
1

)( u
2

+ v
2

+ w
2

). The pro duct is reco v ered as

( t
1

+ t
4

+ t
6

) + a( t
8

� t
1

� t
2

� t
3

� t
5

) + a2

( t
2

+ t
3

+ t
5

+ t
7

) :

Hence w e ha v e reduced the cost of m ultiplication in F
2

from 36 to 24 m ulti-

plications in F .

Again, in v ersion can b e reduced to a single in v ersion in F b y using conjugates.

The details are straigh tforw ard (the conjugates of ( u + av + a2 w ) are simply

( u + ( a + 1) v + ( a + 1)

2 w ) and ( u + ( a + 2) v + ( a + 2)

2 w )).

Finally , the exp onen tiation op eration in the �nite �eld F
2

is p erformed using

the signed base-3 expansion of the exp onen t (whic h has lo w Hamming w eigh t in

most of our examples and so windo w metho ds are not necessary).

9.3 Timing results

In summary , w e ha v e the follo wing timing results for �eld op erations. W e record

the cost in terms of the n um b er of m ultiplications in the ground �eld. Let F

b e F
2

m
or F

3

m
resp ectiv ely and F

2

b e F
2

4m
or F

3

6m
. Here, for instance, F � F

2

means the cost of m ultiplying a general elemen t of F
2

b y an elemen t of F and

1 =F means the cost of in v erting an elemen t of F .
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Characteristic t w o Characteristic three

m 241 283 97 163

F � F 1M 1M 1M 1M

F � F
2

4M 4M 6M 6M

F
2

� F
2

9M 9M 24M 24M

1 =F 13.85M 9.25M 5.36M 5.05M

1 =F
2

44.85M 40.25M 107.36M 107.05M

Notes:

1. The �eld extension in v ersion w as not hea vily optimised b ecause it is only

in v ok ed once in the computation of a T ate or W eil pairing.

2. In c haracteristic three it is c heap er to p erform a �eld in v ersion than to

compute a �eld b y �eld extension m ultiplication. W e attribute this to the

ine�ciency of m ultiplication, rather than to an y sp ecial b ene�t of in v er-

sion in c haracteristic three (it is an op en problem to pro vide more e�cien t

m ultiplication algorithms in c haracteristic three).

3. It is alw a ys w orth trac king whether a v alue is in the �eld or in the �eld

extension - and p erforming the appropriate op eration.

4. The costs of p erforming the �eld in v ersion w ere established b y timing 100,000

�eld in v ersions and 100,000 �eld m ultiplications. The other costs w ere es-

tablished b y examination of the co de.

10 Timing results

W e ha v e implemen ted the T ate pairing using the metho ds giv en ab o v e. All tim-

ings w ere p erformed on a 1 GHz P en tium I I I with 256Mb RAM (an HP VISU-

ALISE NT w orkstation). The language used w as C. The compiler w as Microsoft

Visual C++ V6.0 with sp eed optimisations on.

10.1 Characteristic two timings

W e giv e a few timings for c haracteristic t w o. Due to the n umerous tec hniques

a v ailable for e�cien t c haracteristic t w o arithmetic and elliptic curv e op erations

it follo ws that c haracteristic t w o is the b est c hoice for fast implemen tations of

the T ate pairing.

Example 1:

Consider the elliptic curv e E : y 2

+ y = x3

+ x + 1 o v er

F
2

241
= F

2

[ x] =hx241

+ x70

+ 1 i:

The large prime order is l = 2

241 � 2

121

+ 1

Consider p oin ts P 2 E ( F
2

241
) and Q 2 E ( F

2

964
) of order l .

W eil P airing e
l

( P;Q) time: 140.9 ms.
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T ate P airing hP;Qi(2

964
�1) =l

time: 32.50 ms (including the �nite �eld exp o-

nen tiation).

Example 2:

Consider the elliptic curv e E : y 2

+ y = x3

+ x + 1 o v er

F
2

283
= F

2

[ x] =hx283

+ x194

+ x129

+ x65

+ 1 i:

The large prime l is 2

283

+ 2

142

+ 1

Consider p oin ts P 2 E ( F
2

283
) and Q 2 E ( F

2

1132
) of order l .

W eil P airing e
l

( P;Q) time: 175.8 ms.

T ate P airing hP;Qi(2

1132
�1) =l

time : 57.19 ms (including the �nite �eld exp o-

nen tiation).

Notes:

1. These times sho w that cryptosystems based on the T ate pairing are com-

pletely practical for PC-based applications.

2. As explained in Section 5, the W eil pairing tak es longer than t wice the run-

ning time of the T ate pairing for the cryptographic applications.

10.2 Characteristic three timings

W e no w giv e timings for c haracteristic three.

Example 3:

Consider the elliptic curv e E : y 2

= x3 � x + 1 o v er

F
3

97
= F

3

[ x] =hx97

+ x16

+ 1 i:

The group order is N = 7 l = 3

97

+ 3

49

+ 1.

W e to ok p oin ts P 2 E ( F
3

97
) and Q 2 E ( F

3

582
) of order l and computed the

T ate pairing of order 7 l .

T ate P airing: 168 ms (including �nite �eld exp onen tiation)

Example 4:

Consider the elliptic curv e E : y 2

= x3 � x + 1 o v er

F
3

163
= F

3

[ x] =hx163

+ x80

+ 2 i:

The group order is N = 7 l = 3

163 � 3

82

+ 1.

W e to ok p oin ts P 2 E ( F
3

163
) and Q 2 E ( F

3

978
) of order l and computed the

T ate pairing with resp ect to the order 7 l .

T ate P airing: 581 ms (including the �nite �eld exp onen tiation)
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