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Abstract

Over the last decade, a new idea challenging the
classical self-non-self viewpoint has become
popular amongst immunologists. It is called the
Danger Theory. In this conceptual paper, we
look at this theory from the perspective of
Artificial Immune System practitioners. An
overview of the Danger Theory is presented with
particular emphasis on analogies in the Artificial
Immune Systems world. A number of potential
application areas are then used to provide a
framing for a critical assessment of the concept,
and its relevance for Artificial Immune Systems.

1 INTRODUCTION

Over the last decade, a new theory has become popular
amongst immunologists. It is called the Danger Theory,
and its chief advocate is Matzinger [18], [19] and [20]. A
number of advantages are claimed for this theory; not
least that it provides a method of grounding the immune
response. The theory is not complete, and there are some
doubts about how much it actually changes behaviour and
/ or structure. Nevertheless, the theory contains enough
potentially interesting ideas to make it worth assessing its
relevance to Artificial Immune Systems.

It should be noted that we do not intend to defend this
theory, which is still controversial [21]. Rather we are
interested in its merits for Artificial Immune System
applications and hence its actual existence in the humoral
immune system is of little importance to us. Our question
is: Can it help us build better Artificial Immune Systems?

Few other Artificial Immune System practitioners are
aware of the Danger Theory, notable exceptions being
Burgess [5] and Willamson [22]. Hence, this is the first
paper that deals directly with the Danger Theory, and it is
the authors intention that this paper stimulates discussion
in our research community.
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In the next section, we provide an overview of the Danger
Theory, pointing out, where appropriate, some analogies
in current Artificial Immune System models. We then
assess the relevance of the theory for Artificial Immune
System security applications, which is probably the most
obvious application area for the danger model. Other
Acrtificial Immune System application areas are also
considered. Finally, we draw some preliminary
conclusions about the potential of the Danger concept.

2 THE DANGER THEORY

The immune system is commonly thought to work at
three levels: External barriers (skin, mucus), innate
immunity and the acquired or adaptive immune system.
As part of the third and most complex level, B-
Lymphocytes secrete specific antibodies that recognise
and react to stimuli. It is this pattern matching between
antibodies and antigens that lies at the heart of most
Artificial Immune System implementations. Another type
of cell, the T (killer) lymphocyte, is also important in
different types of immune reactions. Although not usually
present in Artificial Immune System models, the
behaviour of this cell is implicated in the Danger model
and so it is included here. From the Artificial Immune
System practitioner s point of view, the T Kkiller cells
match stimuli in much the same way as antibodies do.

However, it is not simply a question of matching in the
humoral immune system. It is fundamental that only the
correct cells are matched as otherwise this could lead to
a self-destructive autoimmune reaction. Classical
immunology [12] stipulates that an immune response is
triggered when the body encounters something non-self or
foreign. It is not yet fully understood how this self-non-
self discrimination is achieved, but many immunologists
believe that the difference between them is learnt early in
life. In particular it is thought that the maturation process
plays an important role to achieve self-tolerance by
eliminating those T and B cells that react to self. In
addition, a confirmation signal is required; that is, for
either B cell or T (killer) cell activation, a T (helper)
lymphocyte must also be activated. This dual activation is



further protection against the chance of accidentally
reacting to self.

Matzinger's Danger Theory debates this point of view
(for a good introduction, see Matzinger [18]). Technical
overviews can be found in Matzinger [19] and Matzinger
[20]. She points out that there must be discrimination
happening that goes beyond the self-non-self distinction
described above. For instance:

e There is no immune reaction to foreign bacteria in the
gut or to the food we eat although both are foreign
entities.

e Conversely, some auto-reactive processes are useful,
for example against self molecules expressed by
stressed cells.

e The definition of self is problematic  realistically,
self is confined to the subset actually seen by the
lymphocytes during maturation.

e The human body changes over its lifetime and thus
self changes as well. Therefore, the question arises
whether defences against non-self learned early in
life might be autoreactive later.

e Other aspects that seem to be at odds with the
traditional viewpoint are autoimmune diseases and
certain types of tumours that are fought by the
immune system (both attacks against self) and
successful transplants (no attack against non-self).

Matzinger concludes that the immune system actually
discriminates some self from some non-self . She asserts
that the Danger Theory introduces not just new labels, but
a way of escaping the semantic difficulties with self and

non-self, and thus provides grounding for the immune
response. If we accept the Danger Theory as valid we can
take care of ‘non-self but harmless’ and of ‘self but
harmful’ invaders into our system. To see how this is
possible, we will have to examine the theory in more
detail.

The central idea in the Danger Theory is that the immune
system does not respond to non-self but to danger. Thus,
just like the self-non-self theories, it fundamentally
supports the need for discrimination. However, it differs
in the answer to what should be responded to. Instead of
responding to foreignness, the immune system reacts to
danger.

This theory is borne out of the observation that there is no
need to attack everything that is foreign, something that
seems to be supported by the counter examples above. In
this theory, danger is measured by damage to cells
indicated by distress signals that are sent out when cells
die an unnatural death (cell stress or lytic cell death, as
opposed to programmed cell death, or apoptosis).

Figure 1 depicts how we might picture an immune
response according to the Danger Theory. A cell that is in
distress sends out an alarm signal, whereupon antigens in
the neighbourhood are captured by antigen-presenting
cells such as macrophages, which then travel to the local
lymph node and present the antigens to lymphocytes.
Essentially, the danger signal establishes a danger zone
around itself. Thus B cells producing antibodies that
match antigens within the danger zone get stimulated and
undergo the clonal expansion process. Those that do not
match or are too far away do not get stimulated.
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Figure 1: Danger Theory Model.



Matzinger admits that the exact nature of the danger
signal is unclear. It may be a ‘positive’ signal (for
example heat shock protein release) or a ‘negative’ signal
(for example lack of synaptic contact with a dendritic
antigen-presenting cell). This is where the Danger Theory
shares some of the problems associated with traditional
self-non-self discrimination (i.e. how to discriminate
danger from non-danger). However, in this case, the
signal is grounded rather than being some abstract
representation of danger.

Another way of looking at the danger model is to see it as
an extension of the Two-Signal model by Bretscher and
Cohn [4]. In this model, the two signals are antigen
recognition (signal one) and co-stimulation (signal two).
Co-stimulation is a signal that means this antigen really
is foreign or, in the Danger Theory, this antigen really
is dangerous . How the signal arises will be explained
later. The Danger Theory then operates by applying three
laws to lymphocyte behaviour (the laws of lymphotics

[20]):

e Law 1. Become activated if you receive signals one
and two together. Die if you receive signal one in the
absence of signal two. Ignore signal two without
signal one.

e Law 2. Accept signal two from antigen-presenting
cells only (or, for B cells, from T helper cells). B
cells can act as antigen-presenting cells only for
experienced (memory) T cells. Note that signhal one
can come from any cells, not just antigen-presenting
cells.

e Law 3. After activation (activated cells do not need
signal two) revert to resting state after a short time.

For the mature lymphocyte, (whether virgin or
experienced) these rules are adhered to. However, there
are two exceptions in the lymphocyte lifecycle. Firstly,
immature cells are unable to accept signal two from any
source. This enables an initial negative selection
screening to occur. Secondly, activated (effector) cells
respond only to signal one (ignoring signal two), but
revert to the resting state shortly afterwards.

An implication of this theory is that autoreactive effects
are not necessarily harmful, and are in fact expected
during an infection. This is because any lymphocyte
reacting to an antigen in the ‘danger zone' will be
activated. These antigens are not necessarily the culprits
for the danger signal. If they are, then the reacting
lymphocytes will continue to be restimulated until the
antigens (and therefore the danger signal) are removed.
After this, they will rest, receiving neither signal one nor
signal two.

On the other hand, lymphocytes reacting to innocuous
(self) antigens will continue to receive signal one from
these antigens, even after the danger (and therefore signal
two) has vanished. Therefore these lymphocytes will be
deleted, and tolerance will be achieved. However, further
autoreactive effects can be expected, partly because ‘self’
changes over time, and partly because of new lymphocyte

generation  (particularly B cells,
hypermutated clones during activation).

which  produce

A problem is posed by the antigen-presenting cell itself,
whose (innocuous) antigens are by definition always in
the danger zone. Lymphocytes reacting to these antigens
might destroy the antigen-presenting cell and thus
interfere with the immune response. The negative
selection of immature lymphocytes protects against this
possibility.

Figure 2 shows a more detailed picture of how the Danger
Theory can be viewed as an extension of immune signals.
These diagrams are adapted from those presented in
Matzinger [19] except for the sixth, which incorporates
suggestions made in Matzinger [20].

In the original view of the world by Burnet [6], only
signal one is considered. This is shown in the first
diagram, where the only signal shown is that between
infectious agents and lymphocytes (B cells, marked B,
and T killer, marked Tk). Signal two (second diagram)
was introduced by Bretscher and Cohn [4]. This helper
signal comes from a T helper cell (marked Th), on receipt
of signal one from the B cell. That is, the B cell presents
antigens to the T helper cell and awaits the T cell’s
confirmation signal. If the T cell recognises the antigen
(which, if negative selection has worked, should mean the
antigen is non-self) then the immune response can
commence. It was Lafferty and Cuningham [17] who
proposed that the T helper cells themselves also need to
be ‘switched on’ by signals one and two, both from
antigen-presenting cells. This process is depicted in the
third diagram.

Note that the T helper cell gets signal one from two
sources the B cell and the antigen-presenting cell. In the
former case the antigens are not chosen randomly the
very opposite, since B cells are highly selective for a
range of (hopefully non-self) antigens. In the latter case,
the antigens are chosen randomly (the antigen-presenting
cell simply presents any antigen it picks up) but signal
two should only be provided to the T helper cell for non-
self antigens. It is not necessarily clear how the antigen-
presenting cell ‘knows’ the antigen is non-self. Janeway
[14] introduced the idea of infectious non-self (for
example bacteria), which ‘primes’ antigen presenting
cells, i.e. causing signal two to be produced (fourth
diagram). This priming signal is labelled as signal 0 in the
figures.

Matzinger proposes to allow priming of antigen-
presenting cells by a danger signal (fifth diagram). She
also proposes to extend the efficacy of T helper cells by
routing signal two through antigen presenting cells [20].
We have marked this as ‘signal 3" in the sixth diagram
(although Matzinger does not use that term, the intention
is clear). In Matzinger's words the antigen seen by the
killer need not be the same as the helper; the only
requirement is that they must both be presented by the
same antigen-presenting cell . This arrangement allows T
helper cells to prime many more T killer cells than they
would otherwise have been able to.
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Figure 2: Danger Theory viewed asimmune signals.

The Danger Theory is not without its limitations. As
mentioned, the exad nature of the danger signa is dill
unclea. Also, there is smetimes danger that should not
be responded to (cuts, transplants). In fad, in the cae of
transplants it is often necessary to remove the atigen-
presenting cdls from the transplanted organ. Finaly, the
fad that autoimmune diseases do still, if rarely, happen,
has yet to be fully reconcil ed with the Danger Theory.

3 THE DANGER THEORY AND SOME
ANALOGIESTO ARTIFICIAL
IMM UNE SYSTEMS

Danger theory clealy has many faces and intricades, and
we have touched on only a few. It might be instructive to
list a number of considerations for an Artificial Immune
System praditioner regarding the suitability of the danger
model for their applicaion. The basic consideration is



