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Abstract

This paper presents an approach to preventing the
damage caused by viruses that travel via email. The
approach prevents an infected machine spreading the
virus further. This directly addresses the two ways
that viruses cause damage: less machines spreading
theviruswill reduce the number of machinesinfected
and reducethetraf c generated by the virus.

The approach relies on the observation that nor-
mal emailing behaviour is quite different from the
behaviour of a spreading virus, with the virus send-
ing messages at a much higher rate, to different ad-
dresses. To limit propagation a rate-limiter or virus
throttleis described that does not affect normal traf c,
but quickly slows and stopsvira traf c. The paper in-
cludes an analysis of normal emailing behaviour, and
details of the throttle design. In addition an imple-
mentation is described and tested with real viruses,
showing that the approach is practical.

1 Introduction

Computer viruses and worms! are a continual headache for
all computer users. They cause damage to users machines,
tie up infrastructure and resources, and waste the time of IT
staff. Most approachesto virusesrely ondetectingthe signa-
ture of thevirus, and as such need to be continually updated
asnew viruses are released. While the signatureisbeing gen-
erated the virusis able to spread unhindered, and if that delay
islong, the virus can cause signi cant damage.

This paper extends previous work on virus throttling
(Williamson, 2002) to email viruses. Virus throttling is an
approach that limits the damage caused by viruses by target-
ing thevirus propagation. Thetechniqueessentially prevents
amachineinfected with avirusfrom spreading that virus fur-
ther. Targeting propagation is a sensible approach because
it directly addresses the two ways that viruses cause dam-
age: fewer machineswill becomeinfected because fewer ma-
chines will be spreading the virus, and the load on network
infrastructure will be lower as the virus will generate less
traf c. Inaddition, by concentrating on the virus behaviour as

1In this paper the terms are used interchangeably.

opposed to itsexact form, avirusthrottleworks on previously
unknown viruses and needs no signature updates.

Virus throttling is based on the observation that the traf ¢
generated by a spreading virusis quite different from normal
traf c. A virus will send messages to many different des-
tinations as quickly as possible, but normal traf ¢ is more
leisurely and there is more locality messages are sent re-
peatedly to the same destinations. The throttle enforces a
limit on the rate that messages can be sent to different destina-
tions, so that normal traf cis passed but traf ¢ from avirus
is slowed and stopped. The rate-limit is soft in the sense
that high rate messages are delayed not dropped in order to
enforce the limit. This means that false positives (when the
throttlewould limit legitimatetraf c) resultin small delaysto
messages not a loss of service.

Of course there are occasions when normal email traf ¢
will look like a virus, e.g. many messages to different desti-
nationsin a short period of time. An inadvertent reply-to-all
is a good example of this. In those cases the user would be
contacted to say that the throttle was delaying the mail, and
could override the throttle. In addition there are some ap-
plications e.g. bulk mailers that could not be throttled. This
just means that should those machines become infected with
avirus, the virus could not be hindered as well as on other
machines.

The throttle is intended to rate-limit outgoing email mes-
sages from client machines, i.e. as the mail enters the email
routing system, so is best implemented at an outgoing mail
server. In that case the throttle would be effective against ma-
chines sending spam, as spam sent through the server would
be indistinguishable from avirus. they both consist of many
messages to different recipients at a high rate.

Other approaches to email viruses concentrate on try-
ing to deduce if incoming email messages contain viruses,
so protecting the machine from infection. This is com-
monly achieved using signatures e.g. products from Syman-
tec (2003), or using heuristic rules (Shipp, 2002), or by run-
ning the email in a sandbox (also known as behaviour block-
ing), Messmer (2002); Okena (2002). The throttle differs
from these approaches because it concentrates on outgoing
rather than incoming messages, attempting to prevent the
virus spreading further rather than preventing infection. A re-
lated product is the HAWK (Hostile Activity Watch Kernel)



from McAfee (2003), which prevents a virus sending mail to
alarge number of addressesin a short period of time.

For spam there are a variety of approachesthat attempt to
rate-limit messages, either from servers on a blacklist (Teer-
grube, 2003), or by using atarpit (Cleaver, 2003).

Therest of the paper describes the characteristics of email
traf c that make it suitable for throttling and the design of
the throttle. The effect of the throttle on normal traf c is
then presented, showing that the effect is small. The imple-
mentation of an SMTP (see Postel (1982)) based throttle is
then described together with results of testing with real email
viruses. The paper concludes with predictions of the server
performance and more general conclusions.

2 Characteristicsof Email Traf c

An email virus throttle is a rate-limiter on outgoing emails
to different destination addresses. The claim of this paper
is that normal traf c tends to be at a low rate so would be
largely unaffected by the rate-limiter, but a virus that sends
email at a high rate to different addresses would be limited
and stopped. Thetrick isto design the lIter or throttle so that
is has minimal impact on normal traf ¢, but maximal impact
onviral traf c.

Previous work used a throttle which consists of two inde-
pendent processes (Williamson, 2002). One processing loop
checks outgoing messagesto seeif they are at lower rate than
allowed, and if so they are passed as normal. If not, they are
placed ona delay queue . A second process pops messages
off the delay queue at a xed rate, so enforcing the rate limit.
If avirus infects the machine, it will attempt to send mes-
sages at a high rate and the queue will grow large. Thisis
easily detected and the onward propagation can be stopped.
Thereason for using the queue and delaysisto tolerate errors
in the detection mechanism occasional bursts of high rate
traf ¢ will be delayed dlightly. In addition using the delay
allows the virus to be rate-limited even before it is stopped.
Thisis particularly important for email viruses as every email
sent is likely to go to a valid address (compared to | P based
viruses such as Nimda (CERT, 2001) where arandom | P ad-
dress is not likely to resolve to a machine, and is thus less
likely to be harmful).

The exact design of the throttle depends on the character-
istics of normal traf c. To that end data was collected from
the Sent Items folders of 22 users, making sure that that
folder was an accurate record of that user’s emails activity.
The users' roles spanned engineers, admins, managers and
IT staff. In all the data consisted of 33084 emails to 61749
recipients over a cumulative period of 18.2 years.

Since the throttle is arate-limiter, the rst issue is the rate
that emails are sent. Email traf cisbursty with long periods
of inactivity (e.g. during the night), so rather than calculating
afreguency, Figure 1 shows a plot of the time differences be-
tween subsequent mails. The top plot shows times for mails
to single recipients, and the lower plot for mails to multiple
recipients. These are treated differently because a multiple
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Figure 1. Time differences between subsequent mails. The z-axisis
the time between emails in minutes, and the y-axis the percentage
of emailsthat occur within that time period. The different lines cor-
respond to different users. The top plot isfor single recipient mails,
and the lower for multiple. Single recipient mails tend to be sent
closer together than multiple mails, but overall a small proportion
of mailsis sent quickly ( > 1 per minute). The outlier in the lower
graph isamember of IT staff who occasionally sends messages us-
ing an automated script. The plot shows that this behaviour is quite
different from normal (human) emailing activity.

recipient mail is effectively the same mail to different recipi-
ents, and so could look like avirus. While present day viruses
do not send mail to multiple recipients, thereis no reason why
they might not in the future.

The gure shows that there is considerable variation be-
tween users, but overall the percentage of mails that are sent
at ahighrate (> 1 per minute) islow. Multiple mailstend to
be sent at alower rate, e.g. 5 15% of multiple mails are sent
within 5 minutes as opposed to 10 40% of single recipient
mails

In order for a virus to spread, it needs to send itself to
different addresses (it makes no sense to re-infect the same
machine), but in normal mailing users mail the same ad-
dressrepeatedly. Thislocality was exploited in previouswork
(Williamson, 2002) to only rate-limit messages to destina-
tions different from those contacted recently.

Figure 2 shows a measure of locality for the email data.
The plot shows the percentage of emails sent to an address
which is the same as one in the previousn addresses mailed,
for different values of n. For exampleif n = 1, thisisthe pro-
portion of occasions that two mails we sent consecutively to
the same address. The plot shows that single recipient mails
have higher locality than multiple mails, but neither has the
kind of locality evident in other types of traf c (e.g. http traf-

¢ described in (Williamson, 2002) has approximately 90%
of traf cto addressesin the previous5).

While this data suggests that locality is not important, it
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Figure 2: Percentage of emailswith addresses the same as addresses
emailed recently. The z-axis is the number of previous addresses,
and the y-axis the percentage of emails with a match. The lines
represent the mean and one standard deviation above and below for
single recipient mails (diamonds) and multiple mails (lines). Single
recipient mails are more likely to be addressed to an address mailed
recently, but in neither isthe effect particularly pronounced.

still makes senseto rate-limit messagesto different addresses.
This is because such a Iter is more likely to catch a Sow
spreading virus, and in addition would allow repeated con-
versational emails (where email is used more like instant
messaging) to occur without delay since that behaviour con-
sists of high rate messages to the same destination.

Thisdatawas collected in a corporate environment, but one
would expect to nd similar characteristics of consumer
mail, i.e. mails sent at alow rate (they take time to compose),
with some locality. One difference might be if it were com-
mon for messages to be composed of ine, and users connect
to send them. This would result in small burst of messages,
which might look like avirus. However if each burst is small,
the overall effect will not be large.

3 Email throttling algorithm

Given the characterigtics of emalil traf c, the throttling algo-
rithmis shownin Figures 3 and 4.

All outgoing messages from a particular user are throttled.
If the message is to a single recipient, it is compared to a
short list of recently mailed addresses (the working set). If
the addressisin the set, it is sent immediately. The working
set thus implements the locality effect as described above. If
the address is not in the set, then the value of the parameter

dlack is checked.

The dack is a measure of the number of time periods over
which no mail has been limited. The user gets credit for not
having mail being limited, and can use that credit to send
mails. For example, if no mail has been limited for 10 min-

slack =
min(maxSlack, slack + 1)
mSlack =
min(maxM Slack, mSlack + 1)

Remove first mail
Send mail
Update working set

Remove first mail
Send mail to first recipient
Replace mail on queue

Figure 4: Processing of the delay queue. At regular intervals mails
are removed from the queue and sent. If the queue is empty, the
slack or credit isincremented up to its maximum.

utes, with an allowed rate of 1 mail per minute, the rst
mail (or more generally the rst maxSlack mails) is allowed
through without delay.

If thereissome dack ,i.e. dack > 0O, thenthe mail is sent
immediately and the slack decremented. The working set is
updated by adding the new address and removing an old one.
A variety of replacement strategies can be used (e.g. rstin

rst out, or least recently used). If thereisno dack then
the mail is placed on a queue (the delay queue) waiting to be
processed.

The slack essentialy guarantees that the average rate of
mails will be no higher than the allowed rate. For multiple
mails, where the locality effect is less than for single recipi-
ent mails, the locality effect isignored, and a separate slack
parameter is used to create a rate limit on the number of re-
cipients per minute (see Figure 3). Thisslack is calculated as
before, for example if no mail has been limited for 10 min-
utes, then a multiple mail with less than 10 recipients will
be sent immediately. A mail to more recipients will be split,
the message will go off to the rst 10 immediately, and the
remainder will be queued on the delay queue.

Figure 4 shows the processing loop for the delay queue,
which at regular intervals removes the message at the head
of the queue, sends it, and updates the working set if it was
asinglerecipient mail. The gure also shows the calculation
of thedack parameters if the queueis empty then the dacks
are incremented up their respective maximums.

Asmentioned previoudly, if the delay queue getslargeit is
evidence that a virus is attempting to spread, but might also
be due to legitimate activity, for example a message with an
unusually large number of recipients. A threshold on the de-
lay queue length is a reasonable means of detecting such an
event. Every time a message is added to the queue, its length
is checked (see Figure 3). If the length is greater than the
threshold the throttle will stop al further mails being sent (by
not accepting any new mails, and not processing the delay
queue), and contact the user. The user can then use some
other means (e.g. aweb interface) to check the mails held at
the throttle and either delete them or release them to be sent
immediately.
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Figure 3: Processing loop for new requests. Each email message is checked through this process and either immediately sent or placed on the

delay queue to be processed |ater.

4 Throttle performance on normal traf c

The parameters of the throttle are the working set size, al-
lowed rate, maximum values for the slack and mSlack, and
the value of the stop threshold. This section gives results of
the effect of each of these parameters on normal email usage.
To best combat viruses all these parameters should be as low
aspossible.

Figure 5 shows the delays for single recipient mails as a
function of working set size, with an allowed rate of 1 mail
per minute, and a maximum value of slack of 1. The delays
are shown with three different measures, the percentage of
mails that are delayed, the average delay per mail sent, and
the average delay incurred by mails that are delayed. The
graphs show that even with no working set at all the number
of delayed mailsis low, and the delays themselves are low.
There is considerable variation between users. The effect of
theworking set is not particularly strong (not surprising given
the locality results in Figure 2), but it does have some effect.
A reasonable value for working set size would be about 5.

Figure 6 shows the effect of the maxM Slack parameter on
the delays for multiple mails, with the same measures as be-
fore. The throttle is less effective at passing multiple mails
without delay, for examplewith maxM Slack = 15, most users
have under 5% of their mails delayed, but some have 20%.
However, the average delay per mail is generally low (well
under aminutefor most users), and the actual delaysareagain
not large (mostly < 10 minutes). This does mean that any
email to more than 15 recipients it guaranteed to be delayed
dlightly, so this parameter could be varied on a per user basis.
It is however important to keep this parameter low asit isthe
number of free recipients an email virus could attempt to
infect.

Figure 7 shows the effect of the allowed rate on delays for
both single and multiple messages combined. For ease of im-
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Figure 5: Delays for single recipient mails as the working set size
is varied. The plots show three different measures of delay: the
percentage of mails delayed (top), the average delay per mail sent
(middle) and the average delay of those mails delayed (bottom). The
different lines correspond to different users. The plots show that for
some users the effect of the working set is strong, but for others it
makes little difference. Overal the delays are small, with delays on
mails in the range of 10 25 seconds. For this plot maxSlack = 1
and the allowed rate was 1 per minute.
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Figure 6: Delays for multiple mails as a function of maxM Slack.
This parameter is the maximum amount of credit that a user can
build up in order to alow a multiple recipient mail to be sent. It is
also the maximum size of multiple mail that can be sent without de-
lay. Asthis parameter increases the delays go down, with the value
of 15 giving reasonable delays for al users. The worst affected user
is an administrative assistant. The bottom plot is noisy for higher
values of maxMSlack because so few mails are delayed. For this
plot the allowed rate was 1 recipient per minute.

plementation the allowed rates are made the same for both
types of email (although there is no reason in principle why
they could not be different). The plot shows that a value of
approximately 1 mail/minute or 1 recipient/minuteis reason-
able, giving delays of under 5 minutesfor most users, and up
to 10 minutesfor some, witharound 0.5 3% of mailsdelayed.
Reducing the allowed rate to say 1 mail every 2 minutesin-
creases the number of mails delayed signi cantly.

The na parameter is the stop limit. Figure 8 shows the
number of false alarms (whether the throttle stops legitimate
mailing activity) per month that each user would experience
as afunction of the threshold value. Thereissigni cant vari-
ation between users, so for example a threshold of 20 would
giveno false alarmsfor most users, and occasional alarmsfor
some. One user would have one alarm per month, which is
again not excessive.

For reasonable settings of these parameters, the delays for
single and multiple mails are generally low (< 5 minutes for
most users), and only occur for a small proportion of emails.
The question is whether these delays are acceptable. They
are certainly of the same order as the transit time for emails
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Figure 7: Delaysfor dlowed rate, for both single and multiple mails
combined. The rate is shown on alogarithmic scale. The lower the
alowed rate, the worse the delays and vice versa.
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Figure 8: Effect of stop threshold. The plot shows the number of
false alarms per month that different users would experience for dif-
ferent values of the threshold. For most users a threshold of 15 20
would give no alarms, while for others the rate would be around
1 every 3 6 months. One user (an administrative assistant) would
have false alarms every month, due to sending an email to a large
number of recipients. While it is easiest if there is a single set of
parameters for al users, it is possible to customise parameters on a
per-user basis.



through the email system, and would to a large extent be
invisible to the sender (they occur after the mail has been
sent, and the sender does not normally know when the email
will be read by the recipient). A recent study of timingsin
email (Tyler and Tang, 2003) showed that the speed that users
replied to mailswas highly context dependent, e.g. they reply
quickly to senior managers, but slower to more lowly col-
leagues. Given that the delays from the throttle are not large,
and users can always override it if necessary, the delaysin-
troduced by the throttle should not have a large effect on the
usability of the email system.

5 Implementation

In order to throttle email effectively, the throttle needs to be
able to determine the sender of each email so that it can en-
force the alowed rate per sender. If a virus could spoof
the sender then it could send messages at a higher rate than
allowed by making them appear to come from different users.

Reliably identifying the sender informs both where the
throttle should be implemented (best at the point where email
enters the email system as after even one hop reliable sender
information islost), and how the sender isidenti ed.

Figure 9 shows a schematic of outgoing mail systems. Mi-
crosoft Outlook clients use aproprietary protocol to send mail
to an Exchange server (Microsoft, 2003), which then for-
wards mail for remote delivery. To throttle this protocol the
throttle could either be installed on the client or inside the ex-
change server. Whileinstalling the throttle ontheclient is ap-
pealing because it would prevent any network traf ¢ from the
virus, it would only guard against mail sent through the client
itself. While many viruses have exploited weaknessesin Out-
look (e.g. Lovel etter (CERT, 2002)), increasingly virusesare
using their own SMTP engines e.g. Klez and Yaha (Sophos,
2003a,c).

The non-Microsoft world uses SMTP, in which case the
throttleis best placed at the server. The SMTP routing infras-
tructure is exible, allowing intermediate email relays to be
inserted in the ow of mail. The throttle can be easily im-
plemented as an extra server that sits between the mail client
and its normal outgoing mail server. This server would then
implement a copy of the throttle for each user sending mail
through that server.

As mentioned above, increasingly viruses are providing
their own SMTP engines, and not using the mailer on the
client. Thisbegsthe question of how they nd SMTP servers
to send the mail. They have three strategies at present, to
use the servers con gured for any existing mail clients, to
use known servers on the Internet pre-con gured in the
virus, or to attempt to send mail to snt p. domai n for each
donmai n of each email address found on the users machine.
This actually suggests that an IP based throttle (Williamson,
2002) could be quite effective at preventing this behaviour!

The second issue is how to identify the user. Unfortunately
the sender’s address can be easily spoofed (Klez (Sophos,
20033) wasoneof the rst virusesto do this) and so cannot be

Outlook Proprietary Exchange
Client @ Protocol Server
IMAP/POP3 SMTP SMTP
Client (T) —= Server
Virus SMTP

Engine

Figure 9: Schematic of an email system for outgoing mail, with
suitable positions for an email throttle marked witha T . With Mi-
crosoft Exchange, the best position for the throttle is at the server,
athough it would also be possible to implement it at the client. For
SMTP the logical place for athrottle is at the server, and it could
easily beimplemented as an extramail relay. Thishas the advantage
that email viruses with their own SMTP engines would be throttled.

relied on to verify the origin of the email. A second candidate
isthe IP address of the sender’s machine. While I P addresses
are often dynamically assigned and do change, the throttle
does not need much state (working set and slack parameters)
and so could work effectively on transient addresses. How-
ever thereisthe dif culty of contacting the user?. Other than
using the sender’s address, which may or not be correct, the
aternative is an extra protocol and software on the client to
inform them that the throttle has stopped their mail.

The best solution is to use another mechanism to guar-
antee that the sender of the mail is registered with the mail
server. One such mechanism is authenticated SMTP (SMTP
AUTH (Myers, 1999)), where the client provides a user-
name/password pair when sending mail. Whilethe protocol is
not particularly secure (e.g. the password is sent unencrypted)
the threat being addressed is a virus sending mail masquerad-
ing as another user in order to evade the throttle. Snif ng the
passwords of other usersis possible but would be dif cult to
automatereliably in avirus.

The advantage of SMTP AUTH is that users of the server
need to register with it, and so can provide contact details
etc.. The disadvantage is the extra complexity required both
at the client (one more con guration step) and at the server
(usernames and passwords to manage).

An email throttle was implemented as an SMTP relay us-
ing SMTP AUTH, building on top of the JAMES (Java Mail
Server) project (JAMES, 2003). This is a production qual-
ity open source mail server. The architecture of the modi ed
throttle server is shown in Figure 10.

2|t is also possible that a virus could use unused |P addresses to mas-
guerade as many machines. Thisis more complicated than just spoo ng the
sender’s IP. SMTPworks over TCP, so the viruswould havetoredly adopt
the false |P addresses in order to receive the TCP acks, and be able to send

messages.
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Figure 10: Figure shawing the architectureof the email throttle.
Incoming mail is placedin the Spool, and then processedy the
pipeline,which implementsthe throttle logic. A DelayQueueMan-
agerobjectis responsibldor all requestgo the queueitself (simply
astoreof emails),aswell asprocessinghe queueregularly.

Incomingmail is handledby an SMTP senerthatusesde-
tails of usersstoredin the UsersRepositorto to authenticate
thesenderandplacesncomingmail in the Spool.A e xible
processingipelineis thenusedto processhemail. Thiscon-
sistsof a variety of componentso selectmail messageand
perform operationson them. The throttle logic of Figure 3
is implementedn this pipeline. The delay queueis imple-
mentedin similar way to the Spoolasa storeof emails,with
a DelayQueueManage@hbjectresponsibldor all interactions
with the delay queueaswell asprocessinghe queue(Fig-
ure4) regularly. The userstate(working set,slack,mSlack,
etc.) is storedin the UsersRepositoryThe programis eas-
ily con gurableusingan XML con guration le thatallows
for examplethesettingof parameterghecon gurationof the
pipeline,andthechoiceof usingthe le systenorarelational
databas¢o storetheemailsanduserinformation.

The senersusesthe email addressn the messagandso
doesnot differentiatebetweenaddresseshat mapto single
recipientsandthosethatmapto mailing lists thatmay be ex-
pandediowvnstreamExpandingmailing listswould makethe
throttle better but would addsigni cant extracompleity.

If the delayqueuelengthis largerthanthe stopthreshold
for ary particularuser thesenerrefusesary new mailsfrom
thatuser(theauthenticatioffiails). In additionthedelayqueue
processings suspendedor thatuser To contactthem,the
throttle sener sendsanemailto anaddresson guredwhen
theuserregisterswith the sener, the messageontainingde-
tails of themailswaiting in themail queue.To deleteor send
thesemessagethe usercaneithersendan especiallycrafted
email to the sener, or canvisit a web interface(screen-shot
in Figurell). Thewebinterfacecanbeusedfor otheradmin-
istrationtasks,e.g.changingpasswerds,userdetails,etc..

The implementationis currently being beta testedin a
smallscaletrial, andwasusedto testthe performancef the
throttling algorithmwith realviruses,asdescribedn thefol-
lowing section.

Figure 11: Screen-shobf the userinterfacefor the virus throttle.
Theinterfaceallowstheuserto seethecontentof theirdelayqueue,
andspecifywhichmailswill bedeletedandwhich sentimmediately

6 Testsonrealviruses

In orderto testthe ef cacy of thethrottle on realviruses the
isolatedtestbedshavn in Figure12 wasconstructedlt con-
sistsof four Linux machinesThe rst (host.virus.net )
runs VMware (VMware, 2003) with a vulnerableWindows
2000image. Theoutgoingmail sener on the Windows 2000
machineis setto be the throttle box (smtp.virus.net ),
andthe addressbook andinbox were populatedwith email
addressesThethrottleseneris con guredto passall mailon
to anotherSMTP sener (blackhole.virus.net ) that
simply saves mail to disk. To dealwith the fact that some
viruses nd the mail sener by prepending‘smtp” to email
domainsfound on the infectedmachine,a DNS sener was
setup on the last machineto provide the virus.net do-
main.

Thetestconsistedof launchingthe virus on the Windows
machineand detectinghow quickly the throttle could stop
thevirus, aswell ashow mary emailswereforwarded.None
of the virusestestedusedSMTP AUTH, sothe throttle was
alteredto usethe IP addresof the sendingmachineasthe
origin of themail.

Table 1 shaws the resultsfor two real viruses Yaha.E
(Sophos,2003c) that sendsmail to addressegound in the
addressook, and Lovgate.A(Sophos,2003b)that usesthe
inbox. Also includedareresultsfrom atestvirus (a program
that sendsemailsto differentaddressest a pre-determined
rate). Theparametersf thethrottleweremaxSlackl, maxM-
Slack15, working setsize4 andthe stoplimit was20.



