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1. INTRODUCTION

In recent years, the industry is witnessing several significant trends that 
are changing the way companies think about their IT infrastructure and about 
how it should serve their business. The first is the increased cost of 
managing the IT infrastructure. In fact, while the cost for purchasing 
hardware is constantly going down, the labor cost for managing hardware 
and software of ever increasing complexity is not. Indeed, the cost or 
management has recently overtaken the cost for the hardware, and is 
predicted to become three times as expensive as the HW cost over the next 
few years. This makes it clear that companies are now hungry for techniques 
that help them to dramatically reduce the IT management cost, especially at 
a time where cost control is considered to be of paramount importance. 

Another trend that is significant to the topics discussed in this chapter is 
the quest for a greater alignment of the IT infrastructure with the business 
needs. In the past, the opportunity for such an alignment was not there, as the 
IT was only supporting a small part of the business operations, the remainder 
being carried out manually to a large extent. Nowadays, however, the level 
of automation in the companies' business processes is rapidly increasing. As 
more and more business operations are supported by IT, the quality and 
efficiency with which IT operations are performed has a growing impact on 
how the business is performed, and the achievement of business objectives 
depends more and more on how the IT environment can support the 
business.  

Finally, another trend that is sweeping across the industry is the desire for 
an adaptive (or autonomic) IT infrastructure. Indeed, many people perceive 
the current business climate as being much more dynamic than it used to be 
only a decade ago, both in terms of business partnerships and in terms of 
customers' behavior. Coping with continuous change in the business climate 
implies the need for an IT infrastructure that dynamically adapts to such 



changes, and is able to deliver with adequate performance and quality levels 
under different and changing conditions.

Recognizing these needs and the enormous business opportunities that 
come with them, many large scale IT vendors have put in place programs 
that are targeted at enabling such a dynamic, business-driven IT 
infrastructure. The most significant efforts to date are IBM's autonomic 
computing18 program and HP's adaptive enterprise15 program.

In this chapter we provide a vision for an adaptive IT infrastructure 
driven by business goals. We show the requirements for such an 
infrastructure, and then discuss the technologies and the architecture that 
enable this vision. We structure the problem into layers at different levels of 
abstractions, from the business process level down to the hardware level, and 
we show how management technologies can statically and dynamically 
improve business operations within each layer and across layers, with the 
ultimate goal of having all the layers of a company's IT infrastructure 
synchronized and work together to meet high-level business goals, adapting 
to ever-changing conditions. 

As this chapter will show, we believe that Web services and Service-
Oriented Architectures (SOAs) will be a key part of both the IT 
infrastructure and of its management system. There are two ways in which 
Web services contribute to making business-driven management possible: 
First, they abstract the heterogeneity in IT infrastructure through a set of 
well-defined interfaces. In fact, as shown later in this document, the main 
benefit of Web services is that of standardizing the way functionality of 
various IT elements is exposed (e.g., through the use of common protocols 
and data models), thereby removing much of the heterogeneity present in 
current IT infrastructures. This makes it easier to develop generic 
management components that can interoperate with a number of IT 
elements.

The second way in which Web services enable business-oriented 
management is by making the management system itself more homogeneous 
and integrated. In the previous paragraph we focused on Web services used 
to expose functionality of IT infrastructure elements. However, the same 
benefits of Web services can be leveraged by the management infrastructure, 
which is in itself a complex system composed of multiple parts, often 
provided by different vendors. Using Web services, it is possible to create a 
homogeneous layer that hides the differences provided by the various 
management agents deployed on the IT systems and applications and that 
provides a uniform view to a management platform, thereby making it easier 
to monitor and control the underlying system in a holistic way.

Although we believe that IT infrastructures as envisioned in this chapter 
will not be ready for a few years, many of the technological pieces are there 



today, and we hope that the discussions in this chapter will help clarify how 
these pieces fit together and therefore lay the conceptual foundations 
necessary to realize such a vision.

The remainder of the chapter is structured as follows: we begin in Section 
2 by presenting IT infrastructures as they are today. This will help us show 
the limitations of current technology in supporting the adaptive enterprise 
concept. Next, in Section 3, we present business scenarios that motivate the 
need for a business-oriented utility infrastructure. Section 4 discusses our 
vision for such an infrastructure and presents the technologies that can 
contribute to its realization. Finally, Section 5 makes some concluding 
remarks.

2. STATE OF THE ART IN SERVICE DELIVERY 

This section presents a reference architecture of how companies view 
their IT infrastructure as multiple layers, and how they execute their business 
processes and deliver their services. Later in the chapter we will show why 
this architecture is, by itself, inadequate to support the adaptive, business-
driven enterprise vision painted in here. The reference architecture is 
composed of essentially three layers, shown in Figure 1 and described in the 
following.

2.1 Resource layer

The lowest layer of the IT stack consists of the physical resources, and 
specifically servers, mainframes, networks, storage, and in general the 
hardware infrastructure. This layer can be structured and organized in 
different ways, depending on the needs of software applications (the next 
layer), on the anticipated workload of those applications, and on their 
performance requirements.

Traditionally, a set of hardware resources is designed to be dedicated to 
each software application or to a group of software applications (e.g., 
databases, middleware, custom code, etc) that together support a delivered 
service Once the design decision was made, changes at the resource layer 
were rather infrequent. As we will see later in the chapter, having a dynamic 
resource layer, where resources can be assigned to services almost literally 
on the fly to meet changing capacity needs is key to making the enterprise 
adaptive. If the resources are allocated once and for all, it is impossible to 
respond to business-driven adjustments and optimizations of IT 
infrastructure. 
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Figure -1. Layers of a typical service delivery infrastructure

Moreover, each department or business unit in charge of delivering the 
service was actually purchasing and managing the necessary hardware 
resources. This is also a problem in terms of cost of IT management, as each 
department is faced with the challenging task of managing complex IT 
systems, often resulting in less than optimal resource allocation with 
unnecessary duplication of hardware. Indeed, in recent years companies are 
aggressively trying to consolidate and centralize the location and 
management of the resources (either by physically co-locating them into a 
small number of large-scale data centers within the company or by 
outsourcing them altogether to IT firms such as HP, IBM, or EDS). 

2.2 Application layer

This layer provides the software applications required for implementing 
the business processes (next layer above) in a company. It includes such 
applications as Database Management Systems (DBMSs), message brokers, 
application servers, enterprise software such as SAP and, in general, all 
middleware applications. It also includes support for security, document 
management, directory management, and other features commonly needed 
by many applications. We also consider part of the application layer any 



custom business logic that has to be implemented on the top of middleware 
infrastructure in order to support the business processes.

Most of these applications are used for implementing the day-to-day 
business processes in a company (e.g., financial accounting process) and are 
exposed to humans through user interfaces. Other applications are wrapped 
into “services” that can be invoked programmatically from other 
applications. The latter allow clients to be shielded from the actual 
implementation of the underlying application through a well-defined 
application programmer’s interface (API). Recently, technologies such as 
Web services are taking this approach a step further by standardizing the 
protocols necessary for such application-to-application interactions to 
happen over the Internet in a platform and programming language agnostic 
manner. This enables applications that are potentially running in multiple 
companies to interact with each other (e.g., an order processing application 
in one company can interact directly a supplier’s catalog application).

Having a dedicated application infrastructure for each business process-
as it is most often the case in today’s IT world - goes against the vision of 
the adaptive business-driven enterprise. In particular, it means higher costs 
in terms of software licenses and of management.  Instead, companies would 
benefit from an IT environment in which the hardware and software 
infrastructure layers are to a large extent centrally managed, and where both 
of them can be deployed (installed and configured) in an adaptive fashion 
(quickly and automatically), to be able to meet requirements in response to 
dynamic changes. 

2.3 Business process layer

The topmost layer in the IT infrastructure is composed of business 
processes, also called composite services in this context. These are complex 
services that are implemented by composing and invoking other services (we 
use the term service to denote an application that is invoked 
programmatically, as opposed to application used by humans through a GUI 
or a browser).

As an example, Figure 2 shows a simple composite service that allows 
customers to order products. From the users' perspective, a composite 
service is just like any other service: it has its own, defined, published 
interface (in this example, represented by one request/reply operation), and 
can be accessed in the same way any service can be accessed. What is then 
the point of considering composite services as belonging to a separate layer, 
as opposed to "yet another" application? There are several reasons for this, 
some business-oriented and other technology-oriented. 



From a technology perspective, once composition techniques and tools 
are available, composition itself can be offered as a service. This means that
users could leverage a composition service provided by the IT infrastructure 
to define new (composite) services on the fly and then use them. From a 
business perspective, this could mean that the user could not only create the 
composite service for "personal" use, but also act as the provider of this 
newly created service and offer it to other users, allowing a potentially 
unlimited number of players may join the IT infrastructure ecosystem. This 
is in contrast with what happens today, and constitutes a new business model 
for data center operators and IT companies, that can use the same 
infrastructure to serve the IT needs of different customers, thereby 
facilitating business process outsourcing. 

Another important aspect is that business processes are what enterprises 
care about. The goal for companies is to improve the quality and efficiency 
of their processes, as perceived by customers and by the providers
themselves. Hence, the process is the place where the relevant business 
metrics are defined. Lower-level metrics, such as the response time of this or 
that application, are important only if they affect the value of business 
metrics. Improving on lower-level metrics is never the goal, rather they 
should be treated as symptoms and control points to understand and improve 
business process metrics.

<invoke> check quote 
and availability

<invoke> verify cost with 
shipment company

product not 
available

<reply> reject order <reply> confirm order

product available

<receive> order

Figure -2. A sample composite service

In summary, the big challenges in this layer for realizing the adaptive 
enterprise vision are the ability to quickly create a new process from existing 
applications and services, the ability to translate the requirements on the 
business process into requirements on the layers below, and the ability to 
dynamically propagate the changes from one layer to the next.



3. BUSINESS-DRIVEN MANAGEMENT OF IT 
INFRASTRUCTURE

In this section we present a typical business-to-business order 
management scenario to be used as motivation for a sophisticated 
management infrastructure that spans through all the layers presented in 
section 2. Indeed, it is essential that these layers are coordinated and work 
together towards a common goal if we want to achieve the very ambitious 
goals of dramatically reducing the cost of IT management, of making the IT 
infrastructure adaptive to changes in the environment, and of aligning the IT 
environment with the business goals.

3.1 Order management scenario

The scenario we present models an enterprise that sells microprocessors 
to their business partners. We described in terms of the three layers that we 
identified in the previous section.

3.1.1 Business process

A sample order management process (composite service) is shown in 
Figure 3. On arrival of a new order, and after the new order has been 
validated (checked for completeness and consistency), the provider carries 
out a credit check and the order would be subject to block until the 
requester’s credit is vetted. Once the credit check phase has been carried out, 
scheduling takes place. The order is divided up into order lines (line items), 
which represent units of shipment. Depending on the inventory state on the 
provider side, some of the order lines are committed and the schedule of 
their delivery takes place. Some of the order lines may not be committed 
because of temporary inventory shortage. For each order line, an 
acknowledgement signal is sent back to the counterpart. At this point a 
delivery note is created and the fulfillment stage begins. 

3.1.2 Applications

The order is transmitted through EDI (Electronic Data Interchange31 ), 
which is the de facto standard for exchanging business documents (such as a 
purchase order, invoice, shipping schedule, inventory inquiry, and claim 
submission) in a number of industries. The acknowledgment of commitment 
of order lines is also sent back to the requesting party through EDI. Most of 
the functionality needed for implementing this process can be supported by 
SAP application modules. SAP R/3 is used for order entry, incompletion 



hold, and for extracting relevant information from the order lines to create 
delivery notes. Delivery notes are created through a legacy application.

Functionalities such as order validation, credit check, availability check, 
procurement, and fulfillment are also supported through SAP either through 
user interfaces (manually executed steps) or through Web service interfaces.
In addition, the order management process requires middleware for process 
execution (such as service composition engines or workflow engines), Web 
services support software (such as HTTP servers and SOAP routers), and 
databases to store and log execution data. 

<invoke> order 
validation

<invoke> credit check

for each line item

<send> inform customer

<invoke> availability 
check

product not in store

<receive> order

<invoke> procurement

<invoke> fulfillment

done with line items

Figure -3. Order management process

3.1.3 Resources

A large number of resources are needed to support the order management 
process. Depending on the number of orders generated per day, one or more 
front-end servers will be in charge of receiving users' requests. These servers 
will typically run HTTP servers. Other server machines and storage devices 
are needed for running application servers and the workflow engines, 



database servers, and the other applications. The overall number can range 
from a few units to, potentially, even hundreds of devices, as is the case for 
online stores such as Amazon.

3.2 Reference architecture for management

It is clear from the discussion so far that the only thing common across 
all IT systems is their complexity. This complexity arises from the size and 
scale of IT infrastructure in terms of number of resources, number of 
applications, number of processes, number of roles and players, number of 
configuration parameters, number of measurements to handle, number or 
corrective actions that can be taken, and the web of dependencies between 
all of the above. On the top, business alignment and adaptability require 
changes in the IT infrastructure in much shorter time scales than is done 
today, including in particular the coordinated changes to these parameters to 
improve business goals.

The only way to deal with this complexity in a dynamic environment is 
to rely on automation. It is impossible to manually manage this complexity, 
both because of the number of factors involved in making decisions and 
because these decisions must sometimes be taken on the fly and enacted 
right away, and not offline. Hence, many of the operational tasks that are 
typically carried out by human operators need to be streamlined and 
automated. Automation is needed in all phases of the IT lifecycle – from 
provisioning to monitoring, decision making, and controlling – and in all 
layers of the stack. Besides enabling better management, automation also
enables new opportunities and, in particular, allows the same data center to 
support multiple customers by switching data center configurations and the 
applications/processes executed on it based on the business needs of the 
different service providers supported by the data center itself, as well as the 
data center operator. 

Figure 4 shows a reference architecture for such a management system. It 
highlights the various functionalities that should be provided in the different 
stages of management lifecycle and across the layers of the IT stack. In the 
rest of this section, we will describe this reference architecture which we will 
use in the next section to position the various technologies that are being 
researched and developed today in the industry and academia.

3.2.1 Provisioning

The first set of management capabilities has to do with provisioning of IT 
systems. Provisioning deals with creation and deployment of business 
processes right from identification of business-level requirements to the act 



of implementing, allocating, integrating, and configuring application and 
hardware resources in order to realize that business process. In section 2, we 
have discussed the need for better sharing of resources and the need to shift 
resources from one application to another on as-needed basis. In other 
words, we need automated provisioning capabilities that are driven by 
business policies and that use resources optimally. 

The provisioning phase also includes activities such as Service Level 
Agreement (SLA) and relative metric definition and negotiation if multiple 
parties are involved in implementing the business process (for e.g., data 
center operator, application service provider, business service provider, 
business process owner, and customers).  All of these parties are typically 
linked by contractual relationships. For example, a database application 
service provider expects a certain availability of compute and storage 
resources from the data center. The business service provider expects a 
certain database transaction throughput from the application service 
provider, and the business process owner frames his/her SLA in even higher-
level terms (e.g., number of purchase orders processed). It is essential that 
the management infrastructure allow service providers to model the SLAs 
they have stipulated. In addition to SLAs, service providers may want to 
define metrics that correspond to properties of interest to them, for example 
to evaluate the effectiveness with which a service is provided. For example, 
a frequently used metric involves the definition of the cost it takes to deliver 
a service to a customer.

3.2.2 Monitoring

The second set of capabilities needed by the management system is 
automated monitoring. This includes discovery of IT infrastructure elements, 
their dependencies, and how they affect each other and the overall business 
processes that they are part of. It also includes proper instrumentation of 
these elements, collection of the necessary data, and their aggregation to 
measure the metrics and SLAs that are of interest. While allowing the 
computation of higher-level metrics and SLAs, the technologies for 
monitoring should also facilitate drill-down into detailed measurements for 
problem resolution and root-cause analysis. 

The introduction of multiple players once again adds to the complexity of 
monitoring. When each of the players owns a portion of the IT infrastructure 
and collects data pertinent only to that portion, it becomes harder to compute 
aggregate metrics, to agree on the status of SLAs, or to assign blame in case 
of SLA violations. For example, consider the failure of a server owned and 
operated by a data center provider. If the applications hosted on that server 
are owned by another service provider, then the failure may be attributed to a 



hardware failure (data center provider’s responsibility) or to an application 
error (service provider’s responsibility).

3.2.3 Decision-making and control

The third set of capabilities required in the management infrastructure is 
automated decision-making and closed-loop control. Being able to define 
and monitor metrics and SLA is only the first step towards the adaptive 
enterprise. To enable proactive management, it must be possible for users to 
analyze why metrics have unsatisfactory values (e.g., in which situations is 
an SLA not met). Understanding this can lead to a redesign of the business 
process, of the services, or to adjusting the resource needs. This can be 
typically done in conjunction with optimization techniques. While analysis 
and optimization enable off-line changes, prediction is at the hearth of the 
adaptive enterprise vision, since it enables dynamic change. In fact, the 
possibility of predicting the likelihood of a certain exceptional situation 
(such as an SLA violation) may lead to its prevention. 


