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Abstract

This paper applies statistical model-induction tech-
niques to the problem of forecasting response times
in storage systems. Our work differs from prior re-
search in several ways. we regard storage systems as
black boxes; we automatically induce models rather
than constructing them from detailed expert know!-
edge; we use lightweight passive observations, rather
than extensive controlled experiments, to collect in-
put data; we forecast individual response times rather
than aggregates or averages; and we focus on large
and complex enterprise storage arrays that comprise
many RAID groups. We evaluate our methods us-
ing a lengthy storage trace collected in a real-world
environment, and measure the predictive value of in-
formation avail able when requests are issued.

This paper makes several contributions. First, we
quantify the potential of a class of statistical meth-
ods for the challenging problem of automatic perfor-
mance model induction. Second, we quantify im-
provements in accuracy that result when the range
of information available to our models increases.
Finally, we describe a general, low-cost modeling
methodology that can be applied to a wide range of
storage arrays.

1 Introduction

Enterprise storage systems are increasingly hard to
manage. Today’s high-end storage arrays are com-
plex and highly con gurable, and therefore inher-
ently dif cult to reason about. Furthermore the trend
toward storage consolidation in large data centers
means that a single black box storage array can
serve avariety of very different workloads. The map-
ping from fundamental device capabilities, con g-
uration, and workload to performance often de es
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manual analysis by human experts, and researchers
have therefore begun to automate tasks such as ca
pacity planning and con guration [1, 3]. This ap-
proach centralizes performance modeling, but the
construction of performance models remains chal-
lenging. State-of-the-art approaches rely heavily on
expert analysis, but it is dif cult for human analysts
to keep pace with increasingly elaborate and often
proprietary enterprise storage architectures. Enter-
prise storage trends call for modeling strategies that
are more automated, less reliant on human expertise,
and applicable to opagque devices.

This paper explores statistical approaches to au-
tomated performance model induction for enterprise
storage systems. We classify individual requeststo a
large storagedeviceas fast or slow, using models
induced of ine to generate forecasts quickly enough
for online application. Model induction relies on
purely passive external observation of black-box stor-
age arrays. We quantify improvementsin predictive
accuracy as we increase the range of dataavailableto
our models.

Our method begins with a raw trace of requests
submitted to a storage array. We apply transforma-
tions to obtain a vector of features representing re-
quest characteristics and history-dependent system
state at the instant each request is issued. In an
of ine operation, model-induction algorithms deter-
mineamapping from feature vectorsto responsetime
forecasts. To generate forecasts online, we transform
observable characteristics of individual requests into
feature vectors and apply the induced models. We
consider two extremes of a spectrum of models: one
yields forecasts in the form of probability distribu-
tions over values of response time, the other yields
distributions over categories of response time. In or-
der to compare the two models on a common accu-
racy scale, we apply them to a binary classi cation



problem, i.e., we use them to predict whether indi-
vidual read requestswill be fast or sSow.

An understanding of disk head position and of seek
and rotational latency can be crucia for determin-
ing response time, but the state of moving parts is
unknown outside a black-box storage array. This
places fundamental and severe limits on the poten-
tial accuracy of any modeling methodology, includ-
ing ours. In the absence of such detailed knowledge,
the question is to what extent other contextual infor-
mation can increase prediction accuracy and increase
our con dencein the predictions. The uncertainty in-
herent in our predictions is captured by probability
distributions, and our goal is to use available infor-
mation to narrow these distributions.

Our overall results can be summarized as follows:
When the number of unful lled requests pending at
thetime a given request isissued is above 20 (around
5.4% of our data), response time is almost always
dow and our algorithms achieve 95% classi cation
accuracy. When the number of pending requests is
less than 20, thereis signi cant variability in the ac-
curacy of predictionfor different RAID groupswithin
the storage array. Our algorithms yield an accuracy
ranging from 70% to 85%. In all cases accuracy is
much higher (by up to 24 percentage points) than one
would obtain from nawve predictions based on prior
probabilities alone, demonstrating that the informa-
tion in our feature vector substantially improves pre-
dictive accuracy.

2 Applications

Our research on performance model inductionis mo-
tivated by applications to scheduling, performance
modeling, and anomaly detection. Beforewe canim-
plement and eval uate these applicationswe must  rst
understand the limits of our modeling approach. This
paper considers modeling independently of applica-
tions. Our main concern is with the models them-
selves, the procedures used to induce them, and their
predictive accuracy as a function of available infor-
mation. To place our work in context, we brie y re-
view in this section the complementary but orthog-
onal issue of applications for our models and their
predictions.

Consider the problem of serving compound Web
pages. Each screenful of material is assembled from
a variety of components, e.g., static images and
dynamically-generated HTML. Some of the corre-

sponding HTTP requests primarily require 1/0 at the
server end, while others mainly require CPU. The
requests may arrive at the server simultaneously via
HTTP's pipelining feature [15], and all of them may
be served in parallél. In such situations, where trans-
actions decompose naturally into CPU and 1/O com-
ponents that may be served concurrently, we can
use 1/0 response time estimates for improved CPU
scheduling and thereby obtain lower mean transac-
tion times. We have explored the potentia perfor-
mance improvements of I/O-aware CPU scheduling
using both analysis and stochastic simulation; not
surprisingly, we nd that its bene ts depend sensi-
tively on workload characteristics. More realistic re-
sults require very detailed workload traces that we
have not yet been able to obtain.

Another application of performance modelsis per-
formance monitoring and anomaly detection. In-
duced models may help us to discover deviations
from expected system behavior. If the predictive
accuracy of an induced model changes quickly and
dramatically, standard statistical tests can determine
whether the change is due to random uctuationsin
workload or to a more fundamental change in behav-
ior, e.g., aninternal devicefailure. In awide range of
settings, including but not limited to enterprise stor-
age arrays, performance models induced automati-
cally from passive observations may provide an in-
expensive way of alerting operators that something
about the system is very different today.

3 Redated Work

This section reviews the large literature on storage
system performance modeling, summarizes method-
ologies and key results, and relates our investigation
to prior work. Performance modeling is often moti-
vated by other research problems, e.g., disk schedul-
ing, and many key results are strongly linked to the
motivating problem or application. Our survey of the
literature is therefore organized both by motive and
by method.

3.1 Disk Scheduling

Researchers have long recognized that estimates of
rotational position and rotational latency can be
exploited for improved disk scheduling. Seltzer
et al. described algorithms that employ such esti-
mates [30]. Jacobson & Wilkes evaluated a taxon-



omy of algorithms that exploit rotational latency es-
timates, reporting that they match or outperform al-
gorithmsthat consider only seek time [20]. More re-
cently Lumb et al. introduced freeblock scheduling,
which uses rotational latency estimates to |l fore-
ground requests’ rotational latency periods with use-
ful background datatransfers, thereby increasing disk
bandwidth utilization without compromising perfor-
mance for foreground requests [22]. A prototype
freeblock scheduler operating outside disk rmware
required extremely accurate predictions of disk ser-
vice time components [21]. Lumb et al. report that
suf cient information about black-box disks could be
obtained from DI Xtrac [28] to support acceptably ac-
curate service time predictions for freeblock’s needs.
The modeling problem was made easier because a
modi ed devicedriver limited the number of requests
pending in the disk to two [21].

DIXtrac was an important enabling technology for
thisand several other scheduling studies[4,29]. It au-
tomatically obtains detailed data-layout, cache man-
agement, and timing data from black-box disks via

controlled experiment, i.e., by submitting carefully
selected requests to the disk and measuring response
times. Given this information, accurate performance
forecasts can sometimes be obtained via simple cal-
culations.

The modeling approaches motivated by individual
disk scheduling are not applicableto large storage de-
vices. Throttling the dispatch of requeststo a storage
array asin the freeblock-in-driver work, for instance,
would preclude re-ordering optimizations within the
array and thereby degrade performance. Fundamen-
tally different approaches are required for enterprise
storage arrays.

3.2 Simulation & Emulation

Mature, re ned, and well-calibrated simulation mod-
els of individual disks have been available for many
years. Ruemmler & Wilkes summarizethe art of disk
drive modeling, describing how increasing delity
yields improved aggregate accuracy [27]. DiskSim
represents the current state of the art in disk simu-
lation; it models device drivers, buses, controllers,
adapters, and disk drives [8]. Worthington et al.
laid the foundations for DiskSim (as well as DIX-
trac) nearly a decade ago [36]. The Pantheon storage
system simulator can model collections of disks, e.g.,
RAID arrays[35]; RAIDframe supports eval uation of
error-free and recovery behavior [19].

Emulators go one step further than simulators. In
addition to modeling performance, they interoperate
with real systems, transparently replacing storage de-
vices and attempting to mimic their behavior. Thisal-
lowsresearchersto explore conveniently how the per-
formance of devicesthat do not yet exist, e.g., MEMS
devices, might interact with existing systems [16].

3.3 Analytic Models

Management tool sthat search alarge space of storage
device con gurations for an optimum have shown
promise for automating storage management [1, 3].
Theinner loop of such toolsis asolver that maps de-
vice design, con guration, and workload to average
performance characteristics. Simulations driven by
synthetic or trace inputs are too slow for this inner
loop, and researchers have therefore employed faster
analytic models for such applications.

Ruemmler & Wilkes consider acontinuum of mod-
els starting with the smplest possible analytic per-
formance model, a numeric constant [27]. They
add detail and delity to obtain better analytic mod-
els, e.g., in which response time is proportional to
I/O size plus measured seek time, and nally arrive
at simulators that consider data layout and the physi-
cal state of the disk’s moving parts.

Analytic models are often easier to reason about
than ssimulators, and a further advantage is that they
sometimes support convenient composition. Shriver
et al., for instance, develop algebraic descriptions of
disk drive components and compose them to model
mean disk service times [31]. The anaytic compo-
sition approach has also been applied to modeling
disk arrays. Uysdl et al. validate acompositeanalytic
model of mean throughput against measurements of a
mid-range disk array and report agreement to within
15% [33]. More recently Varki et al. developed a
model that predicts mean response time and queue
length in addition to mean throughput [34].

Onedrawback of analytic modelsisthat human ex-
perts are required to de ne them. Table-based mod-
els escape this reliance by systematically testing (via
controlled experiment) a large number of points in
the space of inputs, and interpolating between them
to form predictions[2]. Such modelsrequireless ex-
pertise than conventional analytic models, but more
calibration, because they must systematically sample
amulti-dimensional space of workloads.



3.4 Evaluation Metrics

In cases where models generate individual response
time forecasts that can be compared against actual
response times, it is conventional to summarize ac-
curacy using the demerit measure introduced by
Ruemmler & Wilkes [27]. The demerit measure is
the root mean square of horizontal distances between
the cumulative distributions of actual and predicted
response times; this can be normalized by dividing
by the mean of the actual response times. It is zero
for identical distributions, is dimensionless if nor-
malized, and has convenient units (milliseconds) oth-
erwise. Degpite its attractive properties it does not
measure the accuracy of individual forecasts. If an
ordered list of actual response times is compared
against a forecast consisting of a random permuta-
tion of itself, for instance, pairwise predictive accu-
racy may be very poor but the demerit gure will be
zero.

Lumb et al. [21] provide the only published re-
port of individual forecast accuracy of which we
are aware. They report remarkably accurate service
time? forecastsfor an individual disk, particularly for
small random reads; up to 99.3% of forecasts were
within 50 s for a particular disk considered. They
achieved such high accuracy in part because they re-
stricted the ow of requests to the disk, preventing
re-ordering within the disk from foiling their models
of the moving parts. To the best of our knowledge,
accuracy results for individual response time predic-
tions have not been published.

3.5 Summary

The methods reviewed in this section are not well
suited to forecasting response times of individual re-
guests to enterprise storage arrays. Analytic models
predict average performance (e.g., mean throughput,
mean response time) from parametric workload de-
scriptions (e.g., mean request rate, read:write ratio).
Simulation models can generate per-1/0 predictions,
but they require calibration. A good calibrationtool is
availablefor disks, but nothing analogousto DI Xtrac
existsfor enterprise storage arrays. Itis not clear that
controlled experiments could, in areasonable amount
of time, extract from an enterprise storage array suf-

ciently detailed information to calibrate simulation
or table-based models. The problem at hand requires
different methods.

1Recall that response time = queueing time + service time.

The approach we pursue in this paper attempts to
achieve some of the desirable properties of existing
methods via different techniques. Like table-based
models we rely on little knowledge of system inter-
nals and substitute extensive measurementsfor expert
knowledge. Unlike the table-based approach we rely
on purely passive observations, we trust the work-
load to decide what regions of the workload space
are important, so to speak. Like simulators and em-
ulators, we form predictions of individual response
times quickly enough for online use, but we attempt
to model systems whose complexity has thus far de-

ed simulation.

4 Modeling Black-Box Arrays

This section formally de nes the problem of model-
ing black-box storage devices using passive observa-
tions. It furthermore describes the special properties
of large enterprise storage arrays and the challenges
they pose to our modeling framework. Finaly, it of-
fers straightforward evidence suggesting that our ap-
proach is workable: passive external observations of
unmodi ed enterprise storage arrays contain a sub-
stantial amount of information about response times.

4.1 Formal Problem

Let X represent a vector of features describing an 1/0
request. The feature vector may include several kinds
of information: characteristics of the request itself,
e.g., the amount of data requested; information about
the state of the storage device, e.g., the number of
unful lled requests within it; and features that relate
the current request to earlier ones, e.g., measures of
reference locality.

Let P*(t;|X) denote the conditional distribution of
an individual request’s response timet; given thein-
formation contained in X. The use of a distribution
to characterize response time t; is necessary in prac-
tice because X components available via observation
of black-box devices do not completely describe all
aspects of system state relevant to t;; Section 4.2 dis-
cusses limitations of available information in greater
detail. A probability distribution can capture the un-
certainty inherent in this situation, and also uncer-
tainty arising from sampling and measurement errors.
Each value of X de nesaprobability distribution over
response time, which can be computed online for a
given X and P* or some approximation thereof. Fi-
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Figure 1: Simpli ed view of the HP XP 512.

nally, note that it is straightforward to collapse any
distribution over continuous t; values into a binary
forecast ( fast vs. dow ) by simply considering
probability mass above and below a threshold on t;;
we do thisin our evaluations.

Our task in this investigation is twofold. First, we
investigate algorithms and statistical models to in-
duce an approximation P of P* from atrace of (X,t)
pairs. Second, we provide a characterization of the
value of incorporating different elements in feature
vector X. The forms of the distributions we consider
and the @l gorithmswe use to induce estimates of them
are described in Section 6. The remainder of this
section explains the specia challenges of applying
our formal modeling framework to enterprise stor-
age arrays, and suggests that suf cient information
is nonetheless contained in X to justify the attempt.

4.2 Enterprise Storage Arrays

The complexity of individual hard disks and RAID
groups is suf cient to pose formidable challenges
to performance modeling. We focus on a class of
devices that incorporates these as building blocks,
and is therefore still more complex: enterprise stor-
age arrays. Figure 1 depicts in highly smpli ed
form the internal architecture of the array on which
our trace data were collected, the Hewlett-Packard
XP 512 [17]. Although they differ in many in-
ternal architectural details, the XP 512 and com-
parable offerings from EMC [14] and IBM [18]
share several characteristics: Each contains a collec-
tion of independent disk groups behind a large non-
volatile/battery-backed cache, and high-speed point-

to-point interconnections and/or crosshar backplanes
connect client host interface processors (CHIPs) with
the cache and with disk-group controllers.

Enterprise storage arrays typicaly serve many
physicaly distinct client hosts, to which they are con-
nected via high-speed short-range networks (e.g., Fi-
bre Channel). The mapping of user-visible entities
(e.g., lesina lesystem) onto physica media in-
volves several layers of indirection, al of which are
highly con gurable. Under typical conditions four
factors dominate performance:

e Queueing in individual disks, in disk groups, in
the array controller, and in client host device
drivers.

e Caching in both the array cache and individual
disks.

e Seeking to align disk read/write heads.

¢ Rotation of platters.

Throughout this paper we regard enterprise storage
arraysas black boxes inthe sensethat we do not in-
strument or otherwise directly measure any aspect of
their internal state. Instead, we consider only quan-
tities observable in client hosts served by the array.
Thisis a severe restriction, because the state of mov-
ing parts within the array is unavailable yet clearly
crucia to performance; seek and rotation can domi-
nate response times under light load and low cache hit
rates. Some performance-related information, how-
ever, is available outside the storage array, including
the following:

e Pending requests that have arrived in the client
host device driver but have not yet been returned
to the caller.

e Locality across accesses.

e Con guration of logical units onto disk groups
within the array.

e Sequentiality of accesses.

e Arrival times of requests.

We present results based on the rst three of these;
in principle our methods could be applied to the last
two aswell. Theremainder of this section shows that
observationsof the rst two quantities contain agreat
deal of information about the response times of indi-
vidual requests.

4.3 Predictive Value of Observables

Our early investigations revealed that the number of
pending requestsin astorage array is, by itself, asur-
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Figure 2: Mean response time vs. # pending requests.

prisingly good predictor of average response time.
Figure 2 shows average response time of over 50 mil-
lion read requests as a function of the number of re-
guests pending at the time the measured request was
issued.? The gure shows, for example, that among
all reads issued when 100 requests were pending,
mean response time was roughly 70 ms. Separate
series are shown for al request sizes, and for those
that access exactly 8 KB (the most common request
size). The horizontal axisis truncated at 250 pending
requests; fewer than 0.5% of reads in our data were
issued when over 250 requests were pending. The 8-
block series shows that mean response time depends
roughly linearly on number of pending requests; the
relationship is surprisingly simple.

Another notoriously opague aspect of enterprise
storage systems is cache management. Reads and
writes may share a common cache, perhaps with
dynamically-adjusted lower bounds on the fraction
used by each. Interleaved sequential request streams
may be identi ed, disentangled, and given specia
treatment. Readahead/prefetching may occur. Writes
typically complete quickly due to write-back cache
management enabled by battery-backed or otherwise
non-volatile array caches; written data is de-staged
to magnetic media later according to complex rules.
Whereas the traditional measure of access locality,
LRU stack distance, relates directly to the perfor-
mance of an LRU cache [23], this measure does not
correspond closely to the behavior of today’s large
storage arrays.

Aninexact correspondence, however, can nonethe-
less be informative. Figure 3 separately plotsthe dis-

2Data are taken from the 8-day “warm” subset of the trace de-
scribed in Section 5.

1.00 -
0.75
x
Vi
S os0f
8
0.25 highlocality /test  data
high locality / training data
low locality / test data -
low locality / training data -+
0.00
100 1000 10000 100000 1000000

response time (microseconds)
Figure 3: Distribution of response times for high and
low locality read requestsin training and test data.

tributions of response times among low- and high-
locality read requests issued during two consecu-
tive four-day periods (the training and test data de-
scribed in Section 5). High-locality requestsare those
for which the LRU stack distance of every accessed
block is 1 GB or less; low locality means that L RU
stack distance is greater than 32 GB. We see that re-
sponse times are markedly lower for high-locality re-
quests in both training and test data. The two high-
locality distributions are nearly identical; the low-
locality curves differ from one another, but not as
much as either differs from the high-locality CDFs.
Locality is an inexact but powerful predictor of re-
sponsetime.

We see from these simple examples that pas-
sive observations outside a black-box enterprise stor-
age array have considerable predictive potential.
Performance-critical aspects of system state, e.g., the
state of the array cache and of queues within the
array, are concealed from view. Observable quan-
tities can, however, help us to re ne response-time
forecasts. The probabilistic modeling framework
sketched in Section 4.1 is well-suited to such situa-
tions.

5 Traces& Features

This section explains the raw traces upon which our
empirical evaluationsare based, the feature vector we
derivefor each request, and the ef ciency with which
features can be computed.






