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Abstract

Snapshot has become a fundamental requirement on mid- to high- end storage systems. Its applications in-
clude archiving, recovery, report generation, decision making tools and remote mirroring. State-of-the-art snapshot
techniques on existing storage systems typically work on a single (fault-tolerant) controller, and need to pause the
applications or change the operation mode of the �le systems or databases when a snapshot is taken. In a federated
array of bricks (FAB), a snapshot may involve tens to thousands of independent controllers or processors, and may be
taken at a high frequency, e.g., once every 30 seconds for atomic updates in remote mirroring. Therefore, an ef�cient
distributed snapshot algorithm that can make the snapshot operations transparent to applications is needed in FAB.

In this paper, we propose such an algorithm, which avoids pausing or aborting write requests by the novel use of a
tentative data structure during the two phase commit of a snapshot creation. The snapshot operations are serializable
with data operations (i.e., reads and writes), hence ensure consistency of the snapshots. Read-only operations on
snapshots are optimized in common cases, only requiring communications to a small subset of the bricks, in particular,
a single replica set or three bricks in FAB. The algorithm has been prototyped in FAB and has been tested with trace-
based experiments.

1 Introduction
A snapshot of data is a record that re�ects the state of the data at a particular point in time. Snapshots can be used for a
variety purposes, including data archiving, recovery after a hardware failure or software error, remote mirroring, report
generation and decision making. As a particular example, a snapshot taken prior to the occurrence of data corruption
resulting from a software error may be used to return the data to an uncorrupted state.

A consistent snapshot at time t records the results of all updates to the data before time t and does not record
any results of the updates after time t. For example, for replicated data, a snapshot is consistent when the recorded
replicas of the data are identical; the snapshot is inconsistent if an update has occurred to a replica of the data and not
to another replica, so that the recorded replicas are no longer identical. For distributed data, a snapshot is consistent
when it re�ects the state of the data across all locations at the same point in time; a snapshot is inconsistent if it records
a �rst update after time t to data in a �rst location but does not record a second update before time t to data in a
second location. It is important to ensure that a snapshot is consistent. Otherwise, the snapshot may not be useful for
its intended purpose. Typically, this means that no updates to the data can occur while the snapshot is being taken.
Due to communication delays and clock skews, taking a consistent snapshot in a distributed system typically requires
the suspension or alteration of other activities and takes a considerable amount of time. Thus, taking snapshots in
a distributed system like FAB can signi�cantly interfere with the performance of the system, particularly if frequent
snapshots are desired.

Therefore, improved techniques for taking snapshots in large distributed systems are needed.

2 Background: data structures in FAB
Figure 1 shows the structure for snapshot volume and maps.

A volume is a collection of segment groups, which is typically created by a human operator or by an application.
A segment is a �xed number of data blocks and is the unit of physical to logical address mapping. A segment group is
the unit of redundant storage. The set of bricks that redundantly store a segment group is called a replica set.
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There exist one or more versions of a volume. A version of a volume is a copy of the volume that re�ects the
updates to the volume up to a certain point in time. The current version of the volume re�ects all the updates in the
past and changes as new updates arrive. A snapshot version of the volume re�ects the updates up to the point in time
when the corresponding snapshot operation is started. Each version has its own copy of data structures, such as names,
maps, etc. The name of the current version is also referred to as the volume name, and the name of a snapshot version
is referred to as a snapshot name. Read and write operations are allowed on all versions. Snapshot operations are
allowed on the current version.

There is a map for each snapshot or current version. The maps of the versions of the same volume are organized
into a bi-directional linked list. The next map pointer (nextMap) of a map points to the map of the next newer version.
The previous map pointer (prevMap) points to the map of the next older version. The physical map pointer (phyMap)
points to the data structure that actually maps logical address to physical. In addition, the map of a snapshot has an
optional private map pointer (privMap) that points to a physical map that contains locations of data that belongs to this
snapshot but was written after the snapshot was created. The �rst map in the linked list (with a null prevMap pointer)
is called the initial map, and the last (with a null nextMap pointer) is the current map.

Each map contains two timestamps: creTs is the time when the map was created and dataTs is the last time when
any data in the map is updated or prepared for update.

When a new data block is written to the current volume, a new physical block is allocated for the data and the
physical map is updated with the new logical to physical mapping. When an existing block is written in the current
volume, the data is overwritten in place and the physical map is not updated. When a block is written in a snapshot
volume for the �rst time after the snapshot is created, a new physical block is allocated for the new data and the private
map is updated with the new mapping. When the block is written for a second time, the data is overwritten in the
location recorded in the private map, and the private map is not updated.

To map a logical address (volName, logAddr) to a physical one (devName, phyAddr), one looks in the physical
maps in the following order: private map ! physical map ! physical map of previous map ! physical map of
previous map of previous map ! ... until a mapping is found.

3 Correctness criteria
In order for the snapshots to be consistent, the protocol for creating, accessing and deleting snapshots shall maintain
the following invariants:

1. A majority of bricks must agree on whether or not a snapshot exists in the system.

2. A majority of bricks must agree on the timing order of a snapshot in the globally serializable sequence of
snapshot/data operations.

4 Protocol design

4.1 Creating and deleting snapshots
The snapshot creation is operated in two phases. In the �rst phase, the coordinator sends a PrepareSnapshot command
with a new timestamp (newSnapTs) to all bricks in the system. Each brick compares newSnapTs to the dataTs and
creTs of its local current map. If newSnapTs is newer than the local timestamps, the brick creates a new version with
the snapshot name and a new empty map with creTs=newSnapTs and dataTs=the current map’s dataTs. The new
version points to the current map and the current volume points to the new map. The new map’s prevMap pointer
points to the current map. The current map’s SNAPPING �ag bit is set and the new map’s TENTATIVE �ag bit is
set. The brick will then return an OK status to the coordinator. On the other hand, if newSnapTs is not newer than
the local timestamps, the brick immediately returns an NOK status to the coordinator. If the coordinator receives
a global quorum (i.e., a quorum in every replica set) of OK replies, it proceeds to the second phase by sending a
CommitSnapshot command to all bricks. Each brick then unsets the SNAPPING �ag bit in its current map and unsets
the TENTATIVE �ag bit in its new map. The snapshot operation is completed thus far. On the other hand, if the
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coordinator does not receive a global quorum of OK replies, it sends an AbortSnapshot command to all bricks in the
second phase. Each brick merges the new updates in its new map to its current map, deletes the new map and unsets
the SNAPPING �ag bit in its current map. Figure 2 illustrates the creation of a snapshot.

The snapshot deletion is also operated in two phases. In the �rst phase, the coordinator sends a PrepDelSnapshot
command to all bricks in the system. Each brick checks the SNAPPING �ag bit in its local map. If it is unset, the
brick sets the DELETING �ag bit in the map and returns an OK status to the coordinator. On the other hand, if the
SNAPPING bit is set, the brick immediately returns an NOK status to the coordinator. If the coordinator receives a
global quorum of OK replies, it proceeds to the second phase by sending a CommitDelSnapshot command to all bricks.
Each brick merges the content of the map to be deleted (excluding its private map) into its next map and removes the
map from the linked list. On the other hand, if the coordinator does not receive a global quorum of OK replies, it sends
an AbortDelSnapshot command to all bricks in the second phase. Each brick then unsets the DELETING �ag bit in
its local map. Figure 3 illustrates the deletion of a snapshot.

4.1.1 Optimization with future timestamps

In case the timestamp of a snapshot creation is older than some of the timestamps of data blocks, the snapshot operation
needs to be aborted. The failure of timestamp comparison can be caused by clock skews and/or network delays. To
avoid repeated abortion of the snapshot creation, the coordinator can retry the operation with a timestamp in the future.
The future timestamp can be determined by adding to the current time the difference between the timestamp of the
aborted snapshot creation and the newest timestamp of the data. Estimated network delay difference can be added to
the future timestamp as well. The coordinator can record this timestamp adjustment for future use, and can update the
adjustment based on the frequency of snapshot abortion.

4.2 Accessing snapshots
The basic question in reading snapshot information is: how do readers of the snapshot information (such as the
coordinators of data operations) agree on whether the snapshot is valid or not? A harder question is: how does a reader
know whether a snapshot is valid or not by contacting only a single replica set (i.e. by using a local quorum)?

To help answer the questions, let us recall the six states of a map in a brick: NULL (the brick does not have
any local information about the map or the corresponding snapshot), TENTATIVE (the map is newly created and
not committed), DELETING (the map is prepared for deletion and not actually deleted yet), SNAPPING (the map is
being snapshot), SNAPSHOT (the map represents a successfully created snapshot, rather than the current version),
and CURRENT (the map represents the current version). Figure 4 shows the typical state transitions of a map.

A snapshot is valid if and only if both of the following two conditions are true:

1. There exists at least one brick that has the snapshot in a non-tentative state, or there exists a global quorum of
bricks that have the snapshot in any state other than null; and

2. There exists a global quorum of bricks that have the snapshot in in a non-deleting and non-null state.

The above two conditions mean that the snapshot has been successfully created or prepared for creation (i.e., in a
global quorum of bricks), and has not been successfully deleted or prepared for deletion.

Reversing the two conditions above, a snapshot is invalid if and only if either of the following two conditions is
true:

1. There does not exist any brick that has the snapshot in a non-tentative state, and there exists a global quorum of
bricks that have the snapshot in the null state; or

2. There exists a global quorum of bricks that have the snapshot in deleting or null state.

A reader can try to determine whether a snapshot is valid or not by contacting all bricks in the system. If not
enough bricks are alive at the time of reading, the reader will not be able to determine whether a global quorum does
not exist, and will have to wait until enough bricks come back. Therefore, a validity check on a snapshot could return
valid, invalid or undetermined. In addition, a snapshot that has been checked to be valid could become invalid after it
is successfully deleted, or after a number of bricks that have a valid copy fail and are replaced with empty bricks.
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Figure 2: Snapshot creation
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Figure3: Snapshotdeletion
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