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Abstract. The Cloud is a relatively new concept and so it is unsurprising that
the information assurance, data protection, network security and privacy
concerns have yet to be fully addressed. This paper seeks to begin the process
of designing data protection controls into clouds from the outset so as to avoid
the costs associated with bolting on security as an afterthought. Our approach is
firstly to consider cloud maturity from an enterprise level perspective,
describing a novel capability maturity model. We use this model to explore
privacy controls within an enterprise cloud deployment, and explore where
there may be opportunities to design in data protection controls as exploitation
of the Cloud matures. We demonstrate how we might enable such controls via
the use of design patterns. Finally, we consider how Service Level Agreements
(SLAs) might be used to ensure that third party suppliers act in support of such
controls.
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1 Introduction

Cloud computing offers a utility model for IT, enabling users to access applications,
middleware and hardware via the Internet as opposed to owning it themselves. The
vision for the Cloud is one where applications, platforms and infrastructure can all be
consumed as and when required. The ability to rapidly scale-up and scale-down is
perceived by many to directly lead to cost savings. Other benefits include fast access
to new applications, easier ability to try things out before large-scale investment and
staying on the leading edge. ‘Cloud nirvana’ is a future where cloud service providers
(SPs) utilise the cloud to deliver dynamic capability enhancements, resources are
switched on and off like taps, and users can switch suppliers quickly in order to
access the best solution on the market. Current expectations of the market potential
remain high, with Gartner predicting a services market value of $150bn by 2013 [1].
The adoption of cloud services will vary across enterprises and users. Early take-up
appears to be within the technology sector with other potential users voicing concerns
surrounding security and privacy of data. Undoubtedly, any model which involves
data assets residing on equipment not within users’ immediate control needs to
address security and privacy. In ‘cloud nirvana’ environments this will only become



more acute, and potentially more challenging. Current recommendations and
approaches to information security in the cloud are essentially based on today’s best
practice surrounding traditional outsourcing. Certainly, this is an obvious and valid
starting point, and one which is recognised by those operating in the data-centre and
secure-hosted service space, since they already possess the relationships,
infrastructure, and business models which could easily be extended into a cloud
service domain.

However, the cloud vision does offer some particularly challenging privacy
problems that are unlikely to be sufficiently addressed by today’s best practice [2].
Privacy can be thought of as a human right that is rather complex to analyse [3]. We
focus in this paper on the issue of privacy in the sense of data protection (processing
of data on identifiable living people), as defined by Directive 95/46/EC [4]. There are
differing interpretations of what this may mean in a practical sense, since users of
cloud services are likely to have varying expectations of confidentiality, control, and
service responsiveness in response to their changing privacy requirements. The
protection of these expectations will be met to equally varying degrees by the legal
and regulatory structures in operation, which in themselves could vary as a cloud
service could transcend national boundaries.

We seek here to begin addressing whether there are opportunities to design-in data
protection during this cloud start-up phase, so avoiding costly future bolt-ons and sub-
optimal protection resulting from design decisions in conflict with data protection
needs. We cannot provide a complete treatment in a paper of this size; instead we
focus on three aspects of the cloud deployment lifecycle: Firstly, we consider cloud
adoption at the enterprise level and the likely maturity characteristics, developing a
novel capability maturity model for enterprises exploiting cloud services. We use this
maturity model as a basis for identifying opportunities for designing in privacy, and
capture this analysis in a privacy maturity model. Secondly, we consider the design
stage for a cloud service and how we might use design patterns to enable enterprises
to adopt data protection design principles. Finally, we consider how the use of third
party suppliers of cloud services might impact upon privacy, and how the associated
risks might be mitigated via the use of Service Level Agreements (SLAS).

2 Related Work

Whilst there is no existing published work directly considering how to develop
mechanisms for designing in data protection controls in the cloud, there are a range of
work areas upon which our research is based. We discuss these here.

The point of a capability maturity model (CMM) is generally to understand the
maturity of organisations through various characteristics: see [5] for detailed
definition and history. Such maturity models can help facilitate process development
and enterprise evolution by identifying maturity milestones and benchmarks for
comparison. Thus, it is possible to plan, prioritise and invest in order to progress
along the maturity model until the most effective and beneficial state is achieved for
the enterprise. It should be noted that it is unlikely always to be the case that a higher
maturity leads to greater profit in a commercial organisation, or that cloud



deployment makes sense for every application (see [6]). By considering a maturity
model for cloud exploitation we hope to identify the key developmental stages for a
number of enterprise characteristics, which in turn will have implications for
information security and data protection strategies. Hence it may be possible to
anticipate future needs and begin delivering techniques for architecting data-
protection aware clouds. A number of Cloud maturity models have been proposed, for
example see [7,8,9]. In [7] a cloud maturity model is presented that is specifically
aimed at data centres. Whilst it offers inspiration when considering a model for
exploitation of cloud by an enterprise, it cannot be directly applied. Wardley [9]
implies that to achieve cloud maturity the following are likely to exist
(accumulatively as maturity grows): resilient architecture, SLASs, an option to run the
service in-house, evidential portability between SPs, third party assurance and
monitoring of services, a marketplace of providers with easy switching, third party
management of cloud market exploitation. However, as for [7], the detail is missing.

Dr. Dobb’s Jake Sorofman [8] proposes a slightly different model where: the
lowest level of cloud maturity involves adoption of virtualisation for seamless
portability of applications and a shared server infrastructure; level two is cloud
experimentation where a cloud is deployed (internally or externally) based on
controlled and bounded deployments; level three is cloud foundations where
governance, controls, procedures, policies and best practice begin to form initially
focused on internal and non-mission critical applications; level four cloud
advancement sees the scaling up of the volume of cloud applications and broad-based
deployments; and level five is cloud actualisation where dynamic workload balancing
occurs across multiple utility clouds and applications are distributed based on cloud
capacity, cost and proximity to users. This does not break down maturity across
enterprise characteristics, but is the closest to what we require and, in combination
with a detailed capability model for service-oriented architectures (SOASs) designed
by IBM (see [10]) forms the foundation upon which we design our new capability
maturity model for cloud.

Privacy design techniques are not a new concept: various companies, notably
Microsoft [11], have produced detailed privacy design guidelines. Cannon has
described processes and methodologies about how to integrate privacy considerations
and engineering into the development process [12]. Privacy design guidelines in
specific areas are given in [13,14], and [2] considers the case of cloud computing. In
November 2007 the UK Information Commissioners Office (ICO) [15] (an
organisation responsible for regulating and enforcing access to and use of personal
information), launched a Privacy Impact Assessment (PIA) [15] process
(incorporating privacy by design) to help organizations assess the impact of their
operations on personal privacy. This process assesses the privacy requirements of new
and existing systems; it is primarily intended for use in public sector risk
management, but is increasingly seen to be of value to private sector businesses that
process personal data. Similar methodologies exist and can have legal status in
Australia, Canada and the USA [16]. This methodology aims to combat the slow take-
up to design in privacy protections from first principles at the enterprise level, see
[17] for further discussion, [18] for further background, and [19] for a useful
classification system for online privacy.



However, whilst there is a body of privacy design guidelines, there exist no
practical techniques for designing specifically for cloud environments. To do this we
choose to focus on the utility of design patterns [20]. We believe that in some
circumstances they could be useful since the use-cases that drive cloud computing are
familiar ones and so design patterns to fit these can be produced [21]. Some previous
work has been carried out in the privacy design pattern area, but not for cloud
computing: [22] describes four design patterns that can aide the decision making
process for the designers of privacy protecting systems. These design patterns are
applicable to the design of anonymity systems for various types of online
communication, online data sharing, location monitoring, voting and electronic cash
management and do not address use within an enterprise.

3 Cloud Capability Maturity Model

We begin by considering capability maturity for enterprises exploiting clouds,
considering a number of key characteristics: business strategy, governance,
procurement methods, applications, information and information security.

Level1 Leved 2 Leved 3 Leveld 4 Lewel 5
Opmised and
_ Architected ANSgued amd <
Imiial Servires Servs s Measurahblle Dymamically
- and visn Cloud sefvices Impact of closd Multiple cloud
Busimess Componenised Strategy - -
1 11 11 11 11 1
Cloud  Duediligencecf  Basedonbes  Covramd enferpse Comp = Dy by
Governaace  extemal supplers i b Eoned fi 1
1 11 11 11 11 |
| - Suppat team Cloud
_‘Stxu:hdcuiaulﬂ IBﬁlp'm" esiablched, cycles meaomed for Dymamec and
amanpements p'm;_;“ COMMTHE SEIVICE chanong SLAs and
SlAs
1 11 11 11 11 |
Process; Bespoke and
Boed u_mi 4 measured forimpac dn;ynqsetm
1 11 1 1 1 1
Smyle enlerpuise Infomnalon senvices
Imlormaion Mﬁmil ml Enlesprise senace oniodogy, shared ﬁmibme"- evolvEng m respmse
Perspective wilh to 1o changmy
applcaions in sines " fow qguality 5
1 11 1 11 11 [
" S1 As inchde - " Auto enfocement of
B g Cloud mfosec changing cloud
Imiosec CEOLEIE ey CLEeRbmrsmss iy measuwed forimpad  mfosec shalenges,
enlesprise the enferprise andin  miegraled across T it evel -
network enterpise : securly
- doseoligonest - H
basiness sold oo . ouriNe deplovenent ¢ irovder in dond
ok wio Bevefos et P odsigolficwt goios . explaltotion

We present our capability maturity model for enterprises exploiting cloud services
in Table 1 above. Level 1 represents today’s environment where users of cloud
services are adopting offerings to enable additional functionality, and controlling the
risks via standard outsourcing risk management processes. The cloud service is



consumed within a business unit and is typically siloed off from the rest of the
enterprise. Information security is focused at the perimeter. At Level 2 best practice
begins to emerge surrounding the adoption of cloud services within an enterprise, and
the enterprise begins to roll out a broader adoption strategy. This in turn generates
enterprise level metadata which underpins new information based services. At Level 3
cloud and other business processes become aligned, enabling a more integrated
management activity. This in turn delivers enhanced productivity. It also facilitates a
single enterprise cloud ontology, which when shared with partners and suppliers can
directly enhance delivery. The importance of cloud to the enterprise results in a
dedicated support function being maintained within the enterprise. The information
security function delivers monitoring and audibility across the enterprise. At Level 4
the impact of cloud on the enterprise becomes measurable, compliance metrics are
established and services and applications are measured for quality. Information
security functions for cloud are also measured for impact on the overall risk
mitigation strategy. At Level 5 cloud services become dynamically reconfigurable in
response to the increased awareness delivered by the various metrics and changing
operating requirements. Governance mechanisms can be dynamically monitored and
enforced. Procurement methods become dynamic, with SLASs requiring an agile and
perhaps automated solution, in order to provide the agility required by the enterprise.
Information security mechanisms also require additional automation and multi-level
security solutions will need to be present and effective.

From an enterprise perspective it is at the points of crossing maturity levels that
change is likely, for all characteristics. With change comes the potential for
introduction of information security vulnerabilities, and alongside opportunities for
designing in privacy. Consider the governance perspective: in the lower maturity
levels best practice will be based upon existing outsourcing practice. However, as
cloud exploitation matures this is unlikely to be sufficient since the dynamic business
models and agility of service deployment will move at a faster pace. New best
practice in risk management will certainly be required, and this will impact
governance.

We can use this cloud exploitation capability maturity model to motivate a privacy
maturity model for clouds which elucidates the enterprise architecture characteristics
which will offer opportunities to deliver privacy preserving functionality, and will
necessarily vary as cloud adoption matures.

4 Examples of Privacy Controls in Cloud Computing

It is possible to represent a privacy maturity model by capturing key privacy controls
that have been identified in Table 1 above. These controls are shown in Table 2, and
are loosely based upon the simpler model for privacy risks (in general) described in
[24]. The controls are focused at an appropriate level to allay potential concerns
relating to why personal information is collected, and how it will be used in the cloud
or passed on to affiliated clouds at different maturity levels. However, the relative
control level is selected according to the cloud maturity level. As an example,
obligation management can evolve with increasing privacy risks, such that at



preliminary stage contracts are used for legal compliance for data treatment, this
would correspond to the initial services maturity level defined in Table 1. Before any
transition to the use of ‘architected services’, obligations must be defined within the
organisation and for third parties with whom information is shared, which may assure
the user in a more mature or advanced level. However, obligations should be
automated to facilitate management processes and therefore enable the transition for
cloud service providers to a level at which they can be dynamically composed and
measured (e.g. level 4 and above). Finally, at the highest level the obligation
management procedure is continually refined and improved with respect to the
enterprise’s continuous exploitation of cloud services while responsibly protecting the
individuals’ private information [25]. Hence, in order to transition across the relative
maturity levels; the privacy controls are also required to transition; however, given the
relationship is business- and regulatory- context dependant, the mapping cannot be
guaranteed to be linear with businesses given freedom on their adoption of controls
relative to their maturity in the use of cloud services. We hope to develop this
mapping as part of future work.

In the next section, we demonstrate how guidance about designing such privacy
controls into cloud services may be achieved by means of design patterns, and discuss
a sticky privacy policies pattern in detail.

Controls Level 1 Level 2 Level 3 Level 4 Level 5

Table 2. Examples of Privacy Controls in Cloud Computing

5 Designing Privacy into the Cloud via Design Patterns

The examples of privacy controls in cloud computing given above show that there
will be multiple opportunities to design in data protection. In order to exploit these



opportunities we require methods that can support an enterprise through its evolution
towards maturity, which can incorporate anecdotal advice as well as more formal
prescriptive solutions. Such methods also need to be flexible enough to incorporate
solutions of varying types, including: processes; techniques; methods; training;
software configurations; applications; communications protocols. We have selected
design patterns [20] since they meet all of these requirements.

Key aspects of design patterns have already been introduced in Section 2. There
are multiple approaches one might take to how solutions for different maturity levels
of Table 1 are reflected into the corresponding design patterns. Our approach is to
have the patterns correspond to giving further details of techniques in each ‘cell’ of
Table 2, so that for each maturity level there would be a set of patterns. Where closely
related techniques could be used across more than one level of Table 1, a single
pattern may be used and the distinction between maturity levels made within the
context and solution descriptions (see example below); in such a case a subjective
judgement is needed, in the sense that if the variation is great then a new pattern
would be created.

We describe below a draft design pattern for building a data protection mechanism
into a cloud, specifically Sticky Privacy Policies. This pattern provides a method for
addressing maturity within the enterprise use of privacy policy (identified by our
capability maturity analysis outlined above); it corresponds to the control for Privacy
Policy Enforcement used at level 4 in Table 2. Due to space limitations we
concentrate on this example. We have also defined a number of others in a similar
manner, including: obligation management, data fragmentation, user interface design
techniques, risk assessment, reputation management, and user anonymisation.

Sticky Privacy Policy Example
Name: Sticky Privacy Policies  Classification: Privacy Policy Enforcement
Intent: to bind a privacy policy to the data to which it refers

Motivation: The sticky privacy policy would ensure that policies relating to data are
propagated and enforced along all supply chains in the cloud ecosystem and all
mechanisms through which the data is stored, processed and shared.

Context: You are designing a cloud service solution and want to make sure that
multiple parties are aware of and act in accordance with your policies as personal and
sensitive data is passed along the chain of parties storing, using and sharing that data.

Problem: Data could be treated by receivers in ways that the data subject or initiator
would not like. The policy could be ignored or separated from the data.

Forces: Factors related to Privacy Policy specification and maintenance and user
control (in Table 2) are relevant, as well as contextual factors, notably user trust. For
example, in situations where the user has low trust in the service providers, or they
have unknown length and composition, the level of user control required increases,
gradually implementing the solution set from this pattern.



Solution: Enforceable ‘sticky’ electronic privacy policies: personal information is
associated with machine-readable policies, which are preferences or conditions about
how that information should be treated (for example, that it is only to be used for
particular purposes, by certain people or that the user must be contacted before it is
used) in such a way that this cannot be compromised. When information is processed,
this is done in such a way as to adhere to these constraints. These policies are
associated with data using cryptographic mechanisms. At level 5, Identifier-Based
Encryption (IBE) [26] is particularly appropriate as it means that a third party needs
to check certain properties at the time of decryption, before a decryption key is
released.

Design issues:

e To what level of granularity of data should the policy be attached? It could be
anything from a personal data element (e.g. name, etc.) to a whole database

e It might be better to have a reference to a policy bound to the data rather than the

actual policy bound to the data, for practicality reasons

Need to be compatible with current/legacy systems

Need to provide mechanism to enforce and audit between parties

Need to provide mechanism for the parties to assess their enforcement abilities

Need to provide economically feasible mechanism to enforce the policy

Consequences: Benefits: Policies can be propagated throughout the cloud, strong
enforcement of these policies, strong binding of data to policies, traceability (for the
IBE approach [26]). Multiple copies of data each have the policy attached.

Liabilities: Scalability and practicality: if data is bonded with the policy, this makes
data heavier and potentially not compatible to current information systems. It may be
difficult to update the policy once the data is sent to the cloud, as there can be
multiple copies of data and it might not be known where these are. Once the data is
decrypted and in clear, the enforcement mechanism becomes weak, i.e. it is hard to
enforce that the data cannot be shared further in clear, but must instead be passed on
in the sticky policy form; therefore, audit must be used to check that this does not
happen.

Known uses: Policy specification, modelling and verification tools include EPAL
[27], OASIS XACML [28], W3C P3P [29] and Ponder [30]. Various different
solutions to sticky policies are compared in [31]. Notably, a technical solution for
sticky policies and tracing services is introduced in [26] that leverages Identifier-
Based Encryption (IBE) and trusted technologies. This solution requires enforcement
for third party tracing and auditing parties. An alternative solution that relies on a
Merkle hash tree has been proposed by Pohls in [32]. A unified policy model is
discussed in [33], which discusses steps towards privacy management for an
organisation or across organisations within a federated identity management
environment.

Related patterns: obligations (obligations can be stuck to data), identity management
(e.g. polices bound to data managed in identity management system), audit, Digital
Rights Management (DRM).



Our conclusion is that a pattern approach is viable and scalable. However, patterns
can only be as good as experience and analysis allow and so they will need to be
evolved and refined. But they could offer a practical approach to enabling the
adoption of best practice in discrete steps as an enterprise builds towards their
optimum level of cloud exploitation maturity.

6 Maintaining Data Protection in the Cloud via SLAS

Whilst patterns provide an intuitive way to engage with system architects and policy
developers during cloud service design, they may not be ideal for enabling contractual
risk management maturity in deployed cloud services. Service level agreements
(SLAs) are an industry standard approach for controlling risk, and so are a more
natural starting point. For many outsourced services the SLA is a key document as it
attempts to define the relationship between the customer and provider of a service, the
service itself and the parameters which can be used to define performance of the
service supplier [34]. In practice the SLA can have many more functions, dependant
upon the service type and level (of Table 1) to which it is targeted. An enterprise may
have a number of SLA agreements which can either be standalone or with multiple
dependencies. For example, the hosting of a single server on which Human Resources
(HR) data is stored may have a separate SLA from that of the database that it hosts
and from that of the provision of the supported HR service.

In general, SLAs can be split into three functional areas [35], which may be
simplified as: service description (including roles and responsibilities); SLA
governance (identifying metrics and the process for dispute resolution); SLA change
management (managing uncertainty and renegotiating services in the agreement). In
order to be effective SLAs are broken down into specific service objectives with key
performance indicators (KPIs) specifying the service delivered by the outsourced
service. One of the key difficulties [36] is mapping the service KPI to a meaningful
metric and ensuring that there is a shared understanding of that metric with the
provider and the customer.

While recent work [37] has attempted to define KPIs for information security, to
the best of our knowledge KPIs for information privacy have yet to be adequately
tackled. The reason for this is probably twofold: firstly, as considered in Section 3,
privacy is a broader topic and there are many different interpretations based upon
societal, cultural and contextual factors; secondly, the privacy of an individual is
interpreted through a number of data protection laws, which can potentially be
contradictory, sector specific and vary between countries even when they interpret the
same principles or directive (as is the case in the EEA).

At the lowest level (Level 1) of maturity cloud services (cf Table 1) are not too
dissimilar to the current services we use today; standard contractual methods are used
and SLAs will typically be natural language documents; thus high-level requirements
will be directly translated into the SLA, where possible. For example, the UK Data
Protection eighth principle states that personal data “should not be transferred outside
the EEA unless an adequate level of data protection is ensured” and this can be



directly expressed as a condition against which certain actions could constitute a
serious breach of SLA.

The SP has the responsibility of designing and operating a system such that this
breach is not the case and yet currently no standards or mechanisms exist for
assessing the effectiveness or suitability of the design. By contrast as the cloud
matures (cf Table 1) so a broader number of suppliers become interdependent and are
used in a more dynamic manner. Increasing dynamics for quality of service and
choice has already been recognised within other projects examining Grid [38] and
SOA [39]. These projects have highlighted the need to be able to handle: SLASs that
are composed of a hierarchy of technologies to comprise an overall service level
objective within an agreement; service provision that may need to change between
providers either for functional, price or quality reasons; the SLA subsequently being
negotiated, planned and deployed. A requirement of the SLA is that they are
expressed in parameters that are tangible and can be processed by machines rather
than requiring interpretation at human quarterly review meetings.

We believe that by exposing and interpreting these clauses as service level
objectives within an SLA, we will provide engineering requirements against which
we can map design solutions. For example, the ‘sticky policy’ design pattern can be
used to ensure that the user can be assured that the data processor has correct
instructions for each individual data item as to where it may be transferred and
processed (e.g. outside of the EEA/Safe Harbour etc) and gain assurance in so doing.
However, challenges still remain in strongly defining both the design pattern
properties (such as the ability to strongly identify processing parties, via IBE) and the
detail required by the service level objective to satisfy the service user (such as
identifying all data processors). Clearly, both objective and data protection properties
must be expressed in a solution neutral format as well as having a common ontology
that can be encoded within a machine readable format around which communication
can take place. Due to space limitations we are unable to present any further
examples. It may be possible to define a pattern which communicates how an
enterprise should seek to utilise SLAs as it matures; however, at this time the
technical capability does not exist to actually support the higher levels of maturity
envisaged.

7 Conclusion and Acknowledgements

We have demonstrated that through the creation of novel capability maturity models
for cloud exploitation and associated privacy requirements in an enterprise we can
begin to identify opportunities to produce methods for designing data protection into
clouds. Design patterns provide a good mechanism for expressing such techniques in
a manner which could be useful at all levels of maturity. We believe that such patterns
could also be applicable for architecting SLAs. Our future work will include a more
complete analysis of where the maturity models indicate opportunities for designing
in privacy, including an assessment of those which should be considered high priority.
It is clear that privacy controls (cf. Table 2) could be highly context-dependent. To
avoid overlooking the subtleties of individual privacy concerns, which may vary with



context, we must be careful not to use too general a template. Further research is
required to elucidate the user related contextual factors affecting the degree of privacy
protection that is necessary for a given context. Such factors include: sensitivity of
data, location of data, sector, contractual restrictions, cultural expectations, user trust
(in organisations, etc.), trustworthiness of partners, security deployed in the
infrastructure, etc. We will explore the use of recommendations which could be
deduced via a decision based support system that assesses context, and then outputs a
list of recommendations and controls, as has been done with [23]. Further analysis is
also required to study the utility of the design pattern approach by application to a
case study, and the issues surrounding legal protections and their inclusion in SLA
design patterns.

This research is being conducted as part of the EnCoRe project [40], focused on
delivering usable consent and revocation controls for managing personal data and
considering amongst others cloud service operating environments.
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